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Abstract— Coding the payload data and sending the code-
word as an overhead of the packet is a very common way
to protect data in communication networks. The protection
level of the coding technique is chosen depending on the
importance of the transmitted data. While high priority, safety
critical applications do not tolerate any single bit error in
data packets, lower priority services can handle few bit errors.
Coding techniques provide error detection and up to a certain
level also error correction. Bit errors that are not detectable by
coding techniques at the receiver side occur with a residual
error probability. The better the coding technique is, the
lower is its residual error probability for different bit error
rates. Most automotive network systems use Cyclic Redundancy
Codes (CRC) mainly in order to detect transmission bit errors.
Instead of correcting the identified bit errors which is quite
time consuming, usually a retransmission of the damaged data
packet is triggered. Similar to automotive network systems,
Ethernet, the most applied network technology in local area
networks uses the CRC error detection technique. In this
work, we present a comparative study of the error detection
capabilities of automotive network systems and Ethernet as a
possible network system for time critical applications in the
car. We evaluate the related residual error probabilities for
a reasonable range of bit error rates. Furthermore, several
commercial concepts are presented from the automation field
that increase the error detection capability of the standard
Ethernet technology significantly.

I. INTRODUCTION

Many different network technologies have been applied in
the automotive field during the last years. Each of them is
responsible for the transmission of a different type of data.
Depending on the importance of the data to be transmitted,
the network technologies are equipped by appropriate coding
mechanisms. The additional overhead provided by coding,
enables end systems to detect and possibly correct trans-
mission failures. Accordingly, there is a trade off between
providing good error detection performance by using large
coding fields in the network messages and saving through-
put capacity in the network. Many research works have
been done in order to determine optimal coding techniques
for short control messages with high priorities and large
messages with lower priorities [4], [5], [1] in decentralized
networks such as automotive environments.

Automotive network systems often use Cyclic Redundancy
Codes (CRC) or in a few cases checksums and parity codes
to protect the payload and header data. CRCs are mostly
applied because they require a simple realization in binary
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hardware or software and provide a very good performance at
error detection. Parity codes and checksums implemented in
software are used in systems where the temporal performance
is more important than the correctness of the transmitted
data, e.g., in RAM memory chips to detect memory defects
or in transport protocols.

Statistics in [10] show that the most common transmission
failure is the single bit failure, i.e., 79% of all occured fail-
ures are single bit errors. Thus, parity codes and checksums
with a good single bit error detection capability suit quite
well to low-noise, not safety-critical transmission networks.
The physical transmission medium is a very important
factor when choosing adequate coding techniques. Wired
transmission systems are less affected by the environmental
noises and should be endued with less protective codes
while wireless networks are very much disturbed by the
harsh environment and should be better protected. A list of
different physical transmission media is given in Table I [19].
It can be seen that the error probability which is quite high
for cellular radio networks (1072 to 1073) is very low for
fiber optic cables (less than 10~°).

By applying an appropriate coding technique, networks are
able to detect most of the transmission errors and thus, reduce
the probability of undetectable failures, i.e., the reduction of
the residual error probability.

In this paper, we address the problem of the residual error
probability for automotive network technologies and focus
on the networks’ error detection performance. We also study
the error detection capability of Ethernet as the most applied
network technology in local area networks. In order to
examine a possible application of Ethernet for in-vehicle
time critical communication systems, we compare its error
detection performance with the automotive networks. Finally,
we give an overview of the possibilities to improve the
transmission reliability of Ethernet for safety-critical, real-
time applications.

II. COMMON ERROR DETECTION TECHNIQUES IN THE
AUTOMOTIVE FIELD

Parity check codes, Arithmetic Checksums and Cyclic
Redundancy Codes (CRC) have been widely applied in the
automotive networks due to their low complexity, simple
implementation, and good error detection performance. Due
to the time constraints of the automotive network systems,
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Physical media

Error probability

Copper double wire

107%to 107

Twisted pair (Differential)

<1077

Coaxial cable

<107°

Fiber Optics

<1079

Infrared

107%to 107

Cellular radio

102t 1073

TABLE I
ERROR PROBABILITIES OF DIFFERENT TRANSMISSION MEDIA [19]

error correction is not performed by these codes. Instead a
retransmission of the corrupted message is triggered. Indeed,
parity codes, checksums and CRCs are not adequate at error
correction. Other, mathematically more complex codes such
as Reed-Solomon codes or convolutional codes are applied
where error correction is required.

A. Parity check codes

The parity check describes the addition of one check bit
to an information bulk in order to achieve an even (even
parity) or an odd (odd parity) value [10]. Due to its simple
realization and fast performance, the party check is applied
where the time constraints are high while the data priority
level and the probability of more bit errors are low. Parity
check codes detect only an odd number of bit errors and do
not correct any failures.

B. Arithmetic checksum

Arithmetic checksums improve the error detection capabil-
ity provided by the parity check codes [10]. The information
bytes are added up with carry. The result of the addition is
inverted and sent. The receiver performs the same carry based
addition and adds the received checksum to the calculated
result.

Typical values are 8, 16 and 32 checksum bits.

By using arithmetic checksums, all single errors and most of
the burst errors can be detected. Error correction cannot be
performed offhand.

C. Cyclic Redundancy Codes

CRC provides better error detection performance com-
pared to arithmetic checksums. It is mostly realized in
hardware by applying shift registers and bitwise XOR. The
original message consisting of m bits is considered as a
binary polynomial M(x) of degree m — 1. In order to calculate
the CRC (C(x)), a generator polynomial G(x) of degree k is
required. The check codes are then calculated as following:

(M(x) X*)modG(x) = C(x) (D

The remaining polynomial C(x) is of degree k— 1 and
length k. It is added to the information bits and a message
of length m + k bits is sent to the receiver. The receiver
performs the same calculation on the received information
bits and compares its result with the received CRC field. If
they do not match an error has occurred [3], [4], [10].

By using the CRC technique all single bit errors can be

detected. Also nearly all double bit errors are detectable
when G(x) has at least three terms. All odd numbers of bit
errors can be identified when G(x) has a factor of x4 1 and
burst failures up to k bit errors can also be tracked down.

III. RESIDUAL ERROR PROBABILITY

Residual error probability P, is the probability that
the corruption of the transmitted data remains undetected
after performing the decoding procedure [3]. The actual
P,. depends on the length of the message, the generator
polynomial and the bit error probability.

There are several methods proposed in the literature in order
to determine P,: Direct code analysis, transformed code
analysis, the Monte-Carlo-simulation and the P,, calculation
by Stochastic Automaton [3]. In this paper we focus on the
direct code analysis and introduce further estimations for
this method. We define upper and lower limits for the actual
P... In the direct code analysis all possible error patterns
are generated explicitly which entails a large computational
complexity. The number of error bits is then counted and
considered in the P,, calculation.

The hamming distance D of the generator polynomial is
determined according to the derivations in [1]. D is the
number of bits which differ between two codewords. The
larger D is, the better is the capability of the code to detect
errors.

Accordingly, for the codeword length N, the hamming
distance D and the bit error probability p the upper limit of
P, can be calculated as

NN\ . .
P"eupper = ZD (l)pl(l 7P)N_l (2)

The lower bound of P, is derived in [2] and can be
computed as

N\ . .
P (.).p‘.u—pw—’ 3

l

(-

Telower
]

where r is the degree of the generator polynomial.
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IV. EXAMPLES OF AUTOMOTIVE NETWORK
TECHNOLOGIES AND THEIR ERROR DETECTION
MECHANISMS

Different automotive network technologies support differ-
ent error detection techniques depending on their function-
alities. In the following, some of the current automotive
network systems are briefly presented and their coding
mechanisms are introduced.

A. CAN

CAN (Controller Area Network) is according to [6] a
multicast shared serial bus standard, developed in the 1980s
by Robert Bosch GmbH, for connecting Electronic Control
Units (ECUs) originally for automotive purposes (as a ve-
hicle bus) in electromagnetically noisy environments. Each
CAN message can transmit up to 8 bytes payload data.
Longer messages are segmented accordingly. Currently, CAN
is used in many parts of the car network system, mainly
to transmit control data packets. The CAN bus applies a
CRC-15 with a hamming distance of D = 6 for 8 byte
information data packets to protect the payload data [3]. The
CRC generator polynomial G(x) is

Gx) =xP x4+ x0T+ 3 41 4)
B. MOST

MOST (Media Oriented Systems Transport) is a network
standard developed for interconnecting multimedia compo-
nents in vehicles [7]. Based on the optical fiber bearer, it
provides a networking system at bit rates up to 24 Mbit/s.
MOST is mainly applied in ring topology. However, a star
topology can also be realized.

The MOST standard specifies three different communication
channels. Connection setups and terminations take place over
the control channel while data flows over synchronous and
asynchronous channels. The payload data is transmitted in
packets of 64 bytes where 60 bytes are assigned to the
synchronous and asynchronous channels, 2 bytes to the
control channel and the rest are header and frame control
data.

In order to detect transmission errors, MOST applies a CRC-
16, i.e., a generator polynomial of degree 16. However, no
information has been provided by the manufacturer about
this polynomial so far.

C. FlexRay

FlexRay is a deterministic and fault-tolerant bus standard
which also supports high data rates for advanced automotive
control applications [8]. It supports payload data lengths
from 8 bytes up to 254 bytes. There are two CRC generator
polynomials supported by FlexRay. A CRC-11 with a
hamming distance of D = 6 to protect the header data and
a CRC-24 with a hamming distance of D =4 to protect the
header and the payload data. These generator polynomials
are given as follows:

G(X) header = M0+ 3+ + 2+ 1 (5)
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G5 neaders pastoad = X2 + 32 +x22 119 318 4 116 4 114
LBl 108 T 63
(6)

D. LIN

LIN (Local Interconnect Network) was developed as a low
cost and low complexity automotive network. It is a serial
bus similar to CAN and is applied where the transmission
capacity and versatility of CAN are not required [9]. The
packet lengths of LIN reach 8 bytes. LIN supports an 8-bit
arithmetic checksum with carry which performs similar to a
CRC with a hamming distance of D = 2.

V. ETHERNET, THE MOST COMMON TECHNOLOGY IN
LOCAL AREA NETWORKS

Ethernet (IEEE 802.3) is a well known technology in
home and office networks. It was developed around 1980
by Robert Metcalfe and since then constantly extended. As
an OSI-Layer 2 protocol, Ethernet specifies the data frame
format (see Fig.1) and the physical transmission technology.
It provides transmission capacities of up to 10Gbit/s and
can use coaxial, copper or fiber optic cables as transmission
medium. In the star topology, all nodes are connected with
one central device, the star-coupler. There are two possible
configurations:

« In a switched star, the node has non-constraining access
to the communication medium and the data frames are
queued in the star-coupler to avoid collisions.

o In an repeating star, all communication links build
together a shared medium.

The access to this medium is mostly based on Carrier Sense
Multiple Access with Collision Detection (CSMA/CD).
Ethernet heavily gained impact in automatization appli-
cations. Many new plants use Ethernet as an alternative
to specially developed field buses. Accordingly, several
commercial automatization solutions such as Profinet [11],
Powerlink [12] and EtherCAT [13] have been introduced.
They all use standard or slightly modified Ethernet hardware
and standard Ethernet wiring. Thus, complexity reduction in
fabric networks and cost advantage are achieved.

In other transportation sectors, where cost per unit has
not that much impact, Ethernet partly replaces traditional
network technologies. The new Airbus A380 and his suc-
cessors use a special adapted Ethernet network after the
avionic ARINC 664 Standard called AFDX [14]. Mainly, the
rising communication needs due to highly meshed functional
ranges and the increasing number of multimedia applications
led to this development.

Since this change of paradigm can also be interesting for au-
tomotive development, it is important to analyze the adoption
of Ethernet in the automotive field.

A. Error detection capability of Ethernet

The standardized CRC-32 generator polynomial of the
IEEE 802.3 has been analyzed for its effectiveness by several
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methods in the literature [1], [S]. Many other polynomials
of degree 32 have been proposed that perform better at
error detection because of their larger hamming distances.
However, due to the Ethernet’s previous application field of
transferring mostly delay insensitive data packets, reliable
transmission has not been required and the IEEE 802.3 CRC
has been adapted accordingly. The Ethernet polynomial has
a hamming distance greater than or equal to 8 up to a data
word length of 91 bits, D =7 to 171 bits, D =6 to 268
bits, D =5 to 2974 bits, D = 4 to 91607 bits and D = 3
to at least 128 Kbits [1]. The polynomial is shown in the
following:

Glx) = X2 26 4423 4 22 4 164 412 4 il
21028 X7 + 0 a2+ 1

IEEE 802.3 specifies the first two ISO/OSI layers and the
above mentioned CRC-32 to protect the physical layer data.
In the case the Internet Protocol (IP) is added to the Ethernet
packet on the third layer, the IP-header is additionally
secured by the IP-checksum. Transport protocols such as the
Transport Control Protocol (TCP) and the User Datagram
Protocol (UDP) in the fourth OSI layer also contain a 16-
bit arithmetic checksum to protect their header but also the
payload data. The format of such an Ethernet packet is shown
in Fig.1. Accordingly, in an Ethernet packet with transport
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Fig. 1. Ethernet packet format with IP and UDP transport protocol
protocols the payload data is protected by a CRC-32 and a
16-bit arithmetic checksum against transmission errors.

VI. ANALYSIS OF RESIDUAL ERROR PROBABILITIES OF
ETHERNET AND AUTOMOTIVE NETWORK TECHNOLOGIES

By applying the method of direct code analysis (DCA)
(See Eq.2 and Eq.3) mentioned in Section /11, we calculate
upper and lower bounds of the residual error probability (P.)
for the above mentioned automotive network technologies
and Ethernet. Because of the lack of information about the
MOST generator polynomial CRC-16, no P, analysis has
been performed for it. Since we analyze the error detection
performance for protecting the payload data, we only
consider the CRC-24 of FlexRay for the P, calculation. It is
also important to mention that for Ethernet packets only the
corresponding CRC-32 has been considered and the effects
of the IP and the transport protocols arithmetic checksums
have not been taken into account.

According to the Ethernet standard, the shortest allowed
payload data length for tagged Ethernet packets is 42 bytes
whereas CAN and FlexRay are able to transport 8 byte long
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payload data. LIN can handle 8 byte packets where one
byte is reserved for the arithmetic checksum.
The results of our calculation are shown in Fig.2. The

residual probability Pr

14 -12 -10 -8

10 10 10 10 107° 10" 10 10
0<p<05

Fig. 2. Analysis of residual error probabilities of Ethernet and automotive
network technologies for short data packets depending on the bit error
probability p: The P,, of CAN is computed for a payload field of 8 bytes
(Dotted curve: upper bound, thick dashed dotted curve: lower bound), the
P, of FlexRay is calculated for header and payload fields of 5 and 8 bytes
(Thick solid curve: upper bound, thick dashed curve: lower bound), the Py,
of Ethernet is computed for header and payload fields of 14 and 42 bytes
(Thin solid curve: upper bound, thin dashed curve: lower bound), the P, of
LIN is calculated for a payload field of 7 bytes (Thin dashed dotted curve:
upper bound).

residual error probability is calculated for the related data
fields described in Fig.2. The P, of the LIN bus is computed
as for a CRC with a hamming distance of 2 which represents
the P, upper bound of the LIN bus in Fig.2.

According to Table I, the largest bit error probability of
twisted pair cables in a noiseless environment is 10(=7).
The related P. derived from Fig2 is 10024, A P,
value of 10-2%) means the appearance of one residual
bit error among 10°* transmitted bits. Accordingly, for a
transmission rate of 100 Mbit/s, one bit error within about
3.10% years remains undetected which shows the unlikeliness
of residual bit errors when transmitting short data packets
over the Ethernet. However, in electromagnetically noisy
environments the bit error rates from Table I are not valid
anymore and the probability of residual bit errors increases
significantly. Therefore, we continue our discussion about
improving the error detection performance of Ethernet in
the following.

Fig.3 shows the performance of the Ethernet CRC for short
data packets with 42 byte payload data and for longer
data packets with 254 byte payload data. Because of the
consistent hamming distance of 5 for the large data range
268 bits to 2974 bits, the residual error probability does not
increase much for longer data packets. This result confirms
our discussion in Section V about the adaptation of the
Ethernet polynomial for longer data packets.

According to Fig.2, the error detection capability of Ethernet
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Fig. 3. Analysis of the residual error probability of Ethernet depending
on the bit error probability p for short data packets with a payload field
length of 42 bytes (Thin solid curve: upper bound, thin dashed curve: lower
bound) and longer data packets with 254 bytes payload data (Thick solid
curve: upper bound, thick dashed curve: lower bound.

seems not to be as good as for the FlexRay and CAN
standards. In the next section, we introduce possibilities to
overcome this issue with only a few small modifications in
the Ethernet protocol.

VII. MECHANISMS TO INCREASE THE ERROR DETECTION
CAPABILITY OF ETHERNET

There are several possibilities to improve the performance
of the Ethernet CRC in order to achieve lower residual error
probabilities, especially for applications in electromagneti-
cally noisy environments. One solution to achieve higher
error detection capabilities without changing the Ethernet
frame format is the addition of a second coding mechanism
to the Ethernet payload.

PROFlIsafe [15] from SIEMENS Automation and Drive
found a solution for integrating IEC 61508 Safety Integrity
Level 3 (SIL 3) [16] or EN954-1 Cat.4 [17], the highest
security demand in manufacturing automation. PROFIsafe
uses a so called “Black Channel” technique, which means
that an additional security mechanism is embedded in the
data field of the Ethernet protocol. Thus, it is possible
to send standard and fault tolerant Ethernet packets. An
up to 4 Byte, i.e. a 32-Cyclic Redundancy Code assures
the safety of up to 122 Bytes of data. In addition to the
CRC, further efforts can be attempted to meet higher safety
levels. A short overview is shown in Table II where the
Sequence Number is a sender based counter for each set
of data. The 1 Byte long integer value is increased with
every transmission to detect packet losses due to transmission
errors. The Acknowledgment principle is known from the
TCP protocol. The acknowledgment is a special packet that
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Failure Sequence Number CRC
Replay X
Lost X
Insertion X X
Permutation X

Tampering X
Delay X

TABLE 11
PROFISAFE FAULT DETECTION

Acknowledgment

confirms the correct reception of one or more data frames.
Since the standard Ethernet protocol does not contain the
information fields mentioned above, an additional protocol
such as PROFIsafe can be very useful to increase the safety
level for short data frames.

Another method for protecting the data transmission is the
application of layer 4 protocols with additional CRC. An
outstanding example is the Reliable UDP (RUDP) [18]
that uses IP and combines the advantages of TCP and
UDP. Like PROFIsafe, the header of RUDP consists of a
sequence number, an acknowledgment and a 16-CRC in
order to achieve higher error detection capabilities. Despite
all these higher layer securing mechanisms, the following
issues should always be considered:

o A standard Ethernet Network Interface or a switch
discard packets with an incorrect Ethernet-CRC without
even recognizing the possibility to correct those errors
by the additional higher layer CRC.

« Unlike the Ethernet CRC that is computed in hardware,
the higher layer CRC is typically calculated in software
and requires comparatively more processing time and
power.

VIII. CONCLUSIONS AND FUTURE WORK

A. Conclusions

This paper presents a theoretical and mathematical com-
parison between error detection capabilities of different Au-
tomotive Network Technologies and Ethernet by comparing
their residual error probabilities. We showed that at first
view Ethernet performs comparatively inferior at protecting
short data packets while it performs quite well at protecting
longer packets. For short real-time messages used in motion
control or safety critical applications like x-by-wire, addi-
tional effort has to be made in order to secure the data
against transmission errors. Several commercial, safe and
real-time Ethernet approaches have been presented in this
work. Among them, PROFIsafe seems to perform the best
by applying an additional coding mechanism in the Ethernet
frame, a sequence number and acknowledgments.
Accordingly, we can conclude that in addition to big ad-
vantages that Ethernet provides such as low cost and high
transmission capacities, it also provides at least the same data
protection level such as other automotive network systems
with only minor modifications.
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B. Future work

In TCP/IP or UDP/IP Ethernet networks, the payload
data is additionally protected by arithmetic checksums in
TCP and UDP packets. The effect of this additional coding
on the residual error probability of Ethernet is currently
being analyzed and is one of our future works. Furthermore,
we analyze other safety mechanisms to improve the error
detection capability of Ethernet more than it has been
achieved until today.
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