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Strategies for Pseudonym Changes in Vehicular Ad Hoc Networks
depending on Node Mobility

Stephan Eichler

Abstract— Security and especially privacy is an impor-
tant requirement for the success of vehicular ad hoc net-
works (VANETS) in the future. To introduce and realize privacy
a common method is to use pseudonyms to improve the
unlinkability of nodes, events, and locations. Each node will
own a multitude of pseudonyms and has to change them once
in a while. The mobility of nodes has an important impact
on the use and the change mechanism of pseudonyms in
VANETSs. This influence is analyzed by means of simulation
and mathematical analysis. To have a simple yet solid mobility
model the Manhatten Grid Mobility model was designed to
model vehicle mobility. Using this model the two important
parameters node re-interaction, how often and in what time
intervals do nodes re-interact, and node quiet-time, how long
should a node stay quiet before changing its pseudonym, are
examined using simulation. In addition, an analytical method
for determining the upper bound of the node quiet-time is
presented. These results can mainly help to set parameters for
pseudonym change protocols and estimate the impact of using
these concepts in VANETSs.

Index Terms— Vehicular ad hoc networks, mobility models,
privacy, pseudonyms, security

I. INTRODUCTION

The use of ad hoc network technology to connect vehicles
will be a key technology to realize new services in the
vehicles of the future. The goal of the networked vehicle is to
increase the safety as well as the comfort of the passengers.
Hence, besides services like collision warning, intersection
assistance, and hazard warning also infotainment services
and multimedia in the vehicle will play an important role.
The wireless technology mainly studied in this context is the
so-called Dedicated Short-Range Communication (DSRC)
which is similar to the IEEE 802.11 wireless LAN. The
DSRC for vehicular ad hoc networks (VANETS) is standard-
ized as IEEE 802.11p by the IEEE 1609 working group [1].

A very crucial aspect of future VANETS and their services
is security and especially privacy. The introduction of wire-
less technology into vehicles increases the identifiability of
the vehicle itself but, depending on the implementation of the
services, maybe even of the driver of the vehicle. Being able
to identify vehicles fast and automatically without human
interaction could be used to trace vehicles and record their
trajectories. However, this strong infringement of peoples
privacy is not desired and has to be prevented by means
of security and privacy included in the VANET technology.
The terminology concerning privacy we use in the following
is based on the definitions proposed in [2].
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Privacy in the context of VANETS has been investigated
in several previous publications already. A common and very
feasible idea to realize privacy is the use of several identities,
so-called pseudonyms. These pseudonyms can not be linked
to each other, therefore, they provide a certain degree of
privacy as long as they are changed once in a while. The
change of a pseudonym can lead to problems, especially if
an ongoing communication relies on the identity information.
Hence, these type of protocols have to take a possible identity
change into account. A very basic question concerning the
change of a pseudonym is still unanswered: independent of
any protocol used, what is a good point in time to change a
pseudonym? In this paper we’ll discuss this general issue of
pseudonym changes in VANETSs and will additionally focus
on the influence of the node mobility on the pseudonym
changes. We show that node mobility has an influence on
privacy and pseudonym changes and will give an insight to
what extend this is the case. The generated simulation results
can be used to define strategies for the change of pseudonyms
in VANETs.

The rest of the paper is structured as follows. In Sec. II
the related work for the topic will be presented. A brief
introduction to privacy and pseudonym aspects in VANETS
is laying the starting point in Sec. III. A motivation for the
analysis of node mobility in the context of privacy is given in
Sec. ITI-A. In addition a new mobility model for the vehicle
scenario is presented in Sec. III-B, which is used in the
following simulations presented in Sec. IV and the analysis
in Sec. V. The paper closes with a conclusion in Sec. VL.

II. RELATED WORK

One of the first publications concerning security and
privacy issues in VANETSs was published by Zarki et al. [3],
presenting a secure networking infrastructure for vehicles. In
the same year Duri et al. presented in [4] a framework for
security in vehicle telematics. They see the success of vehicle
telematics directly connected with the use of security and
privacy mechanisms. In their architecture they use policies
to protect the users privacy. In [5] the mix zone concept is
introduced, which helps to provide location privacy. Further
the authors introduce a method to assess user privacy using
information theory. In [6] security and privacy needs for
sensor networks are presented. In their discussion on privacy
aspects the authors point out a very crucial aspect also
true for VANETSs: Due to the wireless communication the
privacy breaches are aggravated. Information becomes more
easily available to observers which can remain anonymous.
In addition, physical presence is no longer necessary since
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a small device can perform the eavesdropping task. In [7]
Hubaux et al. point out the specific security and privacy
challenges raised by introducing intelligent vehicles and
VANETs. They point out that the electronic identifiability of
vehicles creates an urgent need for security and especially
privacy mechanisms to protect drivers from being tracked
easily and automatically. The authors also propose the use
of pseudonyms which change over time to ensure privacy.
Further, they propose an entropy-based measurement for the
degree of anonymity. The authors of [8] present a scheme
to provide location privacy called CARAVAN. The authors
discuss the general constraints posed on privacy by the very
specific mobility patterns of vehicles. However, the analysis
of the influence on privacy caused by the mobility of the
nodes alone is yet missing. Raya et al. presented an overview
on security requirements for VANETSs in [9]. The authors
propose the use of anonymous keys to ensure privacy in
the network. These keys are only valid for a short period
of time and may only be used once. Further, they present
a key changing mechanism depending i.a. on the vehicles
speed to ensure the anonymity. In [10] an approach to realize
privacy in VANETS is proposed. The approach also uses
pseudonyms in addition to a trusted-third party approach to
realize anonymity. In a very recent publication the impact
of pseudonym changes on geographic ad hoc routing has
been examined [11]. The authors analyzed the impact of
different pseudonym change intervals on the quality of the
route discovery process.

Pseudonyms are used in most of the known approaches to
protect privacy. Their use and influence on the scenario as
well as on protocols has been looked at in many publications.
However, to the best of our knowledge no strategies for
the change of pseudonyms, regarding the influence of node
mobility, exist so far.

III. PRIVACY AND PSEUDONYM CHANGES IN VANETS

The most important privacy mechanisms in VANETSs are
anonymity and unlinkability (refer to [2] for terminology).
The use of pseudonyms is one possibility to achieve these
mechanisms while sustaining other security mechanisms like
authentication. The nodes have to hold several pseudonyms
to be able to substitute to a previously unused pseudonym.
Several parameters have to be considered when analyzing
and developing mechanisms for pseudonym use in VANETS.
Some examples are the number of pseudonyms, the validity
period of a pseudonym, and the influence of pseudonym
use on network protocols. A very crucial parameter is the
change rate for pseudonyms, how often does a node have
to change a pseudonym to achieve a sufficient degree of
privacy. This change rate is influenced by several aspects,
e.g. the communication activity or the node mobility.

The main impact of mobility concerning privacy is that
nodes can interact more than once. Depending on speed,
region size, and node lifetime the node re-interaction fre-
quency can vary. Any re-interaction should happen preferably
using a different pseudonym than before, concealing the
re-interaction. However, as the number of re-interactions
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increases with time and the number of pseudonyms may be
limited, a linkable node re-interaction becomes more likely.
In case each node has an unlimited number of pseudonyms
available the simplest and most effective strategy is to change
pseudonyms after each encounter. But if the number of
pseudonyms is limited, their use has to be optimized to
achieve the highest degree of privacy possible.

Besides the mobility parameters, the rate of communica-
tion activities has to be considered for pseudonym changes.
Concerning communication especially the unencrypted mes-
sages have to be taken into account, since they most
likely leak context information. This is a crucial aspect,
since context information helps an eavesdropper to create
linkability between events, hence, aggravating the node’s
privacy. This observation leads to an important requirement:
during any open, most likely context leaking communication
cycle no pseudonym change shall occur. In fact, to increase
the probability for unlinkability between pseudonyms of
the same node a quiet-time shall be introduced. After a
communication process has been finished the node waits for
the quiet-time t, until the next communication process is
started, then using a different pseudonym. During the quiet-
time the communication neighborhood changes due to the
node mobility, hence, eavesdropping nodes have a lower
probability of linking different pseudonyms to the same
node. The maximum reasonable quiet-time is defined by the
duration of a full neighborhood change. In this case non of
the new nodes has the chance of linking the old and the new
pseudonym of the sending node, since the old pseudonym is
not know to any of the new neighboring nodes. This case
has been simulated and analyzed in our work (see Sec. IV).

A. Motivation for node mobility analysis

Especially the node mobility is an important parameter
for the configuration of pseudonym changes. In a mere static
scenario a node has a group of V,, neighbors. Any sent mes-
sage can be mapped to a specific node with the likelyhood
of NL The same is true for the linkability of pseudonyms
to a certain node, as long as all nodes in the neighborhood
change their pseudonyms simultaneously. However, as soon
as mobility has to be considered, traceability becomes much
harder. In this case a newly detected pseudonym could
derive from either a pseudonym change of an already known
node or a new node entering the neighborhood. This simple
example gives a good impression on the influence of mobility
on the privacy of nodes. In the static scenario privacy comes
down to simple math, which is definitely not the case for
the mobile scenario. Thus, mobility will have an influence
on privacy and pseudonym changes in VANETs.

B. Manhatten grid mobility model

Node mobility can have various characteristics, thus, many
different mobility models exist in the research communi-
ty [12], [13]. Most models have very few restrictions on
the node movement, which does not correspond well to the
movement of vehicles. Hence, we designed a simple road-
like mobility model, which is presented in the following.
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Fig. 1. The Manhatten Grid mobility model

A more specific mobility model than the mere random
models, e.g. Random Waypoint, Random Direction, is the
so-called Manhatten Grid Mobility model, which has been
used for the simulations presented in Sec. IV. As the name
suggests the mobility of the nodes is taking place on a grid,
somewhat close to real road movement of vehicles in a city
like New York. In Fig. 1 the road setup of the scenario is
depicted.

Nodes are placed randomly on the road grid at the begin-
ning of the simulation. The model uses three steps to place
a node. First, a road segment is chosen, while all of the
24 segments have an equal probability to be picked. In the
second step the node is placed on the segment. Again, all
positions on the segment are equally probable. In the final
step the movement direction is chosen.

During the simulation of node mobility two different
events can occur which influence the movement pattern of
the node. The node can reach an intersection or it can come
to a crossover point. At an intersection the node position
is corrected to the exact intersection coordinates. This is
necessary since the movement intervals do not necessarily
add up to the correct coordinates exactly. In a second step
a new movement direction is chosen. All four directions are
possible, hence, the node could even return to the previous
segment. At a crossover the model selects one of the twelve
crossover points as new entry point for the node.

The Manhatten Grid Mobility model provides a good
while simple approximation of vehicle movement in large
cities. Due to its low complexity compared to very realistic
models using digital maps and driver models [14] it is
possible to simulate large scenarios (several hundred nodes)
in a very short time (up to three times faster than realtime).
Hence, the model was used for our simulations.

IV. MOBILITY INFLUENCE ON NODE RE-INTERACTION
AND QUIET-TIME

In Sec. III the terms node re-interaction and quiet-time
have been introduced briefly and their relevance to the
pseudonym challenge has been shown. In this section we’ll
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present simulation results for the node re-interaction and
the required quiet-time. First, the simulation settings will be
presented.

A. Simulation environment and settings

To simulate the different scenarios the simulation system
OMNeT++ [15] (http://www.omnetpp.org/, Version
3.2) in combination with the INET-Framework (Version
20060912a) has been used. The Manhatten Grid Mobility
model with a grid size R; = 500 m and an overall simulation
size of 2000 m x 2000 m was the basis for all simulations.
The position update interval of the mobility model was set
to 0.1 s. Since only the potential neighbor nodes were exam-
ined, no propagation model was used, however, a radio-range
R, of 100 m has been assumed. Both the node speed (6 m/s
up to 24 m/s) and the node density (= 1 up to = 10
neighbors) has been varied in the different simulation runs.
All results in the plots show the 95% confidence intervals to
document the dependability of the results.

B. Node re-interaction against pseudonym change interval

The first results of the simulations are on node re-
interaction. Concerning these results one weakness of the
simulative approach has to be kept in mind. In reality node
movement would not be limited to a defined and very
limited area. However, since we’re primarily interested in
the local and short term effects of mobility the influence
of the fixed dimensions is acceptable. One advantage of the
limited simulation area is that the results can be interpreted as
a worst case scenario, therefore, in reality the number of re-
interactions would be similar but most likely much smaller.

For the results on re-interaction a simulation duration of
1 h has been used. The 100 nodes had a speed of 12 m/s
and where equipped with 10 pseudonyms if not stated
otherwise. The simulation model checked the communication
neighborhood of each node after every position update of the
mobility model. Every newly detected node was logged with
the respective pseudonym used at that moment. Using this
logdata the number of node re-interactions has been analyzed
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at the end of each simulation run. The reference runs used
a scenario where each node had only one identity, thus, no
pseudonyms where used. In all the other runs 10 pseudonyms
where used and randomly changed in a certain interval.

In Fig. 2 the results for the reference model as well as
for the pseudonym change intervals (¢,.) of 10s, 100 s, and
500 s are presented. The result for the reference scenario is
the flat curve with its maximum at around three, representing
the worst case for the given settings. In this scenario many
node re-interactions occur, since every interaction after the
first encounter can be linked due to the missing pseudonyms.
The other plots (simulations using pseudonyms) have their
maximum at 0, representing no or one interaction, but no
re-interaction. Depending on ¢, the case of one-time re-
encounters occurs between 15% and just above 30% of all
cases. Node re-interactions of four and above have a very
low percentage.

First of all these results prove, introducing pseudonyms
reduces the number of detectable re-encounters quite signif-
icantly as could be expected. But which change interval %,
is the best? To answer this question, several values for ¢,
have been simulated (Fig. 2 and Fig. 3). The results show
an interesting and for future implementation helpful result.
Not the fast pseudonym change is the best, the 10 s change
interval actually performs rather poorly. The reason for this
is the average node interaction time (t;). The length of ¢; is
depending on the mobility model and the node speed, in our
setting it amounts to ¢; = 13 s. The change interval should be
bigger than ¢;, hence, the 10 s can not be the best parameter
value. A second scenario specific parameter which is helpful
to identify the best value for ¢, is the average time duration
elapsing between a re-interaction (¢,,). For the given scenario
t,, amounts on average to 583 s with a 95% confidence of
10 s. Therefore, ¢, should be just smaller than ¢,, to achieve
an optimal result for the pseudonym change. Looking at the
results plotted in Fig. 2 this claim seems to hold, the plot for
tpe = 500 s is decreasing faster. However, including larger
values for ¢, into the analysis seems to counter the claim. In
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Fig. 4. Redrawing Fig. 2 and Fig. 3 using a cumulative PDF

Fig. 3 the plots for values of ¢, larger than ¢,, are presented.
They decline even faster.

But the decline of the plots is somewhat misleading.
Larger values for t,. definitely lead to higher probabilities
for the low re-interaction values. However, they also cause a
higher probability for the re-interaction values of three and
above. This can not be seen in Fig. 3 since the difference
is very small. Re-plotting the same results to a cumulative
probability density function (PDF) results to Fig. 4, where
the effect is more visible. The larger t,. gets, the higher
is the starting value of the plot. But the inclination of the
plot decreases at the same time. In Fig. 4 can be seen that
tpe = 100 s has the biggest incline, even slightly better than
tpe = 500 s which would be closer to t,,. We assume that
the selected scenario was yet too small to show the desired
effect better. Even though ¢,, = 583 s, still many samples of
t,, are smaller than this average, since the uncertainty of the
random processes in a small scenario is rather big. That’s
why ¢,. = 100 s leads to a slightly better performance.

C. Required node quiet-time before a pseudonym change

In the second group of simulations we looked at the quiet-
time (Z4). In these simulations ¢, is defined as follows: The
nodes of the simulation make a snapshot of their neighbor-
hood at a random point in time. Then the simulator measures
the time ¢, until all neighboring nodes of the snapshot have
left the radio-range of the respective node.

The simulation results shown in Fig. 5 have been measured
using a static node (N,) analyzing its neighborhood. The
node N, was located at an intersection in the simulation
scenario while the other nodes where moving at one of
the plotted node speeds. It can be seen that depending on
node speed and density the quiet-time changes. In this rather
simple scenario with N, measuring t,, an upper bound can
be calculated. Since R, < R,, the maximum length any
node has to move in the range of Ny is 2R,. Therefore,
regarding the node speed (s,), the upper bound for ¢, can
be calculated: ¢, ypper = 2%. In Fig. 5 the upper bound for
the given scenario is presented with the round, solid points.
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In Fig. 6 the results for an all mobile scenario are given.
In this case no upper bound can be calculated, since two
nodes could move along the same path throughout the whole
simulation time. It can be seen that in an all mobile scenario
t, is much longer, especially for simulation scenarios with
many nodes moving at a rather low speed. But for common
vehicle speeds in urban areas ¢, is much shorter than one
minute and can be as low as 10 s.

Overall, the results given in Fig. 5 and Fig. 6 can be used
to identify parameters for a pseudonym change algorithm
used in VANETs. To increase the effects of pseudonyms, a
minimum value of ¢, should be set.

V. ANALYSIS OF PARAMETERS AND CHARACTERISTICS

In this section we’ll present a method to calculate ¢, for
the static node scenario analytically. First, the parameters and
the setup for the analysis will be described. In the second
step the equations of the analysis will be given.

The setup for the calculation is shown in Fig. 7. The
calculation is mainly based on the node density, the radio-
range (RR,), and the node speed (s,). The node density
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can be transferred to an average number of neighbors (IV,,)
that are within radio-range. The length of the radio-range is
segmented into equally long distance increments Ax; (see
Fig. 7). The index parameter i equals the number of in-
crements taken into account at the respective calculation
step. The main principle of the calculation is the use of the
binomial coefficient (Eqn. 1) and its variants.

(5)= oo »

The analytical way of determining t, uses the statistical
characteristics of the mobility model, to determine an upper
bound for a given number of neighbors. Due to the symmetry
of the mobility model, the intersection with four directions
can be reduced to one direction only. Since the nodes are
distributed equally over the simulation area all increments
Ax; have the same probability containing a node at any ran-
dom point in time. The upper bound of ¢, is only influenced
by the node having the longest remaining distance within the
radio-range. For example having only one node within radio-
range being located within increment Ax; allows for two
possibilities: Either the node has to travel the ¢ increments
towards the intersection plus the distance R, to leave the
radio-range or it only has to travel the remaining distance
R, —i-Ax to the edge of the radio-range. Only the first
case is relevant for the calculation, since it is setting the
longer time. The number of possible combinations to place
N,, nodes within the ¢ distance increments closest to the
intersection is defined by Eqn. 2. The maximum number of
possible combinations including all distance increments is an
important parameter to be able to determine the combination
probabilities. They can be calculated using Eqn. 2 and setting
i = Nag.

Nn+i—1> @)

Oy (N, i) = ( N

The probability to have at least one node placed within the
i-th distance increment and all other nodes in an increment
closer to the intersection is defined by Eqn. 3. The sum of
all probabilities p; has to fulfill Eqn. 4. Finally, the upper
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bound of the quiet-time for a static node is given by Eqn. 5.

C; —Ci_
pi= G (3)
NA:n
1= p (4)
i=1
NaAz .
R, i-Ax
tq,maa: (Nn; NA:E) = ? + sz ' s (5)
n i—1 n

Using Eqn. 5 to calculate the upper bound of the quiet-time
ty for a given number of neighbors generates the results
shown in Fig. 8. To be able to compare simulation and
analysis the simulation result for the scenario with 100 nodes
is plotted again. A node density of 100 nodes is just above
the neighbor density of one average neighbor. Therefore, the
analysis using Eqn. 5 gives a good upper bound for the quiet-
time .

VI. CONCLUSION

In a final step the simulation results shall be used to define
strategies for the change of pseudonyms in VANETSs. The
two parameters node re-interaction and quiet-time, which are
mainly influenced by the characteristics of the node mobil-
ity, have to be considered to optimize the privacy effects
achieved by pseudonyms. The better the pseudonym change
interval is adapted to the node re-interaction interval, defined
by the mobility, the higher is the degree of unlinkability
between different pseudonyms of a node. To optimize the
results presented in Fig. 2 and Fig. 3 other scenarios (e.g.
different size or including a driver behavior model) have
to be considered. Especially a bigger difference between ¢;
and t,, would lead to better results proving the claim that
tpe < ty,. However, our results already define the limiting
factors mainly influencing the value of ,..

The second important parameter, the quiet-time, can be
set using the results presented in Fig. 5 and Fig. 6 or using
the analytical way presented in Eqn. 5. The results could
either be used to define a fixed value for ¢4, resulting in a
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compromise for all possible scenarios. However, this would
lead to a quiet-time that is not satisfying the scenario in most
cases. Either the time is too short or too long. Moreover
the results can be used within an algorithm used to change
the pseudonyms of a node. In this case the algorithm can
determine or estimate the parameters speed and node density
and set ¢, accordingly. This would achieve the highest level
of unlinkability in any scenario.

The influence of mobility on node privacy, especially
when using pseudonyms can not be neglected and has to be
considered in respective algorithms. Two crucial parameters,
node re-interaction and quiet-time, have been identified and
quantified in the course of several simulations. Our results
are a solid basis to incorporate node mobility effects in
pseudonym change strategies. In a next step our findings
will be included into a pseudonym management strategy to
test the degree of influence in different VANET-scenarios.
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