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Abstract
Active voice authentication (AVA) is a new mode of talker

authentication, in which the authentication is performed contin-
uously on very short segments of the voice signal, which may
have instantaneously undergone change of talker. AVA is nec-
essary in providing real-time monitoring of a device authorized
for a particular user. The authentication test thus cannot rely
on a long history of the voice data nor any past decisions. Most
conventional voice authentication techniques that operate on the
assumption that the entire test utterance is from only one talker
with a claimed identity (including i-vector) fail to meet this
stringent requirement. This paper presents a different signal
modeling technique, within a conditional vector-quantization
framework and with matching short-time statistics that take into
account the co-located speech codes to meet the new challenge.
As one variation, the temporally co-located VQ (TC-VQ) as-
sociates each codeword with a set of Gaussian mixture models
to account for the co-located distributions and a temporally co-
located hidden Markov model (TC-HMM) is built upon the TC-
VQ. The proposed technique achieves an window-based equal
error rate in the range of 3-5% and a relative gain of 4-25% over
a baseline system using traditional HMMs on the AVA database.
Index Terms: vector quantization, co-located frames, hidden
Markov model, active voice authentication

1. Introduction
An active voice authentication (AVA) system is intended to ac-
tively and continuously validate the identity of a person by tak-
ing advantage of his/her unique voice characteristics without
prompting the user for credentials. AVA is significantly differ-
ent from the conventional speaker verification in that its goal is
to make a decision on the speaker identity at each time instant
rather than to make a final decision after the entire test utterance
is obtained because the test utterance may instantaneously un-
dergo change of speaker in the scenario of AVA. To satisfy both
the real-time requirement and statistical reliability, AVA slides
a “test window” with about one second of speech data over the
test utterance at the rate of 100 per second and provides a deci-
sion for each window about the speaker identity as in Fig. 1.

For AVA, we use window-based equal error rate (WEER) as
the performance metric. A window-based miss detection error
(WMDE) occurs if an “true speaker” decision is made while the
impostor is speaking within that window. A window-based false
alarm error (WFAE) occurs if a “impostor” decision is made
while the “true speaker” is actually speaking within that win-
dow. With all the decisions made for the windows sliding over

The authors would like to thank Chao Weng and M Umair Bin Altaf
at Georgia Institute of Technology for their help on AVA system.

Figure 1: An illustration of the successive tests performed with
data windows on a short-time spectrogram.

all the test speech signal, the window-based miss detection rate
(WMDR) and the window-base false alarm rate (WFAR) can be
computed. The WEER is reached when the WMDR and WFAR
are equal.

A large number of statistical modeling techniques have
been proposed to characterize a speaker’s voice. In 1980s, a
vector quantization (VQ) codebook was used to characterize the
short-time spectral features of a speaker and recognize the iden-
tity of an unknown speaker from his/her speech based on a min-
imum distance classification rule [1]. During the 1990s, contin-
uous ergodic hidden Markov models (HMM) were used for text-
independent speaker verification [2]. In the 2000s, the speaker-
specific voice characteristics were modeled statistically by
the maximum a-posterior (MAP) adapted speaker-independent
Gaussian mixture models (GMMs) [3, 4, 5]. Based on this, the
application of support vector machines (SVM) in a GMM su-
pervector space [6, 7, 8] modeled the speaker voice by perform-
ing a nonlinear mapping from the input space to an SVM kernel
space. Recently, factor analysis methods such as joint factor
analysis (JFA) [9, 10, 11, 12] and i-vectors [13, 14, 15, 16] have
achieved state-of-the-art performance in NIST speaker recog-
nition evaluations (SRE). These approaches model the speaker
and channel variability by projecting speaker-dependent GMM
mean supervectors onto a space of reduced dimensionality.

Although these traditional methods are able to capture long-
term characteristics of a speaker’s voice, they fail to robustly
model the short-time statistics. In Section 3, we show that the
AVA system based on i-vector achieves a perfect authentica-
tion performance when the duration of the test window is long
enough (above 2.01 s). But the performance degrades rapidly
as the test window duration decreases. In general, many other
i-vector based systems exhibit sharp performance degradation
[17, 18], when they are tested with short duration (below 5s)
utterances. This is understandable as the covariance matrix of
the i-vector is inversely proportional to the number of speech
frames per speaker utterance and the variance of the i-vector es-
timate grows directly as the number of frames in the utterance
decreases [19].
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The test statistic in AVA consists of p(X|Λtarget) and
p(X|Λanti) where X is the speech data (or its spectral repre-
sentations) in a test window and Λtarget , Λtarget are the pair of
target and anti-target statistical models that correspond to X .
This is remarkably different from the conventional test statis-
tic based on X of unspecified duration. Therefore, the dura-
tion of the training speech segments should be equal to that
of the test window. Further, p(X|Λtarget) and p(X|Λanti) con-
ventionally model the spectral characteristics encapsulated in
one single frame and the sequential constraints between frames
through transition probabilities. However, in the case of AVA,
the sequential constraints do not play an effective role in char-
acterizing the voice of a speaker because of the limited number
of frames included in each short-duration test window. It is thus
necessary to expand the richness of the statistics along the se-
quence of speech frames via modeling a set of temporally co-
located frames (TCFs), i.e, modeling the spectral characteristics
within a speech segment that is longer than one signal frame.

Therefore, we propose a VQ-conditioned model, in which a
set of local models are built over a block of TCFs anchored on
each VQ codeword. Each local model characterizes the proba-
bility distribution of one TCF anchored at a certain codeword.
Many types of the VQ-conditioned models can be constructed
with this approach. Each VQ codeword can be associated with
a set of GMMs to model the TCFs or we can use an HMM to
model the TCFs anchored at each VQ codeword. By introduc-
ing the transition probabilities, the VQ codebook can be recast
into an HMM in which each state corresponds to one codeword
in the original VQ codebook. A set of GMMs serve as the prob-
ability output of each HMM state to model the TCFs. We call
this HMM the temporally co-located HMM (TC-HMM). In this
work, we focus on the statistical modeling of the speaker voice
characteristics using TC-HMM. The parameters of TC-HMM
are re-estimated and adapted using an expectation-maximum
(EM) algorithm [20].

To validate the proposed framework, AVA database is
recorded. The AVA system based on the TC-HMM framework
achieves an average WEER of 3-5% and a relative gain of 4-
25% over the baseline system using traditional HMM.

In Section 2, we introduce the AVA database used for per-
formance evaluation. In Section 3, we introduce how i-vector
applied to AVA and analyze its performance. In Section 4, we
define the VQ-conditioned model. In Section 5, we introduce
how the VQ-conditioned models are trained and adapted for the
AVA task and how the sequential testing is conducted. In Sec-
tion 6, the experimental results on AVA database are analyzed.

2. AVA Database
The NIST SRE Training and Test Sets are widely used to evalu-
ate the performance of speaker verification systems [21, 22].
However, it is not suited for the AVA system because even
though a test utterance in NIST SRE is labeled as coming from
a certain speaker, some portions of the utterance may be actu-
ally from other speakers. These crosstalk components make the
evaluation results of a real-time system meaningless as we are
not able to know real identity for each time instant. This ne-
cessitates the collection of a completely new data base for the
performance evaluation of AVA system.

We collect a voice database to train and validate the AVA
user models from 25 volunteers (14 females, 11 males). A Mi-
crosoft Surface Pro tablet was used to record the data. The
data was recorded from the built-in microphone on the tablet
at 8000 samples per second and it includes about 2.25 hours of

Number
of Mixtures

Test Window Duration (s)
1.01 1.51 2.01 2.51 3.01

128 13.72 7.24 3.72 1.56 0.58
256 13.89 7.29 3.69 1.43 0.35
512 12.91 6.92 3.79 1.44 0.52
1024 14.54 8.02 3.99 1.62 0.64

Table 1: WEER (%) of AVA using i-vector on AVA database
with different test window durations and UBM configurations.

voice recordings. The data that we collected from each person
consists of four parts: a rainbow passage [23], a user-chosen
pass-phrase, 20 randomly selected sentences from phonetically
balanced Harvard sentences [24] (5.5s on average) and 30 digit
pairs (each digit is randomly selected from 0 to 9). The speaker
repeats the same pass-phrase 8 times.

For the performance evaluation, the Rainbow passage, the
pass-phrases and digits are used for training while the Harvard
sentences are used for testing. The audio signal is converted to
the conventional 39-dimension MFCC features using a 25 ms
Hamming window and a 10 ms frame advance. The cepstral
mean is subtracted to minimize the channel variability. The
training data is 240 seconds long on average for each speaker.

3. AVA with I-Vector
In this section, we investigate if i-vector, the state-of-the-art
technique in conventional speech verification, can also achieve
extraordinary performance for AVA. Within the i-vector frame-
work, it is assumed that a linear dependence exists between
the speaker adapted GMM supervectors µ and the speaker-
independent GMM supervector m [13].

µ = m+ Tw (1)

where T is a low rank factor loading matrix estimated through
EM algorithm [19] and w is a standard normal distributed ran-
dom vector. The i-vector is an MAP estimate of w.

We first apply i-vector to the conventional speaker verifica-
tion task under the assumption that each test utterance is from
only one speaker. At the training stage, we train a GMM univer-
sal background model (UBM) with all the training data in the
AVA database. With EM algorithm, a speaker-independent fac-
tor loading matrix TSI is trained by using the sufficient statistics
collected from the UBM. Then an i-vector is extracted for each
speaker using his or her training data and TSI . During test-
ing, an i-vector is extracted from the each test utterance using
TSI . The cosine distance between the i-vector of each test utter-
ance and that of the hypothesized speaker is used as the decision
score. An EER is computed with all the utterance-level deci-
sion scores and the ground truth. In AVA database, the i-vector
achieves 0.00% EER for the utterance-based speaker verifica-
tion under all UBM configurations.

Then we use i-vector in the AVA task. We apply the same
training procedure as in the traditional case, but during testing,
a test window of prescribed duration is slided over the test ut-
terance at the rate of 100 per second and an i-vector is extracted
from the speech signal within each test window using TSI . The
cosine distance between the i-vector of each test window and
that of the hypothesized speaker is used as the decision score.
We show the WEER results with respect to the test window du-
ration and the number of mixtures in the UBM in Table 1.

For each UBM configuration, the i-vector based AVA sys-
tem achieves perfect performance when the duration of the test
window is above 2.51 s. However, the performance degrades
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tremendously as the test window duration falls below 2.01 s.
Note that when the test window is at 1.01 s, the WEER de-
grades to around 13.00%. This trend of WEER performance
indicates that i-vector technique works perfectly when the dura-
tion of the test segment is long enough, but does not work well
for extremely short test segments.

4. VQ-conditioned Model
To better model the short-time speaker characteristics, training
speech segments with the same duration of the test window are
extracted from the training speech data. This is done by sliding
a window at the rate of approximately 100 per second. The
speech segment within the sliding window at each time will
serve as the training token.

Further, VQ-conditioned model is proposed to overcome
the insufficiency of speech statistics within the short-duration
speech segment which represents speaker characteristics. The
VQ-conditioned model is a codebook and a set of probability
distributions of the anchor frame with its TCFs conditioned on
each codeword.

Let X = {x1, x2, . . . , xT } denote a training token from a
certain speaker. Given xt as the anchor (local) frame at discrete
time t, {xt+k| − K ≤ k ≤ K, k 6= 0} is the set of TCFs of
xt and xt+k is the kth TCF of xt. Further, if xt is quantized
to codeword j through a codebook Q, xt+k is the kth TCF of
codeword j. k < 0 indicates that the TCF is ahead of xt in time.
With the above notation, the VQ-conditioned model is given by

Λ = {p(xt+k|Q(xt) = j),

k = 0,±1, . . . ,±K, j = 1, 2, . . . , L.}
(2)

where Q(xt) = j means that xt is quantized to codeword j
through a codebook Q. p(xt+k|Q(xt) = j) is the conditional
distribution of the kth TCF of codeword j, and is called the kth

temporally co-located distribution (TCD) of codeword j.
In this work, we use GMMs to model the TCDs and name

this model temporally co-located VQ (TC-VQ). As a variation
of the VQ-conditioned model, TC-HMM is built up upon the
TC-VQ by mapping the VQ codewords to the HMM states, em-
bedding the (2K + 1)L GMMs as the state probability outputs
and introducing the transition probabilities.

5. AVA with VQ-conditioned Model
For the AVA task, we need to train a pair of models (target
and anti-target models) for each speaker and use them to verify
the claim of each test speech segment. With VQ-conditioned
modeling, we first use all the training data in AVA database
to train a speaker-independent TC-VQ (SI-TC-VQ) in which
each codeword is associated with a set of (2K + 1) speaker-
independent GMMs. Then we recast the SI-TC-VQ into a
speaker-independent TC-HMM (SI-TC-HMM) that is used as
the anti-target model for all the speakers during sequential test-
ing. Finally, the SI-TC-HMM is trained and then adapted to
the speech signal of each individual speaker to generate a set of
speaker-dependent TC-HMMs (SD-TC-HMMs) which are used
as the target models.

5.1. SI-TC-VQ Training

In this section, a SI-TC-VQ is trained to serve as the anti-
target model for sequential testing of AVA. At first, K-
means clustering algorithm [25] is used to generate a speaker-
independent codebook Q of size L with a set of codewords

C = {1, 2, . . . , L} using the speech signal from all speakers.
We quantize training frames from all the speakers with Q so
that each training frame is assigned a codeword. Q is also used
to quantize the test frames in the testing stage. Then we esti-
mate the distributions of the TCFs given each codeword in Eq.
(2). The kth TCD is given by the following GMM-UBM,

p(xt+k|Q(xt) = j) =

M∑
m=1

wjkmNm(xt+k|µjkm,Σjkm)

j = 1, 2, . . . , L, k = 0,±1, . . . ,±K,m = 1, 2, . . . ,M (3)

where d is the dimension of each frame and µjkm, Σjkm,wjkm

is the mean vector, covariance matrix and weight of the mth

mixture component of the UBM that models the kth TCF of
codeword j, respectively.

We pool all the kth TCFs of codeword j in codebook Q to
train the UBM p(xt+k|Q(xt) = j) via EM algorithm.

5.2. SI-TC-HMM Training

In this section, SI-TC-HMM is trained to model the temporal
structure in the speakers’ voice. The SI-TC-HMM is initialized
from the SI-TC-VQ trained in Section 5.1 as follows. First, the
set of L codewords C = {1, . . . , L} of SI-TC-VQ is mapped to
a set of L states S = {1, . . . , L} of the SI-TC-HMM such that
the frames that were quantized to codeword j are now aligned
with state j. Then, the UBM that models the distribution of the
kth TCF of codeword j now serves as the probability output of
state j, i.e.,

p(xt+k|st = j) = p(xt+k|Q(xt) = j). (4)

Assume thatNi is the number of frames aligned with the SI-TC-
HMM state i andNij is the number of frames aligned with state
i with its next frame aligned with state j. The initial transition
matrix A = [aij ] of the SI-TC-HMM is

aij = Nij/Ni (5)

where i, j = 1, . . . , L. We further generate the new align-
ment of speech frames against the SI-TC-HMM states through
Viterbi algorithm as follows. If we have a training token
X = {x1, . . . , xT } and φt(j) represents the maximum like-
lihood of observing speech vectors x1 to xt being in state j at
time t(1 ≤ t ≤ T ), that is,

φt(j) = max
s1,...,st−1

P (x1, . . . , xt, s1, . . . , st−1, st = j|Λ),

(6)
where st is the codeword that frame xt is aligned with. The
optimal state sequence Ŝ = {ŝ1, . . . , ŝT } that X is aligned
with can be obtained using the following recursion

φt(j) = max
i
{φt−1(i)aij}

[
K∏

k=−K

p(xt+k|st = j)

] 1
2K+1

(7)

aij and p(xt+k|st = j) have been initialized in Eqs. (4), (5).
Then we re-estimate the parameters A and Θ in SI-TC-

HMM. For any training token X , if xt is aligned with ŝt, its
kth TCF xt+k is used to train the UBM p(xt+k|st = ŝt).

5.3. SI-TC-HMM Adaptation

The SD-TC-HMM is generated by adapting the UBMs embed-
ded in the SI-TC-HMM states to the training data of the speaker
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with MAP estimation. The SD-TC-HMM is used as the target
model in sequential testing.

For an adaptation token Xa = {xa1 , . . . , xaTa} from a cer-
tain speaker, if speech frame xat is aligned with the state ŝt of
the SI-TC-HMM trained in Section 5.2, its TCF xat+k is used to
adapt the UBM p(xt+k|st = ŝt) with EM algorithm as follows.

1) E-step: We compute the posterior of mixturem given the
kth TCF xat+k of state j within adaptation data,

p(m|xat+k) =
wmN (xat+k|µjkm,Σjkm)∑M
i=1 wiN (xat+k|µjki,Σjki)

, t ∈ T a
j (8)

T a
j = {t|xat is aligned with state j of the SI-TC-HMM} (9)

2) M-step: The speaker-adapted mean vector µ̂jkm, vari-
ance matrix Σ̂jkm and weight ŵjkm of the mth component of
GMM p̂(xt+k|st = j) is updated as

Na
jkm =

∑
t∈T a

j

p(m|xat+k), α =
Na

jkm

Na
jkm + τ

(10)

µ̂jkm = (1− α)µjkm +
α

Na
jkm

∑
t∈T a

j

p(m|xat+k)xat+k (11)

Σ̂jkm = (1− α)Σjkm +
α

Na
jkm

∑
t∈T a

j

p(m|xat+k)

(xat+k − µjkm)(xat+k − µjkm)>Σa
jkm

(12)

ŵjkm = (1− α)wjkm + α
Na

jkm

|T a
j |

(13)

where |T a
j | is the number of frames in Xa that are aligned with

state j. For simplicity, the transition probabilities in SD-TC-
HMM remain the same as in SI-TC-HMM.

5.4. Sequential Testing

In the testing stage, the AVA sequentially takes in a sliding win-
dow of speech frames and calculates the log-likelihood with
respect to both the target and anti-target models for the regis-
tered speaker. Assume that we have the target SD-TC-HMM
and the anti-target SI-TC-HMM with parameters Λtarget and Λanti

respectively. The LLR score for the test window is given by

Γ(X|Λtarget,Λanti) =
1

T

[
log p(X|Λtarget)− log p(X|Λanti)

]
(14)

p(X|Λ) = max
S

p(X,S|Λ) = max
i
φT (i) (15)

where Λ = {Λtarget,Λanti} and φT (i) can be obtained by the
recursion in Eq. (7). Then we compare Γ(X|Λtarget,Λanti) with
threshold γ to make a decision on the speaker identity for that
window. By varying γ, WEER can be calculated.

6. Experiments
We use the training and test data in the AVA database described
in Section 2 to evaluate the performance of the AVA system
based on VQ-conditioned models. Training of the needed mod-
els has been described in Section 5. The number of mixture
components for each GMM is fixed at 4 and the duration of the
test window is fixed at 1.01 s.

First, we show the WEER results with respect to the number
of TCF modeled in each TC-HMM state (2K) and the number
of states in the TC-HMM in Table 2. Note that only the an-
chor frame is modeled when 2K = 0, which is equivalent to

Number
of States

Number of Co-Located GMMs in Each State (2K)
0 2 4 6 8 10

64 4.867 4.828 4.260 4.230 4.172 4.360
128 4.513 4.308 4.015 4.006 3.950 4.618
256 4.308 3.779 3.889 3.238 3.814 -
512 3.749 3.941 3.639 3.609 3.736 -

1024 4.963 4.194 4.745 4.451 4.671 -

Table 2: WEER (%) of AVA system on AVA database under
different TC-HMM configurations.

Number of
Codewords

Number of Co-Located GMMs for Each Codeword(2K)

0 2 4 6 8
64 5.129 5.099 5.173 5.265 5.422

128 4.775 4.736 4.845 5.068 4.968
256 4.845 4.946 4.933 4.819 4.749
512 4.391 3.958 4.151 4.295 4.273

1024 5.260 4.513 4.548 4.177 4.229

Table 3: WEER (%) of AVA system on AVA database under
different TC-VQ configurations.

the traditional HMM case. As is observed from Table 2, the
AVA system based on TC-HMM framework achieves an av-
erage WEER of 3-5% and a relative gain of 4-25% over the
baseline system using traditional HMM. This indicates that VQ-
conditioned model successfully meets the real-time requirement
of AVA which most of the conventional speaker verification
techniques (including i-vector) fail to satisfy.

The performance gain comes from the co-located GMMs
in each TC-HMM state since, for a fixed number of states,
the WEER first decreases gradually as 2K grows and then de-
creases when 2K becomes too large. This is because, during
Viterbi alignment, the state output probability of each anchor
frame is evaluated by a set of (2K + 1) GMMs which mod-
els both the anchor frame and the TCFs instead of using one
single GMM as in the traditional HMM case and the best state
sequence obtained in this way is thus more accurate. However,
the far-away TCFs are loosely correlated with the anchor frame
and provide inaccurate statistics that degrade the performance
when 2K continues to increase.

From Table 2, we can also see that the value of 2K at which
the lowest WEER is achieved becomes smaller as the number
of states in TC-HMM grows . This is because, as the number of
states in TC-HMM increases, the amount of data used to train
or adapt the GMMs that model far-away TCFs becomes insuffi-
cient, which makes the estimation of these GMMs less accurate.

In Table 3, we show that the AVA performance is improved
by recasting TC-VQs into TC-HMMs. The reason is that, with
TC-HMMs, transition probabilities are introduced to model the
sequential constraints of the states and, through Viterbi align-
ment, the state sequence that the speech frames are aligned with
are sequentially optimal rather than locally optimal as in the
TC-VQ case.

7. Conclusions
In this work, the VQ-conditioned modeling framework is in-
troduced to model the short-time characteristics of the speaker
voice as is required by AVA. The proposed framework achieves
consistent and significant performance gain over the systems
using traditional HMMs on the AVA task. The gain comes from
the temporally co-located GMMs and the sequential constraints
introduced by the transition probabilities.
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