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ABSTRACT

Wireless communication systems are inherently vulnerable to adver-
sarial attacks since malevolent jammers might jam and disrupt the
legitimate transmission intentionally. Accordingly it is of crucial in-
terest for the legitimate users to detect such adversarial attacks. This
paper develops a detection framework based on Turing machines and
studies the detectability of adversarial attacks. Of particular interest
are so-called denial-of-service attacks in which the jammer is able to
completely prevent any transmission. It is shown that there exists no
Turing machine which can detect such an attack and consequently
there is no algorithm that can decide whether or not such a denial-
of-service attack takes place, even if there are no limitations on com-
putational complexity and computing capacity of the hardware.

Index Terms— Communication system, adversarial attack, Tur-
ing computability, Entscheidungsproblem

1. INTRODUCTION

Digitalization has been identified as a disruptive technology to
change everyone’s lives. Information processing including transmis-
sion and storing of information and data is one of the key enablers
and accordingly, there is the need to study information processing
from a fundamental point of view. This includes privacy of the users,
guaranteed secrecy requirements on the data, security against adver-
sarial attacks, efficiency of communication systems to ensure that
scarce resources are not wasted, and many other issues. Such re-
quirements for example will be imposed by the Tactile Internet [1].
For the latter, there are currently standardization efforts [2] as this
is expected to be a key enabler for future systems beyond the fifth
generation (5G) mobile networks, particularly 6G.

Reliable communication between legitimate users is the indis-
pensable basis for information processing. And particularly wireless
communication systems are inherently vulnerable to adversarial at-
tacks since malevolent jammers might jam and harm the legitimate
communication intentionally. Communication under adversarial at-
tacks has been studied under various aspects, cf. the overview papers
[3] and [4]. This paper considers the simplest communication sce-
nario in which adversarial attacks can happen. It consists of one
transmitter Alice, one receiver Bob, and one Jammer. The aim of
Alice is to transmit a message reliably to Bob, while the intention of
the Jammer is to disrupt this transmission as much as possible. In the
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Fig. 1. Communication system with a Jammer, who tries to disrupt
the communication by transmitting an own jamming sequence s".
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worst case, the Jammer is able to perform a denial-of-service attack
which means that no communication is possible at all.

Accordingly, it is of utmost importance for the legitimate users
to detect such adversarial attacks, in particular denial-of-service at-
tacks. However, to date, it is not clear how to effectively decide
whether or not such adversarial attacks take place. This has drawn
surprisingly little attention and to address this issue, we use the con-
cept of a Turing machine [5-7]. This is a mathematical model of
an abstract machine that manipulates symbols on a strip of tape ac-
cording to certain given rules. It can simulate any given algorithm
and therewith provides a simple but very powerful model of compu-
tation. Turing machines have no limitations on computational com-
plexity, unlimited computing capacity and storage, and execute pro-
grams completely error-free. They are further equivalent to the von
Neumann-architecture without hardware limitations and the theory
of recursive functions, cf. also [8-12]. Accordingly Turing ma-
chines provide fundamental performance limits for today’s digital
computers and they are the ideal concept to decide whether or not
such a verification task is possible at all. With the latter we mean
that we are interested in understanding whether this task can in prin-
ciple be solved algorithmically (without putting any constraints on
the computational complexity of such an algorithm). In particular,
we show that there exists no Turing machine that can detect a denial-
of-service attack. Accordingly, there is no algorithm that can decide
whether or not such an attack takes place.'

2. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we introduce the model of our communication system
as shown in Fig. 1. It consists of a transmitter Alice, a receiver Bob,
and a Jammer, who tries to disrupt the transmission.

Notation: Discrete random variables are denoted by capital letters and
their realizations and ranges by lower case and script letters, respectively; N,
R, and R.. are the sets of non-negative integers, real numbers, and computable
real numbers; P (X’) denotes the set of all probability distributions on X’.
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Let X and ) be finite input and output alphabets and S a finite
state (jamming) alphabet of the Jammer. Then the channel between
Alice and Bob is given by a stochastic matrix W : X x S — P())
which we interchangeably also write as W € CH(X,S;)). For a
fixed jamming sequence s € 8™, the discrete memoryless channel
is given by Wi (y"[2") = W (y"[2", s") = [T"_, W (y|as, )
for all input and output sequences " € X™ and y™ € Y".

Definition 1. The arbitrarily varying channel (AVC) 20 is given by

W = {W(-|-,s)}ses.

For characterizing the capacity of an AVC, we need the def-
inition of an averaged channel. For any probability distribution
q € P(S), the averaged channel is given by

Wy(yle) = W(ylz, s)q(s)
sES
forallz € X and y € ). We further need the concept of symmetriz-
ability [13] which describes the ability of the Jammer to “simulate”
a valid channel input making it impossible for the receiver to decide
on the correct codeword sent by the transmitter. This concept can be
generalized as e.g. in [14] by introducing the function

F(w):U€£1&;5>T2fZ‘§W Y|z, s)U(s|x)

—ZWykcs (s|2)].

seS

ey

In particular we observe that the AVC 20U is symmetrizable if and
only if F(20) = 0.
With

) = min  max I(p,W,;) = min C(W,)

max min I(p, W,
q€P(S) peP(X) q€P(S)

PEP(X) ¢€P(S)
the capacity of an AVC is given as follows.

Theorem 1 ([13, 15]). The capacity C(23) of an AVC 27 is

_ Jmingeps) C(Wy)  if F(2W) >0
cam) = {0 if F(20) = 0.

Intuitively, one would expect that the Jammer chooses the jam-
ming sequence that minimizes mingep(sy C(Wy) = C(Wy), ie.,
it chooses the jamming sequence that results in the worst channel
corresponding to ¢ € P(S). However, Theorem 1 reveals that even
if the entropic quantity C'(Wy) > 0 is positive, a denial-of-service
attack is possible in which case no communication is possible at all.
This is exactly the case when F'(20) = 0. In the sequel, we are
interested in studying whether or not it is possible to algorithmically
detect whether or not such a denial-of-service attack is possible.

Assume that Alice, Bob, and the Jammer all know the channel
20. The question is now: Is there an algorithm A that takes the
underlying channel 20 as an input and outputs A(20) = 1 if the
Jammer is able to perform a denial-of-service attack so that C'(20) =
0 in this case, and otherwise the algorithm outputs A(20) = 0?

Remark 1. We assume that the Jammer knows the encoder and de-
coder. For public communication systems, this is a reasonable as-
sumption as the encoder is usually standardized. This might not be
necessarily true for the decoder, but the Jammer can simply assume
the best possible decoder for the communication system at hand. If
the Jammer is able to launch a denial-of-service attack for this de-
coder, then this will be true for any other decoder as well. How-
ever, we do not assume that the Jammer knows the actual message
or codeword (which are equivalent for a deterministic encoder).

Remark 2. AVCs provide a basic model for secure communication
with passive eavesdroppers and active jammers. They account for
the communication between the legitimate users; cf. also [16—18].

3. DETECTION FRAMEWORK

Here, we formally introduce the detection framework based on Tur-
ing machines. For this we need some basic definitions and concepts
of computability. The concept of computability and computable real
numbers was first introduced by Turing in [5] and [6].

A sequence of rational numbers {r,, } nen is called a computable
sequence if there exist recursive functions a,b,s : N — N with
b(n) # 0 forall n € N and

1)s(n) a(n)

b(n)’ n €N,

Tn = (—

cf. [19, Def. 2.1 and 2.2] for a detailed treatment. A real number
x is said to be computable if there exists a computable sequence of
rational numbers {7, }nen such that

|z —r,| <277

for all n € N. We denote the set of computable real numbers by R..
Based on this, we define the set of computable probability distribu-
tions P.(X’) as the set of all probability distributions P € P(X)
such that P(z) € R¢, z € X. Further, let CH.(X;)) be the set
of all computable channels, i.e., for a channel W : X — P(Y) we
have W (-|z) € P.(Y) for every z € X. This is important since a
Turing machine can only work with computable real numbers.

Definition 2. A function f : R. — R. is called Borel computable
if there is an algorithm that transforms each given computable se-
quence of a computable real x into a corresponding representation

Jor f(z).

We note that Turing’s definition of computability conforms to
the definition of Borel computability above. There are weaker
forms of computability known as Markov computability and Banach-
Mazur computability, of which the latter one is the weakest form of
computability. In particular, Borel or Markov computability implies
Banach-Mazur computability, but not vice versa. For an overview of
the logical relations between different notions of computability we
again refer to [8] and the introductory textbook [7].

We further need the concepts of a recursive set and a recursively
enumerable set as defined e.g. in [19].

Definition 3. A ser A C N is called recursive if there exists a com-
putable function f such that f(z) = 1ifz € Aand f(z) = 0if
z ¢ A

Definition 4. A ser A C N is recursively enumerable if there exists
a recursive function whose domain is exactly A.

We have the following properties; cf. for example [19]

e A is recursive is equivalent to A is recursively enumerable
and A€ is recursively enumerable.

e There exist recursively enumerable sets A C N that are not
recursive, i.e., A° is not recursively enumerable. This means
there are no computable, i.e., recursive, functions f : N —

A° with [f(N)] = A°.
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Now we are in the position to introduce the concept of a Tur-
ing machine. It accounts for all those problems and tasks that are
algorithmically solvable on a classical (i.e., non-quantum) machine.
This is equivalent to the von Neumann-architecture without hard-
ware limitations and the theory of recursive functions, cf. [9-12].

Within our detection framework, the task of a Turing machine ¥
is to detect denial-of-service attacks on the legitimate communica-
tion. This is an Entscheidungsproblem, since for a given channel 27,
the Turing machine ¥ should answer the question of whether or not
a denial-of-service attack takes place.

A hypothetical algorithm (or Turing machine) for answering
this question is given by taking the set of all computable channels
CH.(X,S;Y) and by partitioning this set into two disjoint sub-
sets Moenial and M. The set Meeniar corresponds to all those
channels 20 for which a denial-of-service attack is possible, i.e.,
W € CH(X,S;Y) with C(20) = 0. From Theorem 1 we im-
mediately see that

Maenia = {2 € CH(X,S;Y) : F(2W) = 0}.

Since Meniar 18 characterized by the continuous function F'(-), the
set is well defined. The question is now whether or not this set is also
well defined from an algorithmic point of view, i.e., does a Turing
machine exist that decides whether or not 20 € M genial.

4. DETECTABILITY

In this section, we consider the detectability of denial-of-service at-
tacks. First, we study whether or not there exists a Turing machine
T : CH(X,S;Y) — {0,1} that can detect a denial-of-service
attack, i.e., T(W) = 1 if and only if W € Meniai. The follow-
ing result shows that such a Turing machine does not exist, i.e., this
question is algorithmically not decidable.

Theorem 2. For all |[X| > 2, |S| > 2, and |Y| > 3, there is no
Turing machine T : CH(X,S;Y) — {0, 1} with T(20) = 1 if and
only if W € M genial.

Sketch of the Proof. 1t is sufficient to prove the result for |X| = 2,
|S] = 2, and |Y| = 3. It extends to the case of arbitrary alphabet
sizes in a straightforward way and the details are omitted for brevity.

To construct a suitable AVC for this link, we make use of an
example that first appeared in [20] and that was later also discussed
in [15, Example 1]. We define the AVC 20 = {W} where W &
CH.(X,S;)) is given by

W(yllvl) = ) W(y|172) =

W(y|251) = ) W(y|272) =

OO OO
oo R OO

We easily observe that the symmetrizability condition

W(yl1, a1 + W(y|1,2)(1 — q1)
=Wyl2, 1)+ W(y2,2)(1 —q) Yyel

i§ true for the choice g1 = 1 zlnd g2 = 0. This means the channel
W is symmetrizable, i.e., F'(20) = 0, cf. (1). However, we have
mingep(sy C(Wy) > 0, which means that a denial-of-service attack

is possible here.

Furthermore, for n € N we consider the AVC 20,, = {W,}
specified by

1 0
0 1

0 1
0

1
n

O3 = |

which can be shown to be non-symmetrizable, i.e., F'(20,,) > 0.

We prove the desired result by contradiction. To do so, we as-
sume that there exists a Turing machine that can solve the task, i.e.,
the characteristic function f of the set M genial is Turing computable.
Then for all computable sequences {W,, }ren of computable chan-
nels, the sequence { f(W,,)}nen is a computable sequence of com-
putable numbers as well. Next, we need a concept of distance.

For two DMCs W7 and W5 we define the distance between Wy
and W3 based on the total variation distance as

AW W) = mag 3 [Wale) = Walale)]
ye

The distance between two AVCs is then given by
D(Qﬂl, QUQ) = max {G(wh QBQ), G(Qﬁl, QUQ)}
with

G(21,202) = max min d(W1(~|-,81),W2(-\~,52)).

51ES1 52E€S2

Note that S; and Sz can be arbitrary finite state sets and we do not
need to have |S1| = |S2|.
From the definitions of 20 and 20,, we have

o 2
D(23,20,) = —.
n
Then for n > ¢(m) with p(m) = 2™, ¢ : N — N a computable

function, we have

S B B

D(QAﬁy W,) = omt2 — gmil < gm-

S

This means we have effective, i.e., computable, convergence of
the sequence {Wp, },.en of computable channels to the channel W,
which is, accordingly, computable. But W is trivially computable
anyhow as it consists only of the numbers {0, 1}.

Let A C N be an arbitrary recursively enumerable set such that
A is not recursive, i.e., A€ is not a recursively enumerable set. With
the definition of recursively enumerable sets, cf. Definition 4, we
can construct a total function g, i.e., domain(g) = N, such that
[9(N)] = A and g is recursive and therewith a computable func-
tion. Furthermore, without loss of generality, we can require that
g : N — A is a one-to-one mapping from N to A.

Now, for every (n, m) € N x N we define the computable func-
tiong: N XN — Nas

g(n,m) = 2"t n ¢ {9(0), ...,g(2m+2)}
Il e g0 g and o) =

Note that  above is unique. Since A is recursively enumerable, the
function q is recursive and therewith computable.
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Next, we extend a construction of Pour-El, cf. Case I on page
336 in [21]. We consider the double sequence {2 (s, m) }neN,men
of AVCs. Note that this is only a suitable variation of the sequence
{20, } nen which is effectively computable since g is recursive func-
tion. The idea is to show that for all n € N the double sequence
{24 (n,m) }nen,men effectively converges to a channel 25,,. Then

the sequence {Qﬁn}neN is a computable sequence as well. For this
purpose we have to construct a suitable function ¢, for eachn € N,
for which we then show that {20, m) }men converges effectively

to 2,,. We can show that this sequence is a computable sequence of
computable channels with

i — W ifneA°
"W, ifne Aand g(r) = n.

This implies that the sequence {f(2,)}nen is a computable se-
quence. It holds that

f@,)=0 & neA and f(W,) =1 ne A"

Accordingly, the set A must be recursively enumerable so that the
set A is recursive, which is a contradiction to the initial assumption
that A is recursively enumerable but not recursive. This implies that
the assumption that there exists a Turing machine that can solve this
task is wrong. This completes the sketch of the proof.

In Theorem 2 we required that the Turing machine ¥, if it ex-
ists, needs to stop for every channel 20 € CH.(X,S;)) and that
T(W) = 1 if and only if W € Mgeniar. This would imply that
the corresponding characteristic function of the set M geniat Would be
Turing computable. However, we have seen this function is not com-
putable and accordingly, there is no algorithm, i.e., Turing machine
¥, that can decide whether or not a given computable channel 20 is
in Mdenial~

Next, we are interested in dropping the requirement that the Tur-
ing machine needs to stop. For this purpose, we first study the ques-
tion of whether or not there is a Turing machine that stops if and only
if W € MG = CHe(X, S; V) \ Maeniar. Intuitively, 20 € Mg.pia
means that the Jammer is able to degrade the performance of the
legitimate transmission, but is not able to completely prevent it. Ac-
cordingly, the question is addressed next.

Theorem 3. There is a Turing machine ¥ : CH(X,S;Y) —
{stop, run forever} that stops if and only if W € MG, L.€., NO
denial-of-service attack is possible.

Sketch of the Proof. The proof can be done similarly to the proof of
Theorem 2 and is omitted due to space constraints.

A similar approach for Menia (as done for Mg, in Theo-
rem 3) is not possible. Otherwise we would have an immediate con-
tradiction to Theorem 2, since it would then be possible to simply run
both machines in parallel; one for Mgeniai and one for Mg, ;- The
combined Turing machine would stop whenever one of the Turing
machines stops and one of these would always stop: If 20 € Mgenial
the second machine always stops and the first one never. Likewise, if
W € Mpia the first machine always stops, cf. Theorem 3, and the
second one never. This would imply that we would be able to com-
pute the characteristic function of M geniai Which is a contradiction.

5. DISCUSSION

The set of all channels CH.(X,S;Y) can be divided into two sub-
sets: Mgeniar for which a denial-of-service attack is possible and

M enial for which no such attack is possible. We have seen that there
exists an algorithm or Turing machine that takes the channel 20U as
an input and comes to a stop if and only if 20 € M.y On the
other hand, if 20 € M eniai, then Turing machine does not stop and
does not output any answer. But it is important to see that we then
cannot conclude that 20 € M genial must be true, since we cannot say
whether the algorithm does not stop because 20 € Mgenia Or if it
would stop in the near future (e.g. after some more iterations).

A possible solution would be to consider a more general class
of Turing machines that address the issue of not stopping. Assume
that the Turing machine is required to always stop and is allowed to
output a third option “?” in this case, i.e., T : CH(X,S;)Y) —
{0,1,7} with (W) = O if and only if W € Mg,y But we
show next that such a Turing machine cannot exist either. For such a
Turing machine we could define a new Turing machine T’ with

For this, we have T'(20) = 0 if 2 € MG.pa. Accordingly, we
must have T' () = 1if W ¢ MGepias 162 W € Moenial. The
latter implies that the Turing machine T’ computes the characteristic
function of the set M genial, but this is impossible. Accordingly, such
a Turing machine cannot exist.

Another possible solution would be to study the class: T/ (20) €
{0, 1} or T does not stop. We again require that T (20) = 0 if and
only if 2 € M. Then for 20 with T/(20) = 1 we must have
N € M enial, i.€., in this case the Turing machine T" provides the
correct answer. However, the set of channels 2 with T does not
stop must be large. To see this, consider the following example: If
we take two channels 25" € MG, i, and 202 such that T (%) = 1,
then the set

{W={W.}ies : IN€ (0, 1) NRe : We = (1 = )W, + AW}
must necessarily contain elements of the set
{20 = {W.}es : T7(20) does not stop }

since otherwise the function f(\) = T”(20) would be continuous
in A € R. N[0, 1]. But this cannot be true since {f(\)} C {0,1}
for A € R. N [0, 1] and we have seen that the function takes both
values. We conclude that such a Turing machine can also not exist.

6. RELATION TO PRIOR WORK AND OUTLOOK

Communication under adversarial attacks has been studied under
various aspects, cf. for example [22] and [23] as well as the overview
papers [3] and [4]. However, communication from a computability
or algorithmic point of view has attracted much less attention. Such
studies are crucial for the standardization and verification of secure
applications for the Tactile Internet [1, 2].

To the best of our knowledge, there is only one work that falls
into this category. In [24] the computability of the capacity function
of the wiretap channel under adversarial attacks is studied. The com-
putability of the identification capacity under feedback is studied in
[25] and that of the identification capacity of the correlation-assisted
channel is studied in [26]. The computability of secret key genera-
tion with a rate-limited public channel is addressed in [27]. It is evi-
dent that algorithmic computability, i.e., Turing computability, plays
a major role in system design and system analysis.
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