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Abstract—We are concerned with a privacy-preserving prob-
lem in Kalman filter: a sensor releases a set of measurements to
fusion center, who has perfect knowledge of the dynamical model,
to allow it to estimate the public state, while prevent it from
estimating the private state. We propose to linearly transform
the original observation into a lower dimensional space before
sending them to fusion center. Two privacy-utility tradeoffs are
formulated: one concerns only at the current time step and the
other concerns over two time steps. The transformation that leads
to the optimal tradeoff can be found in closed-form. The privacy
(estimation of private state) and utility (estimation of public state)
are measured based on recursive Bayesian Cramér-Rao bound.

Index Terms—Kalman filter, inference privacy, compression,
linear transformation, parameter estimation, recursive Bayesian
Cramér-Rao bound.

I. INTRODUCTION

With the emergence of the data driven information technol-
ogy, there are increasing concerns over the breach of privacy of
personal data collected from sensors. In general, privacy can
be categorized into two classes: data privacy and inference
privacy. Data privacy protects the original measurements from
being inferred by fusion center. The privacy metrics that
have been proposed in data privacy include homomorphic
encryption [1], [2], [3] and local differential privacy [4], [5],
[6], [7]. Inference privacy prevents fusion center from making
certain statistical inferences. The privacy metrics have been
used in inference privacy include information privacy [8], [9],
[10], [11], differential privacy [12] and average information
leakage [13], [14]. The interrelation between data privacy and
inference privacy has been studied in [15], [16]. The privacy
we consider in this paper belongs to inference privacy.

The Kalman filter uses a system’s dynamics model and
multiple sequential measurements to form an estimate of the
system’s varying state. The privacy comes from the system’s
state that can be separated into private state and public state.
Our goal is then to find optimal tradeoff between maximizing
the estimation error for private state and minimizing that
for public state. This can be achieved by transforming the
original measurement space into a lower dimensional space.
The transformation applied in this paper is restricted to linear
form. In practice, a privacy-preserving Kalman filter can oper-
ate as: a sensor transform the measurements before releasing
them to the fusion center who knows system’s dynamical
model. By doing so, the estimation the private state suffers
a large uncertainty but the estimation of public state has small
uncertainty.

Our work is related to the following works which preserve
privacy through data compression/linear transformation: 1) in-
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formation bottleneck (IB) [17], [18], [19], [20] which operates
to compress source variable, while preserving information
about relevant variable. The compression (privacy) and pre-
served relevant information (utility) are measured by mutual
information; 2) privacy funnel (PF) [21] which operates to
suppress information about relevant variable, while minimally
compress the source variable. 3) compressive privacy (CP)
[22], [23] unifies PF and IB. The privacy and utility in CP are
measured by differential mutual information; 4) [24] proposes
to compress the observations while maximally retains the
estimation accuracy of all signal parameters. The estimation
accuracy is measured by Bayesian Cramér-Rao lower bound.

One major difference between our work and the existing
ones is that our work is based on a dynamic system, whereas
all above mentioned works are based on a static one. The
dynamical model encourages us to measure the privacy (esti-
mation error/uncertainty of private state) and utility (estima-
tion error/uncertainty of public state) by recursive Bayesian
Cramér-Rao bound [25], which is also different from the
measure existing works have used. Moreover, our work can
be considered as a generalization of [24] in the sense that we
can designate which parameters to protect.

II. PROBLEM FORMULATION

A. Review of Kalman filter

The dynamical and observational models are both assumed
in Kalman filter to be linear, and expressible as

X = Fpxp_1 + vi_1, (D
7z, = Hexy + ng, ()

where x;, € RL and z, € RV are the system’s state and
observation (measurement), and F;, € RE*L and H, €
RNXM(N > L) are known matrices defining the linear
functions. The state and process noise vi_; and ng, which
are statistically independent, follow zero-mean Gaussian dis-
tribution with covariances being Q_1 and Ry, respectively.

Kalman filter algorithm contains two distinct phases: “pre-
dict” and “update”. In the “predict” phase, the state estimate
and error covariance are predicted, respectively, by

Xijh—1 = FrXp_1)k—1, 3)
Pij1 = FePr_qp1FL + Qu, “4)

with 7" denoting transpose operator. In the “update” phase, the
state estimate and error covariance are updated, respectively,
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through

Xk = Xp—1k—1 + K2z — HpXpp—1), )]
Py = (I - K Hy)Pyp—, (6)

where K = Pk‘k_ngslzl denotes the Kalman gain with
S, = HkPHk._le + Ry being the covariance of the
innovation term zj — HpXpr—1.

B. Privacy for Kalman filter

The true state x; may be partitioned into two parts as

T
T T
X, = {x,(fp) ,x,(f) } , where x,(cp) € RI» contains public

state that are shareable with other people whereas chq) € Rla
represents private state containing sensitive information that
are accessible only by the authorized parties. The problem that
we are going to address is to linearly transform (or compress)
zy, in (2) such that the estimation error of private state f(,(;f,)c is

maximized, while the estimation error of public state fc,(f"])c is

retained reasonably low. Here, fcfj ,l and )A(,(f‘i are, respectively,

the public and private partitions of Xy, in (5).

To achieve this, a linear mapping from the N-dimensional
to the M-dimensional space, f : RY — RM N > M, is
applied:

= T T T
ZkZCkaZCka-Xk—FCkIlk, @)
~— ~——
::I:I;C =ny
where Z, € RM, C), € RV*M H), € RM*L 7, € R,
and covariance of the compressed ng is Ry = C;{Rka.

After transforming the measurement, the state estimate and
error covariance in (5) and (6) become
Xk = Xp—1jk—1 + Ki(Ze — HiXpe_1), )
Py = (I - KpHy)Pyp—, )]
where Kk = Pk‘k_lﬂgggl with gk = I:Iklsk‘k_lﬂg + Rk
and Pypy = FrPr_y 1 FL 4 Qu.
The optimal transformation Cj; can be found by solving
following two privacy-utility tradeoff problems.

C. Privacy-utility tradeoff at current time step

At current time k, the privacy-utility tradeoff can be cast as
the following optimization problem

g () - ()

where

Rl e

Pk|k — ~ ; ~ p.q ,

el o
a9

and {Pk\k} S RLPXLP, {Plﬂk} S RL‘IXL‘J, [f)ldk} S

P a4 P.a
REr*Ea and Tr(-) denotes the trace operator, and Ppy

defined in (9) is a function of Cy, and the Lagrange parameter
8 determines the tradeoff between the estimation error of
public state and that of private state at current time step.

D. Privacy-utility tradeoff over two time steps

The linear transformation of the system’s measurement at
time k influences not just the privacy-utility tradeoff at current
time step but also that at next time instant. This is because the
predic~ted error covariance f’kﬂ‘k relates to the error covari-
ance Py, through (4) i.e. Pyyqjp = Frpa Py FLL | + Qrat.
Therefore, we consider here a privacy-utility tradeoff over two
time steps as below

(P2) Hclin 9|k T €Gk11|k
k

st = ([Pu] ) = o ([P )
Itk = Tr <[f’k+1k}p’p) —Tr <[15k+1k}q’q> 7

where gy, reflects the privacy-utility tradeoff at current time
step as described in (P1), while gy, 1, represents the predicted
privacy-utility tradeoff which is controlled by the Lagrange
parameter . The Lagrange parameter € determines the tradeoff
between gy, and gpy1x- When € = 0, (P2) degenerates to
(P1). In ggy1x, the block matrices constituting f’kﬂ‘k are
constructed in the same ways as those in f’k| k

III. PROPOSED ALGORITHM
We will solve (P2) by starting solving its special case in
(P1).
A. Solution to problem (P1)
We firstly expand P K|k s
Pk|k
=Ppj—1 — Prp—1HL Sp " Hy Pypi_1,
~ ~ —1 ~
=Pj—1 — Prp—1H{ C (CETCr)  CLHLPyp_1,

where Sk = CngCk and Tk = Hklsk“e_ng + Rk .

Replacing Cy, by T;UQC;C leads to

5 5 By _ o=l o
Pij = Pt — P H] C}, (C/k C%) C'LHi Py,

where Hj, := T-7/2Hj,. Let “economy size” singular value
decomposition of Cj be UrA;VFE, where U, € RV*M,
A, € RMXM and V;, € RMXM_ Then, by the fact that

-1
c;(cﬁt%) C'T = U, U7, we have

Pk = Prjp1 — Prpm 1 HL Uy UTH Py

=Py-1 — GLULUL Gy, (10)

where G = }_ka’k‘k_l. Now problem in (P1) can be
rewritten as

min Tr ({Pkw_l} )

Uy

-G vl (G,

)

— fTr <[Pkk—1}q .

— [G4], UL UY [Gk}q) (an
s.t. UL Uy = Iy,
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where the partition of lsk‘ r—1 1s the same as that of lsk|k. in
P1), G, = {[Gk]p , [Gk]q} with [Gk]p and [Gk]q containing,
respectively, the first L, columns and the remaining L,
columns of Gy, and Iy, is an identity matrix of size M x M.
Now instead of finding original transformation Cj, we may
alternatively optimize (P1) over Uy which relates to Cy via
Cy = T, Uy,

Ignore 15k| k—1 which doesn’t depend on Uy, the problem
in (11) is equivalent to

T T
max Tr ([Gu]} ULUT [Gul,)

— 8Tr (1G4} UL (G4, ) (12)

s.t. UL U, = Iy,

The Lagrange function L(Uyg, A) of (12) is

M
> 105 (1G4, (G4 — B1G], [GA]] ) [U),,

m=1

= (105, [0, - 1)

where [Uj],, is the mth column of U, and A =
[A1,. .., Aa]T are the Lagrange multipliers. Differentiating of
L(Uy, A) with respect to [Uy],, ,m = 1,..., M and equating
to zero leads to

(1G], [GAl} — BIGK], [GH] ) (UK, = A Uil

which implies the objective of (12) is maximized when
Uy, consists of M eigenvectors of Wy, := [Gk}p[Gk]Z -

B Gk, [Gk]qT associated with its M largest eigenvalues.

B. Solution to problem (P2)

We firstly express the predicted privacy-utility tradeoff
Gk+1|k in terms of Uy. Based on (4) and (10), Py equals
to

P
=Fi1Prpp—1Fiy 1 — FrriGLULULGRFL, | + Qrpa
=Frp1Prp1Fly — Gg+1|kUkUgGk+1|k + Qrt1,

where Gy := GkFg+1~ Then, gp41)x can be written as
etk = Tr <[Fk+11~°k|k—1F;€+1 + Qk+1}

- [Gkﬂ‘k]:Uka [Gkﬂwk]p)

p,p

—Tr <[Fk+1Pkk1F£+1 + Qk+1} ,

- [Gk+1\k]jUkU£ [Gk+1\k]q) ;

»q
13)

where Gpqp = [[G;H”k]p, [Gk+1|k]q} is partitioned in
the same manner as Gy. Ignoring the terms in gy, and gg41)x

that are independent of Uy, after some simple manipulations,
the problem in (P2) can be reformulated as

q?xi}[UEVVhbH[M} (14)
k

7 [Grspr], [Gk+1lk}qT> ;
Wi, =[Gy, [Gk]f - BGkl, [Gk]qT
Ulu, =1y.

Following the same manner as how we solve problem (12), the
solution to (14) will be Uy that consists of M eigenvectors
of Wy, 141 associated with its M largest eigenvalues. The
original transformation Cj will be T,;l/ 2Uk.

IV. DISCUSSION AND SIMULATIONS

In this section, we discuss how different parameters influ-
ence the performance of privacy-utility tradeoff at current time
step and tradeoff over two time steps, and provide insights by
simulations. To facilitate our analysis, we consider F;, and Hy,
to be time-invariant and their entries are drawn independently
from uniform distribution in the interval (0,1). Moreover, the
covariances of the state and process noise Qi and Rj are
chosen to be I, and Iy, respectively. Let the error covariance
of the initial state Py be 101 . For the following simulations,
we also fix N = 20 and L = 8 in which L, =3 and L, =5,
and v = 8 = 0.001.

Figures 1 shows the impact of the dimension M on the
privacy-utility tradeoff at current time step. The variance for

public state is defined as Tr ({Pkl k] > and that for private
PP

state is Tr ([lf’kk} ) Here, k goes from 0 to 10, and the
q,q

results shown in Figures 1 are obtained after 10 time steps.
Two values of M i.e. M = L, and M = N — L, are critical
because it can be proved by Weyl’s inequality (due to lack of
space we will skip the proof) that W, defined in the solution
to (P1) has L, number of positive eigenvalues, L, number of
negative eigenvalues and N — L number of zero eigenvalues.
Therefore, the subspace spanned by L,, eigenvectors associated
with the L, largest eigenvalues captures all public information,
while the subspace spanned by L, eigenvectors associated with
the L, smallest eigenvalues retains all private information.
Figures 1 shows that both public and private variances will not
change in the interval of L, < M < N — L,. However, if M
is smaller than L, not all public information will be captured
thus rendering higher public variance. If M is greater than
N — L, some private information will be included thus private
variance is decreasing from M = N — L, + 1 onwards. Above
observations suggest that A should be chosen between L, and
N —L, for solving (P1). Note that if M = N, then Cy, (or Uy,)
becomes a square matrix (no data compression anymore) and
it degenerates to the original Kalman filter which preserves no
privacy.
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Fig. 1. By solving (P1), public and private variances at current time step
vs. transformation dimension M, with N = 20, L, = 3 and Ly = 5. The
results are obtained after 10 time steps.

In Figure 2, we study how different M affect problem
(P2). The variances at the current time step are defined as
same as those in Figure 1. The public and private vari-
ances predicted for next time step are defined, respectively,

as Tr <{1~)k+1|k:| > and Tr {Pk+1|k:|
p,p 4,9

how M affect the privacy-utility tradeoff over two time
steps, we need to look into the distribution of eigenvalues
of Wy 11 which is a sum of Wy and €W, where
€ is set to 100. It can be proved by Wely’s inequality that
Wy, k+1 has min(2L,, L) number of positive eigenvalues and
L — min(2L,, L) number of negative eigenvalues and the
remaining N — L number of eigenvalues are zeros. Recall that
L, =3 and L, = 5 in our setting. Figure 2 shows that the
variances for both public and private states keep unchanged
for M between 2L, = 6 and N — L, + L, = 18, and all
public information will be captured if M is greater than 2L,
and some private information will be captured if M is greater
than N — L, + L, = 18. Therefore, we should choose M
between 2L,, and N — L, + L,, for solving (P2).

In Figure 3, we study the tradeoff between gy, (privacy-
utility tradeoff at current time step) and gy 41, (privacy-utility
tradeoff predicted for next time step) in (P2) by varying the
Lagrange parameter e from 0 to 10000. Now M is fixed at
N — Ly + L, = 18, and the results shown in Figure 3 are
obtained after 10 time steps. When ¢ is small, the tradeoff
between gy, and gi4 1), is not obvious since the impact of
gk+1|k is negligible. From e¢ = 100 onwards, the difference
between public and private variances at the current time step
starts shrinking indicating worse privacy-utility tradeoff at
current time step, whereas the privacy-utility predicted for next
time step is improving because the predicted public variance
remains almost unchanged while the predicted private variance
is increasing.

. To understand

V. CONCLUSION

In this paper, we have formulated two privacy-preserving
problems in a dynamical system. Problem (P1) balances the
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Fig. 2. By solving (P2), public and private variances at current time step and
predicted for next time step vs. transformation dimension M. The Lagrange

€ in (P2) is set to 100, and N = 20, L, = 3 and Ly = 5. The results are
obtained after 10 time steps.

10

Public, at current time step
Private, at current time step
— — Public, predicted for next time step
— — Private, predicted for next time step

Variance for state estimation
(9]

10t 10° 10t 10% 10° 10*

Fig. 3. By solving (P2), public and private variances at current time step and
predicted for next time step vs. Lagrange parameter €. Here, M is chosen to
be N — Ly + L, = 18. The results are obtained after 10 time steps.

estimation of public state and that of private state at cur-
rent time step, and problem (P2) balances them over two
time steps. Both problems are formulated based on recursive
Bayesian Cramér-Rao bound and optimized over a linear
transformation matrix. These two optimization problems can
be reformulated as eigenvalue decomposition problems, thus
resulting in closed-form solutions. Simulations suggest that
M should be chosen in [L,, N — Lg| for solving (P1) and
[min(2L,, L), N — L + min(2L,, L)] for solving (P2). The
impact of € on current and predicted privacy-utility tradeoffs
are numerically studied.
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