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Abstract—There is a recent rise of interest-based social networks
(e.g., Pinterest and Goodreads), which connect users by relations
based on shared interests. In these networks, links between users
manifest from selecting common interests from a pool of available
interests. For example, two users may establish a link on Pinterest
because of both liking dog photos, or on Goodreads due to reading
the same novel. In this paper, we introduce a random graph model to
represent an interest-based social network, in consideration of users’
shared interests as well as their friend relations. More specifically, the
graph model is the result of superimposing an Erdds—-Rényi graph
(representing friendships) over a uniform random d-intersection
graph (representing common interests). We present critical condi-
tions of the model parameters so that the network is connected. Our
connectivity results are useful to understand interest-based social
networks and particularly beneficial for publish-subscribe services
in these networks. The formally-proved results are also confirmed
via experiments.

Index Terms—Social network,
random graph, topology.

common interest, friendship,

I. INTRODUCTION

In typical online social networks, users are linked by symmet-
ric friend relations [1] and can define circles of friends (viz.,
Google+) [3]-[5]. We view a user’s circle of friends as the group
of friends who share a common interest. A basic common interest
between two friends can be represented by their selection of
a number of common objects from a large pool of available
objects. For example, two friends may pick the same set of
photos to like from Pinterest’s pool, the same books to read from
Goodreads’s pool, the same songs to listen to from Spotify’s pool,
or the same videos to watch from Youtube’s pool, or the same
games to play from Playfire. Identifying friends with common
interests in a social network enables the implementation of
large-scale, distributed publish-subscribe services which support
dissemination of special-interest messages among the users [6],
[7], [12]. Such services allow publisher nodes to post interest-
specific news, recommendations, warnings, or announcements to
subscriber nodes in a wide variety of applications ranging from
online behavioral advertising (e.g., the message may contain an
advertisement targeted to a common-interest group) to social
science (e.g., the message may contain a survey request or result
directed to a special-interest group).

Jun Zhao obtained his PhD from Carnegie Mellon University, Pittsburgh, PA,
USA. He is now a postdoc jointly with Arizona State University, Tempe, AZ,
USA, and Princeton University, Princeton, NJ, USA.

This research was supported in part by Arizona State University, by the U.S.
National Science Foundation under Grant CNS-1422277, and by the U.S. Defense
Threat Reduction Agency under Grant HDTRA1-13-1-0029. This research was
also supported in part by CyLab and Department of Electrical & Computer
Engineering at Carnegie Mellon University.

978-1-5090-4117-6/17/$31.00 ©2017 IEEE

3704

Consider a social network of n users. The common-interest
relation in the network induces a graph G, where each of the n
users represents a node in G and two nodes are connected by an
edge if and only if the users they represent are common-interest
friends. The relevance of the connectivity properties of G in the
context of large-scale, distributed publish-subscribe services can
be seen as follows. Each publisher as well as each subscriber
represents a node in G. When publisher v, posts an interest-
specific message msg, each node v, in v,’s circle of common-
interest friends receives msg and posts msg to its own circle
of common-interest friends, unless msg has already been posted
there recently. This process continues iteratively. Obviously, the
global dissemination of message msg can be achieved if and only
if there exists a path between v, and each subscriber among the
other (n — 1) nodes of G, which happens if G is connected, since
connectivity means that any two nodes can find at least one path
in between. Furthermore, even if at most (k — 1) users leave the
network, k-connectivity of G assures the availability of message-
dissemination paths between any two remaining nodes, since k-
connectivity is defined such that the network remains connected
despite the removal of any (k — 1) nodes [9] (removing nodes
also remove their associated edges).

A possible way to construct the graph G on n users is as
follows. Suppose that there exists an object pool P,, consisting of
P,, objects and that each user picks exactly K, distinct objects
uniformly and independently from the object pool; i.e., each
user has an object ring consisting of K, objects (we index
the parameters by n to study the scaling behavior when n gets
large). Two friends are said to have a common-interest relation
if they have at least d common objects in their object rings.
The topology induced by common-interest relations, denoted by
Ga(n, Ky, Pp,), is known in the literature as a uniform random d-
intersection graph [10], [11], [13]. In order to model the friendship
network, we use an Erdds-Rényi graph model as in a few prior
studies [14], [16]-[18]. Although this model is simple, we will
show that when it is coupled with common-interest relations,
the induced analysis becomes quite involved. A future direction
is to consider more complex models. Under the model of an
Erd6s-Rényi graph to represent the social network, any two users
in the network are friends with each other with probability f,
independently from all other users. As a result, the graph G to
model the common-interest-based subgraph of the social network
becomes the intersection of an Erd6s-Rényi graph G(n, f,,) and
a uniform random d-intersection graph G4(n, K,,, P,,), where the
intersection of two graphs GG; and G2 defined on the same node
set has the following meaning: two nodes have an edge in between
in G1 NG> if and only if these two nodes have an edge in G
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TABLE I
Different constraints and their induced graph topologies.

Constraints

Induced graph

interest-based relations:

each user selects K, interests uniformly at random from the same pool of P, interests; Ga(n, Kn, Pp)
two users establish a common-interest relation if and only if they share at least d interests.
social friendships: Gn, f)
two users are friends of each other with probability f,,. o
link failures:
G(n, gn)

the link between two users fails with probability 1 — g,,, and remains with probability g,,.

interest-based relations & social friendships & link failures:
our studied system model in consideration of these three types of constriants.

Gd(n7Kn7P’n7 fn:gn)

and also have an edge in G5. We denote the above graph G by
Ga(n, Ky, Py, fr) to elipticity express its parameters; i.e.,

Gd(n7KnaPnafn) = Gd(n7Kn7Pn)mG(n7fn) (1)

To consider the resilience of the interest-based social network
Gy(n, Ky, Py, fn) against link failure, we consider a simple
model where each link fails independently with probability 1—g,,;
i.e., under link failure, each link is preserved with probability g,,.
Link failure in social networks may result from adversarial attacks
[20], [21], [23], [24]. Then the graph model for the interest-based
social network under link failure is obtained by further superim-
posing an Erdds-Rényi graph G(n, g,,) over Ga(n, Ky, Py, fn).
Letting Gg(n, Kn, Pn, fn,gn) denote the induced graph model,
we obtain

Gd(nv Kn7 an fn: gn) - Gd(n7 Kn: P717 fn) N G(’IL gn) (2)
Substituting (1) into (2), we further have

Gd(nv Kna Pna fru gn)
= Ga(n, Kn, P,) NG(n, fo) NG(n, gn). 3)

Table I summarizes the graph notation.

We will study connectivity behavior of  graph
Gy(n, Ky, Py, frn,gn) when an arbitrary set of m nodes
can fail. Under node failure, we remove the failed nodes and
their associated edges from the graph. We will derive a zero—one
law for connectivity in Ggy(n, K., Py, fn,gn) in the presence
of node failure, where the zero-law (resp., one-law) shows
that the remaining graph is disconnected (resp., connected)
asymptotically. Our results enable us to answer the two key
questions for the design of a large-scale, reliable publish-
subscribe service: (1) what values should the parameters take in
order to achieve connectivity between publisher and subscriber
nodes in the interest-based network; and (2) how can reliable
message dissemination be achieved when links and nodes are
both allowed to fail. These failures could happen as a result of
discretionary user action (e.g., a node may decide not to forward
a particular message, or all messages, of a particular publisher);
or voluntary account deletion (e.g., Facebook account deletions
are not uncommon events [27]); or involuntary account deletion
caused by adversarial attacks [15], [28], [37] (e.g., Agarwalla
[28] shows that clickjacking vulnerability found in Linkedin
results in involuntary account deletion).

We organize the rest of the paper as follows. We detail the
analytical results as Theorem 1 in Section II. In Section III, we
provide experimental results to confirm Theorem 1. Subsequently,
we explain the basic ideas for proving Theorem 1 in Section V.
Section IV surveys related work. Finally, we conclude the paper
in Section VI

II. THE RESULTS

We present and discuss our results in this section. The nat-
ural logarithm function is given by In. All limits are under-
stood with n — oco. We use the standard asymptotic nota-
tion o(-),O(+), Q(:),w(-),O(:), ~; see [8, Page 2-Footnote 1].
Throughout the paper, m and d are positive constant integers so
they do not scale with n. The notation P[€] denotes the probability
that an event £ happens.

Theorem 1 below presents a zero—one law for connectivity
in graph Gy4(n, Ky, Py, fn, gn) under node failure. Note that g,
(more precisely, its complement 1 — g¢,,) in Gg(n, Ky, Pn, fn, gn)
already encodes link failure. The zero-law means that the prob-
ability of connectivity asymptotically converges to 0 under some
conditions and the one-law means that the probability of connec-
tivity asymptotically converges to 1 under some other conditions.

Theorem 1. For a graph Gy(n, K., Py, fn, gn) which models an
interest-based social network under link failure, if there exists a
sequence oy, with limy, o v, € [—00, +00] such that

Fo- Gn - i (Iin) (Zé;i:) _ Inn+mlnlnn + «, @

= (&) n ’

then it holds under P,, = Q2(n) and I;’f = o(1) that

Ga(n, Ky, Py, fn,gn) is connected

nh—>n;c [even after an arbitrary set of m nodes fail. )
0, i lim a, = —oq, (6a)

_ n—00
1, if lim a, = oo (6b)

n— 00

It is straightforward to show that the left hand side of (4) equals
the edge probability of G4(n, Ky, P, fn, gn)- To see this, for two
users selecting K, interests independently from the same pool of

P,, interests, the probability that they share at least d interests
Kn(Pn—Kn
equals ng 4 #ﬁf”’“ In addition, f,, is the probability that

they are friends, an}glngn is the probability of a link being active.
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Theorem 1 shows that a critical scaling for connectivity ! v"}ir“"'"" ——m=0
in graph Gga(n, Ky, P, fn,gn) under the failure of m nodes E 0.8 ) -;’;0.8 A ¥ 2 5000
is that the left hand side of (4) equals mrtmininn = \hep g 06 "= 31%010 go.e ",,‘ ¥ . 4:(())
Ga(n, Kpn, Pp, fn,gn) is connected even after an arbltrary setof 2 ‘ Folazo 5 qﬁ M _

m nodes fail, we can equivalently say that G4(n, Ky, P, fn,gn) 504 f=04 5 04 & Yv‘ f=04
is (m + 1)-connected (i.e., k-connected for k = m + 1). 0.2 _% éo.z "\q LR

We discuss the practicality of the conditions P, = Q(n) and ms TSBJ A S,

™™ 50 55 60 65 94 18 22 26 3 34

2
I]g" = o(1) in Theorem 1. Both conditions are enforced here

merely for technical reasons, but they hold often in realistic social
network applications because it is expected [25] that the object
pool size P, will be much larger than both the number n of
participating users and the number K, of objects associated with
each user.

We explain the basic ideas for proving Theorem 1 in Section V.

III. EXPERIMENTAL RESULTS

We present experiments below to confirm our theoretical results
of connectivity. Since the experiments are for finite networks,
we suppress the subscript n in Gg(n, Ky, Py, fn,gn) to have
Ga(n, K, P, f,g). In the presence of node failure, we study the
connectivity behavior

o when the object ring size K varies given different m in

Figure 1-(a), where m denotes the number of failed nodes,

o when the object pool size P varies given different m in

Figure 1-(b),

o when the link-active probability g varies given different m

in Figure 1-(c), and
o when m varies given different K in Figure 1-(d).
For each data point, we generate 500 independent samples of
graph Gy(n, K, P, f,g) with m failed nodes, record the count
that the remaining graph is connected, and then divide the count
by 500 to obtain the corresponding empirical probability of
network connectivity. Moreover, in each subfigure, the vertical
line presents the critical parameter for connectivity based on
(4): the critical object ring size in Figure 1-(a), the critical
object pool size in Figure 1-(b), and the critical link-active
probability in Figure 1-(c). Namely, in Figure 1-(a), each the
vertical line stands for the minimum integer K* that satis-
. O

es fg- Y 2

(b), each vertical lme represents the maximal integer P* that
P*—-K

: 3 . K (5)( K—u ) Inn+mlinlnn _
satisfies f - g - > 4 = > . In Figure 1

n

. In Figure 1-

Inn+minlnn
n

(c), each vertica}(l ILHPK shows the probability ¢g* that satisfies
fog*- Zi(:d (.u)((g—u) — . om
g* for each line in Figure 1-(c) is less than 1 and hence is indeed
a probability.

In each subfigure, we clearly observe the transitional behavior
of connectivity, and the transition point is around the critical
parameter illustrated by the vertical line. Hence, the experiments
have confirmed our Theorem 1.

Inn+minlnn
n

, where the computed

IV. RELATED WORK

Graph Gy4(n, K, P,) models the topology of an interest-
based social network under full visibility, where full visibility
means that any pair of nodes have edges in between so the
only requirement for a link is the sharing of at least d interests.

object ring size K x 10
(@) (b)
1 ] 15
= =
=08 =08
z 2 7= 2000 \
€06 g 0.6l | P =10000 | 7 M
g g d=2 v 1
g 8 q
<04 S 04f [f=04 b ¥
. R g=07 ‘n '
2 2 ——K =170 \ ¥
202 ¥ - 502 _v-K =60 3 !
o i _E_ m = fdgo ol = K =50 =¥
0.1 0.14 018 022 026 0.3 0 500 1000 1500
link-active probability g m (number of failed nodes)
(© (d)

Fig. 1. We plot the connectivity probability of the network G4(n, K, P, f, g)
when m nodes are attacked and thus fail. Note that g (more precisely, its
complement 1 — g) in G4(n, K, P, f, g) encodes link failure.

Graph G4(n, K, P,) has been studied in the literature in terms
of connectivity [19], [29], k-connectivity [22], [30], [31], node
degree [26], [34] and k-robustness [2]. With s(K,, P, d) being
the edge probability of Gg4(n,K,, P,), it is shown in [29]
that under ¢;n/?(Inn)~1/¢ < P, < con'/4(Inn)?/5~1/7 for
some positive constants ¢; and c, with «, defined through
$(Kp, Pp,d) = '“"%, then G4(n, K,, P,) is disconnected

with high probability if lim, ,- ,, = —oo and connected
with high probability if lim, ., «, = oo, where an event
happens “with high probability” if its probability converges to

1 as n — oo. Bloznelis and Rybarczyk [29] extend the result
to k-connectivity, which is also studied in [22]. Other properties
of G4(n, K, P,) are considered as well in the literature. For
example, Bloznelis et al. [11] demonstrate that a connected
component with at at least a constant fraction of n emerges with
high probability when the edge probability s(K,, P, d) exceeds
1/n. When d = 1, graph Gi(n, K,, P,,) models the topology
of an interest-based network where two users only need to share
one interest to form an edge. For G1(n, K, P,,), its connectivity
has been investigated extensively [32], [33], [35], [36], [40]. In
particular, Di Pietro et al. [36] establish that under P,, > n and
%ﬂ ~ €% for a constant ¢ > 1, Gi(n, K,, P,) is connected
with high probablhty, where the relation f,, ~ g,, for two positive
sequences f,, and g, means lim, o (fn/gn) = 1; i.e., f, and g,
are asymptotically equivalent. Yagan and Makowsk1 [35] prove

that under P, = Q(n), with «,, defined by Zo- — mﬁ%,
then Gi(n,K,, P,) is disconnected with hlgh probability if
lim, o o, = —oo and connected with high probability if

lim,, 00 vy = 0.

Erd6s and Rényi [38] introduce the random graph model
G(n,pn) defined on a node set with size n such that an edge
between any two nodes exists with probability p,, independently
of all other edges. In a few prior studies [14], [16]-[18], graph
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G(n,pn) is used to model the topology of an online social
network. For graph G(n,p,), Erdés and Rényi derive a zero—
one law for connectivity in [38] and extend the result to k-
connectivity in [39]. Their k-connectivity result [39] is that with
v, defined through p, = 1“"+(k_1gllnlnn+a", then G(n,p,) is
not k-connected with high probability if lim,, . o, = —oc0 and
k-connected with high probability if lim,,,~ o, = 0.

Interest-based social networks have been studied in the lit-
erature [25], [41], [42], but existing studies often lack formal
analyses (in particular for connectivity under node and link
failures). In this paper, we model an interest-based social network
by superimposing the common-interest relations over a social
network, and then formally analyze its connectivity when links
and nodes are allowed to fail.

V. IDEAS FOR PROVING THEOREM 1

Below we present the ideas to prove Theorem 1. We will write
Ga(n, Kp, Py, fn,gn) as G, for notation brevity.

A. Confining |cu,| as o(Inn) in Theorem 1

To prove Theorem 1, we will show that an extra condition
|| = o(Inn) can be introduced. Specifically, in the full version
[43], we use the idea of graph coupling [44], [45] to show

Theorem 1 under |a,| = o(Inn) = Theorem 1.  (7)

B. Connectivity versus minimum degree

The probability in (5) equals P[G, is (m + 1)-connected. ].
Clearly, if a graph G is (m + 1)-connected, then the minimum
(node) degree of G is at least m + 1 [46]. Thus,

P[Gq is (m + 1)-connected. ]
< P[Minimum degree of G, is at least m + 1.] (8)

and

P[G, is (m + 1)-connected. |
= IP[Minimum degree of G, is at least m + 1.]
Minimum degree of G, is at least m + 1, ©)
but is not (m + 1)-connected.

Given (7) (8) and (9), we will complete proving Theorem 1
once we establish Lemmas 1 and 2 below.

2
Ky

Lemma 1. For a graph G, under P,, = Q(n), P = o(1),

Equation (4) and |ov,| = o(Inn), then
} {0, if lim a,=—00,10a)

. Minimum degree of G, n— o0
n—roo

is at least m + 1. 1, if lim a,=o00. (10b)
n— o0

Lemma 1 presents a zero—one law for the property of minimum
degree being at least m+1 in G, via (10a) and (10b). In the next
subsection, we explain the idea of proving (10a) and (10b) by the
method of moments.

Lemma 2. For a graph G, under P,, = Q(n), Ifgz = o(1),

Equation (4) and |cv,| = o(Inn), then

. Minimum degree of G, is at least m + 1,
lim P . =0.
n-yoo but is not (m + 1)-connected.

Lemma 2 is established in the full version [43].

C. Method of moments to prove results (10a) and (10b)

We prove (10a) and (10b) by the method of moments [47, Page
55] applied to the number of nodes with certain degree in G,,.

We let the n nodes of G4 be {v1,vs,...,v,}. With indicator
variables X, ¢, for i = 1,...,n defined by

Xn,e,; = 1 [Node v; is isolated in G,.]

1,

_ {07

then I, o denoting the number of nodes with degree ¢ equals

n
In,( = § Xn,l,i-
i=1

The minimum degree of G, is at least m+1 if and only if [, y = 0
for{ =0,1,...,m.

The method of first moment [47, Equation (3.10), Page 55]
relies on the well-known bound

if node v; in G4 has degree /,
otherwise,

1-FE [I'n,@] S P [I’IL,Z - O] ) (12)

where E [-] in this paper stands for the expectation of a random
variable, while the method of second moment [47, Remark 3.1,
Page 55] has its starting point in the inequality
E (I,
E [I./%]
Noting that the random variables xp, ¢.1, . . .
able due to node symmetry, we find

Plle=0]<1- (13)

s Xn,¢,n are exchange-

E [In,é] =nk [Xn,[,l} (14’)
and
E [LL,KQ] =nk [Xn,l,12] + TL(TL - I)E [Xn,é,lX’n,Z,Q}
=nk [Xn,f.,l} + n(n - 1)E [Xn,l,an,l,Q] ) (15)

where the last step uses E [xn.¢1%] = E[xn,e1] 88 Xne1 is a
binary random variable. It then follows from (14) and (15) that

E []"-[2] _ 1 n—1 . E [Xn,[.,an,Z,Q} (]6)
E[In,l]2 ’I”L]E[Xn’g’ﬂ n (E[Xm&lDQ .

The desired one-law (10b) means lim, oo P[I,, =0] = 1
for ¢ = 0,1,...,m under lim, , a, = oo. For { =
0,1,...,m, from (12) and (14), lim, ,P[l,,=0] = 1
will be proved once we show lim, (nE [Xn,e,l]) = 0.
The desired zero-law (10a) follows from a stronger result

limy, 00 P [Zn,;m = 0] = 0 under lim,,_,~ o, = —00. From (13)
and (15), we will obtain lim,,_, o P [, = 0] = 0 once deriving
liny, o0 (B [Xnma]) = oo and % < 1+4o0(1). The
remaining details are given in the full version [43].

VI. CONCLUSION

In this paper, we present a zero—one law for connectivity in an
interest-based social network against node and link failures. The
network is modeled by composing a uniform d-intersection graph
with two Erd&s—Rényi graphs, where the uniform d-intersection
graph characterizes common-interest relations and the Erd&s—
Rényi graphs capture friendships and link failures. Experimental
results are shown to be in agreement with our theoretical findings.
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