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ABSTRACT

We design jamming resistant receivers to enhance the rdsst

of a massive MIMO uplink channel against jamming. In the tpilo

phase, we estimate not only the desired channel, but als@uine
ming channel by exploiting purposely unused pilot sequendée
jamming channel estimate is used to construct the lineaivedil-
ter to reduce impact that jamming has on the achievable. rates
performance of the proposed scheme is analytically and ricatly
evaluated. These results show that the proposed schently gmea
proves the rates, as compared to conventional receiversedver,
the proposed schemes still work well with stronger jammioger.

Index Terms— Massive MIMO, jamming attack, receive filter.

1. INTRODUCTION

As a promising candidate for the emerging 5G wireless commu

nication networks [1,2], massive multiple-input multigdatput

(MIMO) has recently received a lot of research attention.isTh

technology has demonstrated unprecedented spectra¢etiies by
serving many tens of users on the same time-frequency @sour

Base station
Jammer

Fig. 1. Massive MIMO uplink under a jamming attack.

However, jamming is not noise-like since the desired chbesg-
mate is correlated with the jamming channel.

In this work, we propose jamming resistant receivers toeehi
robustness of the massive MIMO uplink against jamming &fac
In particular, we construct the receive filters using notydghke de-
sired channel estimate but also an estimate of the jammiagneh.
To this end, we exploit purposely unused pilot sequenceihndre
orthogonal to the pilot sequences assigned to the userstitoate
the jamming channel. The estimate of the jamming channedas u

The physical layer security aspects of massive MIMO are relay, gesign receive filters that reject the jamming signal. \Wesider

tively unexplored. While massive MIMO is robust againstgiees
eavesdropping [3], active jamming attacks is an issue. M@ e
pilot contamination caused by jamming leads to a signifipanfor-

two different receive filters, which are motivated by theantional
linear minimum mean square error (MMSE) and zero-forcing)(Z
filters. In order to evaluate the performance of the propsseémes,

mance loss [4]. Although jamming exists and has been idedtifi ho achievable rates are analyzed and closed-form laaje-ap-

as a critical problem for reliable communications, there anly a

proximations are obtained. Simulation results are alsoigea to

few works focusing on the jamming aspects in massive MIMO [3_verify our analysis.

6]. For instance, the authors of [3, 4] consider secure tnésson in
a downlink massive MIMO, in the presence of attackers capabl
jamming and eavesdropping. Optimized jamming is consdiére

2. PROBLEM SETUP

uplink massive MIMO in [5], which shows that a smart jammen ca \We consider a single-user massive MIMO uplink consisting BfS,

cause substantial jamming pilot contamination that deggide sum
rate. The paper [6] investigates the artificial noise-aidedming
design for a massive MIMO transmitter in Rician fading chelan
Pilot contamination appears when the pilot signal, tratteahi
for estimation of a user channel, is interfered by anothgmadi[1].
The typical effect is that the base station (BS) cannot usesti-
mated channel to coherently combine the desired signdlpwitalso
coherently combining the interference. Pilot contamiratietween
legitimate users of the system is a challenge in massive MIM®
can be handled by pilot coordination across cells [7] or Ipl@iing
spatial correlation [8, 9]. The problem with jamming pilatndam-
ination is more difficult to deal with, because the jammeeratits
to create maximum pilot contamination rather than minim&nce
the structure and properties of the jamming attack is lichigetypi-
cal approach to deal with jamming signals is to treat thenddgiae
noise and design the transceivers as if there was no jammjiag. [
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a legitimate user and a jammer as depicted in Fig. 1. We assume
that the BS is equipped with/ antennas, while the legitimate user
and the jammer have a single antenna each. This basic mquel ca
tures the main principle of jamming, and can be easily gdizech

to having multiple legitimate users.

Let us denoteh € CM*! andg € CM*! as the channel
vectors from the legitimate user and the jammer to the B®e®s
tively. We assume that the elementsloére independent and iden-
tically distributed (i.i.d.) zero-mean circularly-symtrie complex
Gaussian (ZMCSCG) random variables, il.~ CN (0, Bulnr),
where 3, represents the large-scale fading. Similarly, we assume
g ~ CN(0, B;In), whereg; is the large-scale fading. The channels
h andg are independent.

We consider a block-fading model, in which the channel resai
constant during a coherence blockib§ymbols, and varies indepen-
dently from one coherence block to the next. The commuminati
between the legitimate user and the BS follows a two-phasestr
mission protocol. In the first phase (pilot phase), the iegite user
sends pilot sequences to the BS for channel estimation.elseh-
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ond phase (data transmission phase), the legitimate wms&sntits  unknown, we will later show that only depends on the correlations

the payload data to the BS. We assume that the jammer attaeks tof s; and the legitimate pilot sequences, which can be estimatad w

system both in the pilot and data transmission phases. high accuracy based on the received pilot signal’s powemnwlias
large. We also stress that the receiver processing propostha

2.1. Pilot Phase next section will not exploit any instantaneous knowledfs;o

During the firstr symbols of a coherence block  T), the user
transmits a pilot sequencg of lengthT symbols. This pilot orig-
inates from a pilot codebook containingr orthogonal unit-norm
vectors. We assume thatis larger than the number of active users
which in this cases means that> 2. We further assume that the
legitimate system uses a pilot hopping scheme such thaathegr
cannot know the user’s current pilot sequence. Therefbeejam-
mer randomly chooses a jamming sequesjagniformly distributed
over the unit sphere. By sending the jamming sequeneeC™**, 3.1. Channel Estimation

; o el . ; .
which satisfies|s;[|” = 1, the jammer hopes to interfere with the |, ger o estimate the desired chanhethe received pilot signal

channel estimation. , ] ] Y. is first correlated with the user’s pilot sequemsgeas
Accordingly, the received signal atf antennas of the BS in

3. CHANNEL ESTIMATION AND JAMMING RESISTANT
FILTER DESIGN

" The achievable rate in (5) highly depends on choice of recidier
a. In this section, we consider two different receive filtevhjch are
constructed based on not only the estimate of the desirethehbut
also on an estimate of the jamming channel.

symbol times of the pilot phase can be stacked and given by yvi = Yise = /Tpeh + /_thsfs,jg + Nysi. @
Y. = \/7pihs, + /Tqgs] + N, (1)  The linear MMSE estimate df givenys is given by [10]
whereY, € CM*7 p, andgq; are the transmit powers of the user h=cuyt 2 ath + asg + ny, (8)
and jammer during the pilot phase, respectively. The additbise
B MXT ; HH T u *
matrix N, € C"*7 is assumed to have i.i.dN (0, 1) elements. wherec, = Y et vuf;fBjH, o1 = Cuy/TPr, Q2 = Cu /—thszsu, and
. . 2
2.2. Data Transmission Phase ny ~ CN/(0, cyIn).

As we can see from (8), the desired channel estirhatecor-
related with the jamming channg} i.e., E{g"h|s;} = Ma2p;.
Without the knowledge of the jamming channgl the receive fil-
ter a is generally chosen as a linear functiontof One example is

During the las{7T" — 7) symbols of a coherence block, the user trans-
mits its payload data to the BS and the jammer continues ¢ofare
by sending a jamming signal. Let us denoteaby(E{|z.|*} = 1)
andz; (E{|z;|*} = 1) the transmitted signals from the user and the

jammer, respectively. The receivad x 1 signal at the BS is maximal ratio combining (MRC) witla = h. Any such receive fil-
ter, which is correlated with the jamming channel, also dfieglthe
Ya = /pahxy + \/qagz; + na, (2)  jamming signal and thus degrades the rate [4].

. . In order to mitigate the effect of the jamming, we propose to
wherepq andgq are the transmit powers of the user and the jammegesign the receive filter based on batrandg. However, sincea
in the data transmission phase, respectively. The noigenegis  angg are not available at the BS, we can construct receive filters
assumed to have i.i.dN(0,1) elements. using their estimates instead. Recall that there is at tgwstinused
To detectr,,, the BS uses a linear receive filter as follows: pilot sequence in the system, which is orthogonal to the'sipéot
_ _H. H H_ H su. By projecting the received pilot signd; onto this unused pi-
y=a'ya=paa hr.+/gaagr+atng, @) g sequence, the user's pilot signal is eliminated, legnanly the
wherea € CM*1 is the receive filter, which will be carefully se- j2mming signal (and noise). The resulting signal is
lected in the next section to reject the jamming.

The received signal in (3) can be rewritten as
B Hy o Hy oo Hyle wheresy is the unused pilot sequencg, s = 0, b = /7qis] si,
y = vpaE{a" h|s;}zu + /pa(a” h — E{a" h|s;})z.+ andny ~ CN(0,Ia). This is an estimate of the jamming channel.

H H —~
Vaia©T gz +ang.  (4) Based on the estimatésandg, we will construct two receive
filters, which are inspired by the conventional MMSE and Zfefg.

g = Yisg £ bg + no, 9)

By treating, /paE{a’ h|s;} as the deterministic channel that the de- -
sired signal is received over and treating the last threesg¢which ~ 3.2. MMSE-type Receive Filter
are uncorrelated with,) as worst-case independent Gaussian noise

an achievable rate for the massive MIMO uplink is First, we consider the MMSE receive filter, which is optimdiem

the receiver has perfect CSI. We rewrite the received sign@) as

-
R = (1— f) Esj {10g2 (1+P)}7 (5) Va = /pdhl’u+\/q_d§l’j + /pdeul’u+\/q_dej$j+nd,
where palE{ahs;}|? wheree, = _h—ﬂ ande; £ g—garethe desired ar/ld jamming chan-
p (6) nel estimation errors, respectively. By treatwg= | /paewru +

= Hhla. Hel2 g 2.
pavar {af'h|s;} 4 qaE{|af g|?[s;} + E{||al|?[s;} /gaejz; + nq as equivalent uncorrelated additive Gaussian noise,

is the effective signal-to-interference-and-noise ré&itNR). an MMSE-type of receive filter can be obtained as

We note that the effective SINRin (6) is conditioned om;. In _1
order to realize the achievable rate in (5), the BS needsdwkhe Arnmse = (ggH + E) fL (10)
numerator and the denominator @f Althoughs; is assumed to be qa

3620



MpaaipBs

Pmmse =< (11)
o/(agM)+1)? 252 2 2 5 o 1BI2Bi+ (o /(gaM)+1)2
M (o’/(qdkf)+'yj) qalaz| Bj + (0415u(pdﬂu +1) + i + |o2|?5; (o /(@ad)+7;)2 )
Mpaal B2
put = pacif (13)

32 )
Maalazl?Zs + (03Bu(paBu+ 1) + & + azf222 )
J

whereV is the covariance matrix of the signal associated with esti-

mation errors plus noise, i.e.,
U = E{ww} = o1,

whereo = pafu(l — cuy/TPr) + qa(Bi(1 + ¢¢) +1) + 1.

Note that our setup includes jamming pilot contamination,
which makes the equivalent noise correlated with the estimated
channelsh andg. The receive filter in (10) is thus no longer a true
MMSE filter, i.e.,ammse May not be optimal. Thus, we call,mse
an “MMSE-type” receive filter.

Moreover, whera = ammse, the effective received SINR in (6)
can be evaluated as in the following proposition.

Proposition 1. Assume that the MMSE-type receive filter is used
then a large-scale approximation of the effective SINR vemiin
(11), wherey; = |b]?3; 4 1 and < denotes asymptotic equivalent re-
lation, i.e.,f1[M] = fo[M]is equivalent tof, [M]— f2[M] "= 0.
The proof of Proposition 1 is given in the appendix. From (11)
we can see that whel!/ — oo, the effective received SINR con-
verges to a finite limit. However, as we will show in the nuroati
results, the proposed receive filters can remarkably retheceffect
of the jamming attack.

3.3. ZF-type Receive Filter

Although the MMSE-type receive filter in (10) is a linear filte still

has high complexity, especially in large systems sinceviblires a
matrix inversion operation. We next consider a simplerixectter,
which does not require the matrix inversion operation. Mu#d
from the fact that the jamming signal is the main source ddrfietr-
ence, we consider a receive filter that focuses on nullingatinening
signal, i.e., a ZF-type of receive filter.

Based on the estimated chanrﬁlandg, a ZF-type receive filter
can be obtained as
)5

a = (IM -

which projectshA orthogonally tog. Whena = a,¢, the effective re-
ceived SINR in (6) can be evaluated as in the following prajms

~~H

gg
25 (12)
gl

T=3, 0=
— 7ZF-type, Anal.
%  ZPF-type, Simul.
—-—- MMSE-type, Anal.
O MMSE-type, Simul.
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~

-+ Conv. MRC, Simul.
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Fig. 2. Achievable rates for varying number of antennas.

4. NUMERICAL RESULTS

In this section, we numerically evaluate the achievablesraf the
massive MIMO uplink with different receive filters, includj the
proposed jamming resistant receivers. We consider a cobere
block of T' = 200 symbols,r = 3 andg, = f; = 1. For com-
parison, we also include the rate achieved by the traditibRC
receiver, that does not use the estingitee.,a = amc = h [5].

Fig. 2 shows the achievable rates versus the number of anten-
nas at the BS. As expected, the proposed receive filters loasta
jamming channel estimate can remarkably improve the padace
of the system, as compared to MRC. The achievable rates ftom o
analysis (curves with “Anal.”) are close to the Monte-Casim-
ulations (curves with “Simul.”), and will be asymptoticalequal.
Moreover, we can see that the ZF-type receive filter workiquar
larly well and outperforms the MMSE-type receive filter. §shows
that in massive MIMO, where the jamming effect is criticafagor-
able receiver solution is to focus on nulling the jammingnaig

Next, we exemplify the effect of the jamming pilot power oe th
system performance. Fig. 3 illustrates the achievable @teording
to the values of jamming attack powey. We fix the user’s trans-

Proposition 2. Assume that the ZF-type receive filter is used, themit powers agp; = pq = 5 dB, and vary the jammer’s transmit

a large-scale approximation of the effective SINR is givefiB).

The proof of Proposition 2 is similar to the proof for Proposi
tion 1, which is omitted for brevity. We note that when the rngm
of antennasM — oo, both the received SINRs with MMSE-type
and ZF-type receive filters converge to the same finite valeg,

202 2

lim p lim e 2 p Pac By
= = =

M — o0 mse Moo © asy qd|oz2|2ﬂj2

(14)

powersq: = qq from —20dB to 40 dB. As expected, the achiev-
able rate with the MRC decreases with the increase of the jagim
powers. However, it is interesting to see that the proposbdmes,
especially with ZF-type receive filter, still work well witstronger
jamming attacks. This can be explained by the fact that tioe pr
posed receive filters are constructed using the estimatestbfthe
desired channdh and the jamming channgl. When the pilot jam-
ming powerg; increases, it does not only degrade the quality of
the desired channel estimation but also improves the guafithe
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M =100, 7 =3, f, = 3 = 1, pr = pa = 5dB large-scale approximations that are tight when— oo:

.o
—— ZF-type, Anal. ~H -
EX W' (arh+asgen)™h )
et Conv. MG, S, Aj\g M .
- h'g ath +asg+n bg + no "
_ « T e A
Z a4t kS SN ~H H
z ' N g”h _ (bg + n2)*h ~0 (18)
E 3r Aa \\ M2 M
5 * o, lell” _
N B % M i (19)
“‘: ‘\\
1t %, Thus, it follows that*‘jj—l,h = 4,3, and
*, \\
I L L T * * bﬂ~= E Hh 2 2
%20 -10 0 10 20 30 40 I)dl{a]\4—72|sj}| = pdq—dzoc% B2 (20)
@ = qa(dB) 7

- The signal gain uncertainty terpyvar {a’ h|s;}
Fig. 3. Achievable rates for varying jamming powers.
By using the large-scale approximations in (15), (17), (&8¢

jamming channel estimation. Thus, the proposed receiesdittan  (19) it follows that
still work well if the improvement of the quality o overcomes H H

. S . a”h qacrr h™ h
the degradation on the quality &f Moreover, we can analytically i = T
observe that the effective SINR; in (13) converges to a non-zero a
value when the data jamming power tends to infinity as long as Thus,
the pilot jamming poweu:, grows with the same order. The detailed

. . . H 2 2

analysis is omitted here for the brevity. var {aMh Sj} - 5;;112var {hHh}
5. CONCLUSION _ qiad Mg — giad g2

) . ) . oMY g2 Y
A new jamming resistant receiver approach has been propossd
hance the robustness of the massive MIMO uplink against jagnm Therefore,
attacks. By exploiting purposely unused pilot sequendes jdm- " 5 o
ming channel can be estimated using the received pilot kigifee pavar {a”hls;} = pq 3 g2 (21)
results show that the proposed receive filters, which wemstcacted M2 oM

using the jamming channel estimate, can greatly reduceffibet ef
jamming attack and improve the system performance. Morgove
the proposed schemes still work well when the jamming powegs By following similar steps as for the desired signal termewh
large. Due to the critical effect of the jamming signal, a®Be 5/ ", we have

receive filter, which focuses on nulling the jamming sigrsahifa-

vorable solution. However, due to the presence of the jampillot allg _qd «
contamination, the optimal receive filter is an open probthat is ™M T ?aQﬁj
left for future research.

- The jamming terngaE{|a’’ g|?|s;}

o/(Mga) + 1
a/(Mqa) +;

and

6. APPENDIX — PROOF OF PROPOSITION 1 q@E{|la"g|?|s;} _ q_g ( o/(qaM) +1 )2 |Oé2|25~2 22)
When the MMSE-type receive filter is used, i.a.,= ammse = M? 0% \o/(qaM) + !

—1 <

(ggH + %INI) h, the terms in (6) can be calculated as follows. - The noise terni{||al|*|s;}

* The desired signal t E{a’h|s;}|?
e desired signal terma |[E{a" h|s; }| Once again, by following similar steps as for the desiredaig

Let us consider term, whenM — oo we have
a’h _ b7/ . o - E{llal*s;} _ g4 ( 2 2 2 Iblzﬁﬁ(a/(qu)Jrl)Q)
—F = —=F —I h — =X wtcy+ j .
M M (gg - qa M) M a? crfutentlozl™hy (0/(gaM)+;)?
_ b ( . ﬂ) h
M o o/qa + ||g|? Substituting (20), (21), (22), and (23) into (6) we obtaif)(1
o~ +H& gH
_gqah"h g "EES (15)
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