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ABSTRACT

Video data security is one of the most research topic in the recent
years. It is widely used in the multimedia applications such as video-
conferencing, Video on Demand and Pay-TV services. Although
many video encryption methods and objective measurements have
been employed, few real time schemes and no subjective studies
have been proposed. In this paper we investigate a set of selective
video encryption schemes by encrypting only a few parameters in
HEVC video streams. Firstly, we carried out an in-depth subjective
study of three proposed selective HEVC video encryption schemes.
A panel of observers has participated in this test campaign in order
to evaluate the degree of visibility of the encrypted videos at differ-
ent bitrates. Experimental results are presented and analysed, show-
ing therefore that two proposed selected encryption schemes allow
a high perceptual security level by masking the whole details of the
video content, while the third scheme achieves a high security level,
with a content nearly unidentifiable. In addition, subjective scores
can be used as ground truth for assessing selective video encryption
methods, instead of classical objective signal-based metrics, which
are not correlated with human judgment.

Index Terms— selective video encryption; HEVC standard,
subjective visual security assessment.

1. INTRODUCTION

Multimedia services over the Internet have been significantly in-
creased in the last decade due to the tremendous progress in digital
image and video technologies. Application service providers have
for objective to guarantee that the received content will be of good
quality. However, multimedia signal (audio, image, video) under-
goes a digital processing, from its production to its restitution, aim-
ing to adapt its content to the transmission channel and end devices.
Consequently, ensuring a high multimedia content quality is nowa-
days a real challenging topic.

The latest video coding standard, named HEVC, for High Effi-
ciency Video Coding, has been gradually adopted in many applica-
tion systems, since it allows up to 50% bit-rate reduction for equal
perceived quality compared with its predecessor H.264/AVC video
coding [1].

Despite the coarse consumption of video content over the In-
ternet, a huge work has been devoted to its protection and access
control (security and confidentiality). Two main methods, based on
security level, can be considered for video content protection: cryp-
tographical security and perceptual security [2]. The first method
consists of measurement of security against attacks that try to recov-
ery the plaintext of the encrypted video. Encryption algorithms such
as Advanced Encryption Standard (AES) and Rivest Cipher 4 (RC4)
are the mostly used standards for this purpose [3]. This method al-
lows the process of the whole video as a unique data without taking
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into account the structure of the compressed video [4]. Therefore,
the encryption and description princesses are becoming more and
more cumbersome to realised (time and energy consuming). Conse-
quently, this method is not suitable for applications with real time re-
quirements. The second method, based on selective encryption, has
emerged as an effective alternative of the cryptographical security
method. It consists of measurement of security against perceptual
attacks that try to recover as much perceptual information as pos-
sible in the video content. The challenge therefore is to determine
what data should be selected for the encryption.

Different perceptual encryption methods, of various cate-
gories, have been proposed in the literature: DCT (Discrete Co-
sine transform)-based encryption [5, 6], DWT (Discrete Wavelet
Transform)-based encryption [7], Scalability-based encryption [8]
and Motion vector scrambling [9]. The majority of these studies
have strongly linked the degree of perceptual encryption with the
video quality levels. Therefore, Video Quality Assessment (VQA)
metrics have been widely used for assessing the visual encryption
security. Hence, in [10] authors have employed three objective
quality metrics in order to study the degree of visual security: im-
age entropy, structure distortion and spatial correlation. In [11]
only Correlation Coefficient (CC) has been used for encryption as-
sessment. Authors in [8] have used, however, two other objective
metrics: Peak Signal to Noise ratio (PSNR) and Encryption Quality
(EQ).

In order to obtain a best accurate measurement, several encryption-
oriented VQA metrics have also been proposed. Thus, few very-
specific metrics including Edge Similarity Score (ESS), Luminance
Similarity Score (LSS) [12], Similarity of Local Entropy (SLE) [13],
Encryption Quality (EQ) [14] and so one, have been developed. The
main drawback of these encryption-oriented metrics lies in the fact
that they focus on a specific parameter of the video and thus disre-
garding the multimodal aspect. In addition, no performance against
subjective encryption studies have been done. Basically speaking,
there were no studies have been carried out in order to asses subjec-
tively the degree of an encrypted video as can be perceived by the
end user. The objective measures, mentioned above, treat the video
sequence as a successive series of bits without taking into account
the human visual system perception.

This paper aims to cover these limitations by proposing an orig-
inal in-depth study involving subjective and objective measures of
an encrypted videos. First, we used an in-house perceptual selec-
tive encryption method by applying a new algorithm implemented
under the real time HEVC encoder for the encryption process. Then
we conducted a set of subjective encryption assessment experiments
through which different encryption configurations and quantification
parameters have been studied. A statical analysis and objective-
based comparison metrics were carried out in parallel.

In the following section, we describe the related work by briefly
introducing the HEVC standard and the main proposed selective en-
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Fig. 1. Three main steps in the CABAC

cryption methods.

2. RELATED WORK

2.1. HEVC standard

The High Efficiency Video Coding (HEVC) [15] is the latest video
coding standard finalized by the Joint Collaborative Team on Video
Coding (JCT-VC) in January 2013. As mentioned above, HEVC en-
ables a bitrate saving of 50% with respect to the Advanced Video
Coding (AVC) [1]. This gain is enabled by the new coding tools
introduced in HEVC such as the quad-tree based frame partitioning,
more accurate Intra/Inter predictions, Sample Adaptive Offset (SAO)
in-loop filter and the enhanced Context Adaptive Binary Arithmetic
Coding (CABAC). The selective and compliant encryption is per-
formed in HEVC at the arithmetic coding level. The CABAC en-
gine consists of three main steps: binarization, context modeling
and arithmetic coding [16]. First, the binarization step converts syn-
tax elements to binary symbols (bin). Second, the context modeling
updates the probabilities of bins, and finally the arithmetic coding
compresses the bins into bits according to the estimated probabil-
ities. Five binarization methods are used in HEVC namely Unary
(U), Truncated Unary (TU), Fixed Length (FL), Truncated Rice code
with an adaptive context p (TRp) and the k*"-order Exp-Golomb
(EGk) codes. The arithmetic coder can be performed either by an
estimated probability of a syntax element (context coded) or by con-
sidering equal probability of 0.5 (bypass coded). The three main
functions of the CABAC are shown in Figure 1. As illustrated in this
figure, the compliant selective encryption is performed between the
binarization and the arithmetic coding steps.

2.2. Selective encryption in HEVC

A number of selective encryption solutions have been proposed for
HEVC [8, 17, 18, 19]. Authors in [19] studied the impact, in terms
of both video quality and bitrate, of encrypting different HEVC pa-
rameters (ie. syntax elements). The encryption of a set of parame-
ters including Transform Coefficient (TC), TC signs, Motion Vector
(MV) differences, MV difference signs and delta Quantization Pa-
rameter (dQP) enables a high degradation of the video quality with
a slight increase in bitrate. Shahid et al. [18] proposed a selective
encryption solution for the HEVC video at constant bitrate. The
proposed solution encrypts a set of HEVC syntax elements includ-
ing TC, TC signs, MV differences and MV signs. The encryption
is performed at the level of the CABAC binstring (i.e., after the bi-
narization process of the CABAC). The binarization of the TC is
performed in the HEVC draft 6 ! through a combination of TRp
code and EGk code with & = 0 (EGO0). Authors in [18] proposed
an algorithm to encrypt the suffix of only TC that does not impact

!'The binarization of the residual has been changed in the HEVC standard.

Bitstream

the adaptive parameter p after encryption. Thus, this algorithm ful-
fills constant bitrate and format compliant encryption requirements.
Moreover, the AES algorithm is used, in Cipher Feedback (CFB)
mode, to encrypt the HEVC syntax elements. Therefore, the authors
in [18] proposed an algorithm to transform non-dyadic Encryption
Space (ES) to a dyadic ES to prepare the plaintext for AES-CFB
encryption. However, in some cases, the last bit suffix can not be en-
crypted (non-dyadic ES). The encryption of Region of Interest (ROI)
has been investigated by the authors in [17] based on the tiles repar-
tition in HEVC [15] through both selective and naive encryption of
the tiles within the ROL

In this paper we used the selective encryption solution that we
proposed in [8]. This solution encrypts in format compliant a set
of HEVC syntax elements including MV differences, MV signs, TC
and TC signs. A new algorithm has been proposed to encrypt all TC
in format compliant while maximizing the encryption space. This
solution is implemented in this paper under the real time HEVC
encoder named Kvazaar [20]. Therefore, the modified version of
the encoder, named secure Kvazaar, enables to encode in real time
and encrypt in format compliant and constant bitrate HD and UHD
HEVC videos.

The remainder of this paper is organized as follows. Section 3
introduces our subjective encryption assessment setup and illustrates
the test material, environment and methodologies. Obtained results,
statistical analysis and associated discussions are given in section 4.
Finally, this paper ends with some conclusions and ideas about future
works.

3. PERCEPTUAL ENCRYPTION EXPERIMENT

In order to evaluate, subjectively, the robustness of the used real time
selective encryption method, we have performed a set of subjective
encryption tests. They consist in evaluating the degree of percep-
tibility of visual content in the encrypted videos. Different con-
figurations (perceptual schemes) and quality levels (different QPs)
have been studied in this tests campaign. We present in this section
the global environment and the implementation process to perform a
such experience.

3.1. Experimental environment

The subjective evaluations were conducted in IETR laboratory
psychovisual room complying with the ITU-R BT.500-13 Recom-
mendation [21]. A display screen Full HD 40 inches Samsung
UE40F6640SS was used to visualise the video sequences. Thirty
three observers, 24 men and 9 women aged from 20 to 55 years,
have participated in this experiment. All the subjects were screened
for color blindness and visual acuity using Ishihara and Snellen
charts, respectively, and have a visual acuity of 10/10 in both eyes
with or without correction.

3.2. Test video sequences

Since video content can be a real attractive character, a set of video
sequences, from different categories, has been selected from MPEG
database®. The choice of these videos is mainly based on the color
content, movement and texture. Five original sequences, of 10 sec-
onds duration each and different resolutions (Classes) have been
used in the experiment, as given in Table 1. First, the video se-
quences are processed with the real time Kvazaar HEVC encoder

2This dataset is used by JCTVC MPEG Team in HEVC test conditions
for compression
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Table 1. The set of benchmark video sequences used in the experi-
ment

’ Class ‘ Resolution | Framerate Video
B 1920x1080 50 BasketballDrive,Cactus
D 1280x720 60 FourPeople
B 1920x1080 24 Kimono
E 416x240 60 BQSquare

Table 2. Example of rating scale used in the experiment.

Degree of Content Visibility ‘ Score ‘

Clearly Visible 5
Visible 4
Slightly Visible 3
Barely Visible 2
Completely Invisible 1

using three QP: 22, 27 and 32 in IPPP coding configuration. The
secure Kvazaar encoder performs both encoding and selective en-
cryption in three encryption schemes: {TC}, {TC signs} and {TC,
TC signs, MV, MV signs}. “TC’ means encrypt only the transform
coefficients, “TCs’ encrypts only the TC signs and the latest con-
figuration means encrypt the two previous parameters together with
MVs and MV signs. In the rest of paper, the latest configuration
will be named (All). Finally, these coding configurations, results in
45 encrypted video sequences: 5 originals x 3 QP x 3 selective
encryption schemes, are then used in the experiment.

3.3. Evaluation procedure

In our subjective quality assessment, the Double Stimulus Continu-
ous Quality Scale (DSCQS) method was used [21]. Each encrypted
video was presented twice to participants accompanied by its ref-
erence version (original). Participants were asked to numerically
quantify the degree of content visibility of the encrypted videos. In
other words, each participant must assign a visibility score to each
of the 45 test videos, according to a rating scale, given in the Ta-
ble 2, ranging from ‘1’: video content is completely invisible to ‘5’:
video content is clearly visible . At the end of each test condition, a
dedicated Graphical User Interface (GUI) is displayed on the screen
for about 10 seconds during which the observer gives and then con-
firms its judgement. At the beginning of the experiment, additional
sequences were introduced in order to stabilise the opinion of the ob-
servers (these sequences will not be taken into account for the final
data processing). To eliminate the memory effect, video sequences
were mixed in such a way that two successive sequences must be
from different categories, configuration and quality levels.

3.4. Experiment data processing

The first step in the results analysis is to calculate the average score
of Mean Opinion Score (MOS) for each video used in the experi-
ence. This average is given by equation 1.

N
1
MOSjk = stijk (H

=1

where s;;1, is the score of participant ¢ for degree of visibility j
of the sequence k£ and NV is the number of observers.
In order to better evaluate the reliability of the obtained results, it
is advisable to associate for each MOS score a confidence interval,
usually at 95%. This is given by equation 2. Scores respecting the
experiment conditions must be contained in the interval [M OS;), —
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4. RESULTS AND ANALYSIS

4.1. Selective Encryption-based subjective scores

The subjective scores of all participants, collected through the
dedicated GUI, have been used for the perceptual encryption mea-
surement. Figure 2, represents the perceived degree of visibility
(expressed by MOS) of different selective encryption schemes for
QP=22, QP=27 and QP=32. It shows that subjects scores range
generally between 3 (slightly visible) and 1 (completely invisible)
point, depending on the selective encryption schemes. This implies
that the human visibility is very significantly reduced when encrypt
only the TC by the proposed secure Kvazaar encoder. In fact, ‘3’
point in the used rating scale means that the video content is slightly
visible. Otherwise, subjects can only recognize the global context
(sport, film, nature) without seeing any detail of the presented video.
The same results can also be noticed when encrypting only the TCs
with a slight MOS variation depending on the video content and the
used QP.

The behaviour changes completely by applying the third encryp-
tion scheme (All). Indeed, the subjects scores vary between ‘Bearly
Visible’, 2’ and ‘Completely Invisible’, ‘1’. The ‘2’ point in the
rating scale means that subjects can scarcely see a few things of
the video (without being able to recognize the global context of the
presented video). These latest results depend strongly of the video
classes (resolutions). As we can see in the figure 2, video content
‘BQSquare’ (Classe E) is completely invisible by the whole sub-
jects, with M OS ~ 1, with very few variations depending on the
used QP. In addition, ‘BasketballDrive’ shows high visibility scores
in both TC and TCs selective encryption schemes due to its strong
movement character. Curves of this video are dramatically decreased
when encrypting the motion vector MV in the latest configuration
(AlD).

4.2. Selective Encryption-based objective metrics

Figure 3 illustrates the average performance in terms of SSIM
(Structural SIMilarity) metric [22] of the three proposed selective
encryption schemes at QP=32 (same behaviour for the other QPs).
According to this figure, SSSIM is decreased according to the used
selective encryption scheme. Using the (ALL) configuration, the
SSIM value is less than 0.4 depending on video content and res-
olution. In terms of content quality, this value indicates that the
quality of video content is very degraded. Unlike results given in
Figure 2, selective encryption schemes TC and TCs showed results
significantly different. In fact, the curves decrease in a significant
manner, thereby obtaining a gain greater than 20%, depending on
video resolution. These results remain quite different from the
obtained subjective findings (there are no significant differences
between schemes TCs and All).
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Fig. 2. Subjects visibility scores including 95% confidence intervals for (a) QP=22, (b) QP=27 and (c) QP=32.
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Fig. 3. Average SSIM for the whole dataset, at QP=32.

Another security measure, based on SSIM metric, is generally
used to evaluate the encrypted content security: the Structure Dis-
tortion (SD). This value, given by SD = 1 — SSIM, indicates the
degree of visual security [10]. In other words, the bigger the value of
SD is, the more disorderly cipher bitstreams is, and consequently the
video has more visual security. As an example, SD value is bigger
than 0.6, when using the (ALL) selective encryption scheme.

Table 3 shows the average performance in terms of PSNR metric
at QP=22 (similar results for the other QPs). In general, the PSNR
values decrease, in a significant manner, whatever the used selec-
tive encryption schemes (PSNR of original videos is about 40dB).
However, results do not show a significant difference according to
the employed selective encryption scheme, contrary to the subjective
obtained results. The major drawback of this objective metric lies in
the fact that it does not taking into account the perceptual aspect of
the video by treating the whole stream as a simple text data.

The above findings have shown that SSIM and PSN R are not
suitable to evaluate the robustness of a selective encryption scheme,
since they are uncorrelated with obtained subjective assessment
scores. Hence the interest, in terms of comparison, of the proposed
methodology as it provides a subjective encryption-oriented ground
truth.

4.3. Statistical Analysis

A statistical study was performed using the Analysis Of Variance
(ANOVA) approach [23] . Indeed, ANOVA allows studying whether
the variation in visibility scores is a result of the intended variation of
experimental variables (i.e. QP, Resolution, Encrypted Scheme and
Content), or simply due to chance. Table 4 indicates that only ‘En-
crypted Scheme’ parameter has a significant influence on the sub-

Table 3. Mean PSNR (Y) values in d B of the different video classes
used in the experiment, at QP=22.

’Classes‘ TC ‘ TCs ‘ All ‘

B 12.46 | 13.96 | 10.45
D 9.49 9.07 8.77
E 13.66 | 891 9.78

jects scores with p-value < 0.0001 . Subjectively speaking, the
three proposed schemes provide a good performance measurements
regardless the used QP, classes and video content.

Table 4. Analyseof Variance ANOVA on the whole dataset, Df:
number of degrees-of-freedom and F-value: Fisher test

Source Df | F-value | p-value
Class 2 1.0158 0.3708
Content 4 0.9801 0.4293
oP 2 | 0.1031 0.113
Encrypted Scheme | 2 97.133 | < 0.0001

5. CONCLUSION

In this paper we investigated a three selective encryption schemes in
HEVC Kvazaar encoder by carrying out a set of subjective experi-
ment studies. HEVC video sequences, from different categories and
classes, have been used in this test campaign. Experiment results
have demonstrated that two proposed selective encryption schemes
allow a high perceptual security by decreasing the degree of visi-
bility of the video content. The third encryption scheme achieves
a high security level with a video content almost completely invisi-
ble. An objective-based comparison metrics and statistical analysis
have been performed on the whole dataset showing, therefore, that
PSNR and SSIM are not appropriated metrics for selective en-
cryption method measurements, despite their widely used. Conse-
quently, the MOS obtained in this experiment can be used as ground
truth for assessing selective video encryption algorithms.

3a factor is considered influencing if p-value < 0.05
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