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ABSTRACT

This paper considers an optimal artificial noise (AN)-aided
transmit design for multi-user MISO systems in the eyes of
service integration. Specifically, two sorts of services are
combined and served simultaneously: one multicast message
intended for all receivers and one confidential message in-
tended for only one receiver. The confidential message is kept
perfectly secure from all the unauthorized receivers. This pa-
per considers a general case of imperfect channel state infor-
mation (CSI), aiming at a joint and robust design of the input
covariances for the multicast message, confidential message
and AN, such that the worst-case secrecy rate region is max-
imized subject to the sum power constraint. To this end, we
reveal its hidden convexity and transform the original worst-
case robust secrecy rate maximization (SRM) problem into a
sequence of semidefinite programming. Numerical results are
presented to show the efficacy of our proposed method.

Index Terms— Service integration, artificial noise,
broadcast channel, secrecy rate region

1. INTRODUCTION

High spectral efficiency and secure communication are the
basic demands for the future 5-Generation (5G) cellular net-
works; a heuristic way is to merge multiple services, e.g.,
multicast service and confidential service, into one integral
service for one-time transmission. Service integration is in
fact not a new concept: traditional service integration tech-
niques rely on upper-layer protocols to allocate different ser-
vices on different logical channels, which is quite inefficient.
On the contrary, service integration in the physical layer en-
ables coexisting services to share the same resources, thereby
significantly increasing the spectral efficiency.

The respective investigation on multicast service and con-
fidential service has received significant attention in many
literatures. Multicast services can be efficiently offered by
transmitting common messages in a way that all receivers can
decode it, and confidential services can overcome the inher-
ent difficulties of cryptographic methods, i.e., the distribution
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and management of secrecy keys. Physical layer multicast-
ing strategies for instantaneous rate maximization have been
designed in many literatures, epitomized in [1, 2, 3]. Com-
paratively, as for the researches on physical layer security,
different tactics against eavesdroppers have been proposed
with various levels of eavesdropper channel state information
(ECSI]) available to the transmitter; one can refer to [4, 5, 6]
for a detailed review.

Csiszar and Korner’s work in [7] established the funda-
mental limitation of physical-layer service integration, where
the optimal integration of multicast service and confidential
service was derived in a discrete memoryless broadcast chan-
nel (DMBC). In [8, 9, 10], the authors extended the results
to the case with multiple-input multiple-output (MIMO). Fur-
thermore, Wyrembelski et al. amalgamated broadcast service,
multicast service and confidential service in bidirectional re-
lay networks [11]. Nonetheless, the aforementioned works
mainly studied the problem from the viewpoint of informa-
tion theory, which means that they aimed to derive capacity
results or characterize coding strategies that result in certain
rate regions [12]. As to how to design the input covariance
matrices (transmit strategies) to achieve the capacity region,
there are few works.

In this paper, we handle the physical layer service inte-
gration from the view point of signal processing, i.e., find the
optimal input covariance matrices for the transmitted mes-
sages. Specifically, we consider the multiuser multiple-input
single-output (MISO) broadcast channel (BC) with multiple
receivers and two sorts of messages: a common message in-
tended for all receivers, and a confidential message intended
for merely one receiver. The confidential message must be
kept perfectly secure from all other unauthorized receivers.
Moreover, it is assumed that there exist channel mismatches
that are norm-bounded by some known constants for links
between the transmitter and all the receivers. Different from
conventional worst-case robust secrecy rate maximization
(SRM) problem [13, 14, 15], our paper further takes into
account the guarantee of eavesdroppers’ quality of multicast
service (QoMS). Additionally, we address a challenging case
where artificial noise is employed to degrade the potential
eavesdropping of the unauthorized receivers. We focus on
obtaining robust transmit covariance matrices of the common
message, confidential message and AN. To the best of our
knowledge, there is no existing papers tackling the aforemen-
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tioned situations simultaneously.

Our main contribution is that we specify variant target
QoMS, and meanwhile maximize the corresponding worst-
case secrecy rates with the aided AN. By this means, we ob-
tain the worst-case secrecy rate region for the two sorts of
messages.

2. MATHEMATICAL MODEL

We consider the downlink of a multiuser system in which a
multi-antenna transmitter serves K receivers, and each re-
ceiver has a single antenna. Assume that all receivers have
ordered the multicast service and receiver 1 further ordered
the confidential service. To enhance the security of the confi-
dential service, the transmitter utilizes a fraction of its trans-
mit power to send artificially generated noise to interfere the
unauthorized receivers (eavesdroppers), i.e., receiver 2 to re-
ceiver K.

2.1. Signal Model
The received signal at receiver k is modeled as
yk:th+Zk,k:1,2,"’,K (1)

respectively, where h, € C'*™Vt is the channel vector from
the transmitter to receiver k, N; is the number of transmit
antennas employed by the transmitter, and 2, is independent
identically distributed (i.i.d.) complex Gaussian noise with
zero mean and unit variance. The channel state information
(CSI) of all receivers is assumed to be available at the trans-
mitter. x € CN¢ is the transmitted signal vector which con-
sists of three components, i.e.,

X = X0+ Xc+ Xg, (2)

where x( is the common message intended for all receivers,
X. is the confidential message intended for receiver 1, and
X, is the artificial noise. We assume x, ~ CN(0,Qo),
x. ~ CN(0,Q.) [8], where Qq and Q_ are the transmit co-
variance matrices. The AN x, follows a distribution x, ~
CN(0,Q,), where Q, is the AN covariance. These three
components are assumed to be independent of each other.

Denote Ry and R, as the achievable rates related to the
common and confidential messages, respectively. Then an
achievable secrecy rate region C is given by all the rate pairs
(Re, Rp) that satisfy (cf. [8, 16])

1+ (1+hQ.hf) 'hQhl
max 1+ (1+ h,Q.h!) " 'h, Qb
€Ke
. 1+hk(Qc+Qa+Q0)th}
Ry < min< lo , 3b
o<y { s I+ he(Qu + Q)b oo
where Tr(Qop + Q. + Q,) < P with P being total trans-

. . A
mission power budget at the transmitter, X = {1,2,..., K},

and K, 2 K /{1} denotes the indices of all unauthorized re-
ceivers.

R. <log (3a)

2.2. The Worst-case Robust Problem Formulation

The maximization of (3) with perfect CSI has been solved in
our previous work [17]. In the sequel, we consider a more
general and realistic assumption that the transmitter has im-
perfect CSI on links of all receivers. To put into context, let

hy = hy, + e, |lex]|p < er, VE € K, 4)

where hy, is the actual channel vector from the transmitter
to the kth receiver as defined before, hy, is the transmitter’s
estimation of hy, and e, represents the associated CSI error
which is located in a ball whose radius is ¢, [15, 18]. Here,
we assume a nontrivial case where ¢;, is less than the norm
of hy for Vk € K. The worst-case secrecy rate region is
therefore determined by

min 1+ (1 +h;Q.h¥) 'h;Q.h¥

h;eB;
fle < log h,Q.h”) 'h,Q.h
1 1
th%lS?C(EKe +( +h;Q, k) Qe k
(52)
1+hi(Q, a hi
Ry < min log + 0 (Qe + Qo + Qo) (5b)

~ keK h,€By 1+h,(Qc+ Qu)hH 7
where B; 2 {hk ’hk = flk +ep, |ler|lp < ek } ,Vk € K
denotes the set of all admissible CSIs. The region in (5) is
a safe achievable region when the uncertainties given in (4)
exists; the actual secrecy rate pairs with regard to the true
channel vectors must not lie within the boundary of (5). Our
work focuses on the robust design of Qg, Q. and Q,, under
a worst-case achievable SRM formulation with QoMS con-
straint, i.e.,

min 1+ (1+ h1Qah11q)7lh1Qch{{

a4, hri:; 1+ (1+hQ.hf) ' hQchff
k€K hy€By kieally £ Qchy
: 14+ h,(Qc + Qq + Qo)hyf!
s.t. h%%lk {1og 1+ hi(Q. + Qu)h! } >,
(6a)
Te(Qo + Qa +Qc) < P, 6b)
Qo =0,Q, > 0,Q. = 0, 60)

where 7 is preset requirement of the achievable rate associ-
ated with the common message. We should point out that the
maximum objective value of problem (6) is obtained when
and only when the equality in (6a) holds. The proof can
be simply accomplished by contradiction: Assume the max-
imum value of problem (6) is obtained when the equality in
(6a) does not hold, with Q, unchanged, we multiply Q. and
Qo by a scaling factor n(n > 1) and £(0 < & < 1), respec-
tively, to equalize (6a) while satisfying the total power con-
straint. Then, we can find a larger objective value for problem
(6) in this way, which is contrary to the assumption.

Remark 1 The preceding proof offers a method to acquire
the boundary points of (5). We traverse all possible T’s and
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store the corresponding optimal objective value g*(7), and
then the rate pair (T, g* (7)) is a boundary point of the worst-
case secrecy rate region.

Remark 2 A natural question induced by Remark 1 is how to
determine an upper bound of T. Observe that

h h#
1< mn 1k Qohy; _
ke, hy€Bi 1 + hk(Qc + Qa)hk

h,Qohy’ < P

Iil* (7)

min
ke, h,€By

< min
ke, h, By,

= Pmin(HflkH —ex)?,
ke

where the third inequality follows from the fact that hy Qoh <
Tr(Qo)|/hx || for any Qo = 0 and Tx(Qo) < P, and the
last equality is derived by solving a simple quadratically con-
strained quadratic programming (QCQP) with its Karush-
Kuhn-Tucker (KKT) conditions, which leads to one upper
bound; an alternative way is to halt the traversal when the
primal problem becomes infeasible.

3. ROBUST AN-AIDED TRANSMIT DESIGN WITH
SERVICE INTEGRATION

In this section, we derive an SDP-based optimization ap-
proach for problem (6). To start with, by introducing the
slack variables 3 and u, we rewrite (6) as

« , u
R T <ﬁ>
h,Q.hf’
1+h;Q,h#
h;Qchf
1+ h,Q,hH

st. 1+ > u,Vh; € By, (8a)

log(1 + ) <logf,Vk € K., hy € By,

(8b)

h; Qohy!
1+ hk(Qc + Qa)th
Tr(QO + Qa + Qc) S P,
QO t Oan t OvQC t 07

>7'.Vk € K, hy, € B, (8¢c)

(8d)
(8e)

. . A . .

in which 8 > 1, 7/ = 27 — 1, and thus constraint (8¢c) is
an equivalent form of constraint (6a). One can notice that 3
is introduced to simplify the denominator of the logarithm in

the objective function of (6), while w is introduced to sim-
plify its numerator, which has been previously used to deal
with the QoS-constrained robust beamforming problems aris-
ing in wiretap channels with a helper [15, 19]. The obstacle
of dealing with (8) lies in the existence of uncertainties in the
constraints from (8a) to (8c). Here, we exert S-procedure [20]
to turn these constraints into linear matrix inequalities (LMIs)
in (9) to (11) at the bottom of this page, where p, {tk}keKje
and {0y } . are all nonnegative slack variables.

Next, we show that (8) can be recast as a one-variable op-
timization problem over 3 which involves solving a sequence
of fractional SDPs. Analogous to Remark 2, to achieve a non-
negative secrecy rate, an upper bound of 3 can be determined
according to

h;Q.h¥
B <1+ min Ll[{
h;€B; 1+h1Qah1

<1+ min h;Q.h¥ <1+ P min |hy|J.
h;€B; h;€B;

12)

Noting that log(-) function is monotonically increasing, we
further rewrite (8) as

7(r') = max (+', )

t. 1<B<1+P min ||hy|’ )
s.t. <pB< hrlnelg1 |hy |7,
where logv*(7') = ¢*(7'), and
U
A= LB, 3
{tk}ke)ce’{‘sk}ke)cvp
S't‘ X(u7 QC, QG.?p) t 07p Z 07 (143-)
Tk(ﬁ: QC: Qantk) i O:tk Z O:Vk S lCea (14b)

Sk(T/a QC?Q&?QUa(sk) t 075]6 2 07Vk S ,C7

(14c)
Tr(Qo + Qa +Qc) < P, (144d)
QO t Oa Qa t Oa Qc t 0. (146)

One can notice that for a fixed value of u, (14) is a con-
vex feasibility problem with LMI constraints. We mention
that (14) essentially is an equivalently epigraph reformula-
tion of a quasiconcave problem aiming to maximize %(1 +

H
min RE) (cf. (8a). Thus, the inner problem (14)
1€81 et

can be efficiently solved by combining a bisection search [20]

PI+ Qe+ (1 -u)Qq

X(u, Qe; Qay p) = l: BI(QC +(1-u)Q,)

tEI + (5 - 1)Qa - Qc
hk((ﬁ - 1)Qa - Qc)

651 + QO - T/(Qa + Qc)
hi(Qo — 7(Qa + Qc))

Tk(ﬁ7 Qm Qa7tk) = |:

Sk-(T/a Qc, Qa, Qo, 5k) = [

hy (8 —

—ope? — 7 + 0y (Qo — 7'(Qa + Q.))h Y

(Q. + (1 — u)Qq)hi!
hi(Q. + (1 — u)Q,)hiT — pé% w1l } = 0. )
((B-1)Qa — Q.)hl!
1)Qa7Qc)f1£7tk}€5z+571 } = 0,Vk € K, (10)

(Qo— 7/(Qu + Qu)Bf! } =0,k e K. (1)
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Fig. 1. Secrecy rate regions with and without AN

on u with a convex optimization solver, e.g. CVX. The outer
problem (13) is a single-variable optimization problem with
a bounded interval constraint, which can be handled by per-
forming a proper one-dimensional search algorithm, e.g., the
golden section search [21]. The optimal 3 should be chosen
as the one that leads to the maximum n(7/, 3) in (13).

4. NUMERICAL RESULTS

In this section, we illustrate some numerical results to com-
pare the security performances achieved by different transmit
designs. To avoid the large computational load, we gener-
ate deterministic real channel vectors to demonstrate the re-
sults as [8] did. In our example, we set Ny = 2, K = 5,
P = 20dB and ¢, = 0.2 for all k. The channels are given by
h; =[2,0.4] and hy, = [0.9 — 0.1%,0.5 + 0.1k],Vk € K..

Firstly, we plot the worst-case secrecy rate region achieved
by AN-aided transmission in Fig. 1, and compare it with that
achieved by no-AN transmission where we fix Q, = 0 when
solving (6). Meanwhile, we plot the secrecy capacity region
achieved by (3) with perfect CSI as a benchmark. From
Fig. 1, we can clearly observe that the existence of channel
uncertainty dramatically diminishes the achievable secrecy
rate region. Notice that secrecy rates with AN are practi-
cally higher than those without AN, the striking gap indicates
that AN indeed enhances the security performance without
sacrificing the QoMS. Nonetheless, with the increasing de-
mand for QoMS, the gap tends to be reduced, which implies
that AN is prohibitive at high QoMS region. This observa-
tion demonstrates that the demand of QoMS considerably
confines AN’s transmission.

To gain more insights in our robust transmit design, now
we turn our attention to the relation between the secrecy rate
and the number of unauthorized receivers. To expose it, we
plot the worst-case secrecy rates versus the number of unau-
thorized receivers with setting 7 = 1 bps/Hz in Fig.2. In
addition, we also give the results of a no-SI (“SI” is the ab-

—*— AN+S|
—*—no AN+S|

—S— AN+no Sl
A5¢ —6—noAN+noSl ||

4t

c

35F

Secrecy rateR_(bps/Hz)

~
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The number of unauthorized users

Fig. 2. Secrecy rate versus the number of unauthorized re-
ceivers

breviation for “service integration”) scenario where only the
confidential service is employed, i.e., 7 is specified as zero.
Our purpose of including the no-SI scenario is merely to pro-
vide a reference to see how the service integration will in-
fluence the security performance. From Fig.2, we have the
following observations: First, the worst secrecy rates drops
with the number of unauthorized receivers, especially rapid
in the cases without AN; meanwhile, incorporating AN can
offer an increasing secrecy gain as the number of unautho-
rized receivers increases. Second, adversely, incorporating SI
restrains the maximum worst-case security rates in that the
guarantee of QoMS will occupy the resources originally as-
signed to the confidential service.

5. CONCLUSION

In this paper, we consider the optimal robust AN-aided trans-
mit design for multiuser MISO broadcast channel with amal-
gamating confidential service and multicast service. Our goal
is to maximize the worst-case secrecy rate with constrained
QoMS, and then obtain the boundary points of the worst-case
secrecy rate region for the two services. This worst-case SRM
problem is challenging to solve due to its intrinsically com-
plex problem structures. By resorting to an SDP-based opti-
mization approach, we show that it can be handled by solving
a sequence of SDPs. The numerical results reveal that the
existence of channel uncertainty has an adverse effect on the
security performance, and that AN can effectively fortify the
transmission security, but high demand for QoMS will con-
fine its use in turn.

To obtain the optimal solutions to our worst-case SRM
formulation, we employ the golden section search which in-
volves solving a sequence of factional SDPs, which is com-
putationally expensive albeit tractable. As a future work, it
would be interesting to find efficient methods for dealing with
this problem.
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