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ABSTRACT

The secrecy outage of millimeter wave (mmWave) networks
under the impact of blockages is derived. Specifically, us-
ing a network model that accounts for uncertainties both in
node locations and blockages, we characterize the connec-
tion outage probability and the secrecy outage probability of
mmWave networks with multiple eavesdroppers under basic
factors such as density of eavesdropping nodes, antenna gain
and blockage density. As a desirable side effect, certain fac-
tors such as blockages and reduced antenna gain can decrease
the secrecy outage probability. This however is in contrast
to general mmWave systems where it has been shown that
reduced blockages and high antenna gains provide higher ca-
pacities.

Index Terms— Blockages, mmWave, secrecy, stochastic
geometry.

1. INTRODUCTION

In future fifth generation (5G) wireless communication sys-
tems, millimeter wave (mmWave) bands with significant
amounts of unused or lightly used bandwidths (20-100 GHz)
appear to be a viable way to move forward to meet the
ever increasing demands of enhanced data rates and increas-
ing energy efficiency. However, mmWave bands are weak
and cannot penetrate through obstacles like buildings, con-
crete walls, vehicles, trees, etc., which are also termed as
blockages. Due to these limitations, such bands were not
considered suitable for cellular transmission for a long time.
However, recent studies and measurements [1, 2] have re-
vealed that the significant increase in omni-directional path
loss can be compensated by the proportional increase in over-
all antenna gain with appropriate beamforming. While recent
literature [2—5] on mmWave focuses on the coverage prob-
ability and transmission capacity, physical layer security in
mmWave communication has not yet been properly explored.

Physical layer security for mmWave networks: The im-
plementation of physical layer security in any wireless com-
munication system is a very promising domain and mmWave
is no exception to that. Some factors have been listed in [6] to
leverage mmWave characteristics for exploiting the physical
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layer security. While the favorable factors of mmWave sys-
tems such as larger bandwidth, directionality, large antenna
arrays and short range transmissions can be exploited to pro-
vide stronger physical layer security, the malicious user can
use larger antenna arrays too and attain higher degrees of free-
dom, thus decoding the message. Furthermore, the addition
of blockages may add uncertainty to the performance of legit-
imate communication. This uncertainty may be beneficial or
a hindrance to the legitimate node, which we will explore in
the subsequent sections of the paper.

Physical layer security for microwave networks: Great
efforts have already been made to develop information-
theoretic security in microwave (uWave) systems [7], which
indicate the possibility of securing communication links with-
out cryptography in the presence of transparent eavesdrop-
pers. The increasing prospect of putting information theoret-
ical secrecy concepts to actual use has motivated researchers
to deepen their understanding of the inherent secrecy ca-
pabilities of wireless systems by taking into account more
realistic conditions of the wireless medium. For example, the
secrecy capacity of wireless fading channels was investigated
in [8, 9] with expressions for the outage probability and aver-
age secrecy capacity of quasi-static fading channels derived
in [10].

Stochastic geometry approaches have recently gained sig-
nificant attention to develop tractable models to analyze the
performance of wireless networks [11, 12]. Inspired by this
approach to analyze the performance of conventional cellular
systems, we design a framework for the evaluation of secrecy
performance in mmWave networks from the perspective of
physical layer security. To the best of the authors’ knowl-
edge, characterization of secrecy outage considering block-
ages at the legitimate user or eavesdropper has not yet been
evaluated in mmWave random networks.

2. SYSTEM MODEL

We consider the secure downlink transmission in a hybrid cel-
lular network comprising of both mmWave and pWave net-
works. The mmWave base stations (BSs) are modeled as a
two dimensional homogeneous point process (PPP) ®,,, with
density A,,, while the yWave BSs follows another homoge-
neous PPP ®,, with density \,. The eavesdroppers also fol-
low a PPP &, with density \.. All the processes are indepen-
dent of each other. A typical receiver is assumed to be located
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at origin. A simple offloading technique is adopted wherein
the typical user is offloaded to the yWave network if the ca-
pacity achieved on the mmWave network drops below a cer-
tain threshold. Similar offloading strategies were analyzed in
[4] and stated to be reasonable for mmWave based networks.
Furthermore, due to the small wavelengths of mmWaves, di-
rectional beamforming can be exploited for compensating the
path loss and additional noise. Accordingly, directional an-
tennas are deployed at the communication nodes such that,
G*) and GUM™ are the array gains of main and side lobes
respectively. For simplicity, we assume that the link between
the BS and the receiver is aligned and henceforth, we consider
the gain to be G.

Blockage modeling: We consider the blockages to be sta-
tionary blocks which are invariant with respect to directions.
Leveraging the modeling of blockage in [5], we consider a
two state statistical model for each and every link. The link
can be either LOS or NLOS. LOS link occurs when there is
a direct propagation path between the source and the destina-
tion while NLOS occurs when the link is blocked and the des-
tination receives the signal through reflection from a block-
age. Let the LOS link be of length r, then the probabilities of
occurrence pr,(.) and px(.) of LOS and NLOS states respec-
tively can be given as a function of r as,

p(r)=e 7, pa(r)=1-e", (1)
where 3 is the blockage density.

Another model that has been considered in literature is
a fixed LOS probability model, as was depicted in [4]. Let
the LOS area within a circular ball of radius rp be centered
around the reference point. Then, if the LOS link is of length
r, the probability of the connection link to be LOS is given
by pr, if r < rp and O otherwise. The parameters r and rp
are dependent on the geographical and deployment scenario
of the network. Our results are based on the data from [4].

SINR modeling: By a slight abuse of notation, we con-
sider ®,,, to be the set of interfering locations. The received
signal to noise plus inteference ratio (SINR) for the typical

receiver can now be defined as
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where G| is the antenna array gain function, A, is the fading
gain at the receiver of interest, r; is the link length, O’%l is the
noise power. h,,, denotes each interference fading gain and
r; is the distance from the interferer ¢ to the typical receiver.

Similarly, SINR at any eavesdropper can be given as
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In mmWave networks, small scale fading does not have
as much of an impact on transmitted signals as compared to
lower frequency systems. It is mentioned in literature [1,
2] that in mmWave analysis, small scale fading can be ig-
nored. However, to capture generalized propagation environ-
ment, we consider Nakagami-m fading model.

The pWave channels are modeled similarly to its mmWave
counterparts with the only exception that the antennas are now

omni-directional with transmitted signal power P, and path
loss exponent «,. It is to be noted that the blockage effects
are neglected for pWave systems. Accordingly, the received
SINR for the typical receiver and any eavesdropper can now
be given respectively as
C -y PM‘hMFTl_a“ )
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In our system model, the communication links in both the
puwave and mmWave are assumed to be eavesdropped. For
given SINR thresholds 7% and T, any transmission is said to
be perfect if ¢, /,,, > Ti and (e < T.'. However, due to the
wireless medium of communication, its appropriate to charac-
terize their corresponding non-outage probabilities with the
perfect transmission scheme. Therefore, the transmission is
said to be (0, €)- perfect transmission if Pr{¢,,,/,,, > T1} > 6
and Pr{(. < T.} > € where 0 and € denote the minimum
non-outage constraints at the receiver and the most detrimen-
tal eavesdropper respectively. Consequently, any transmis-
sion is said to be secure if and only if (1,1)-perfect trans-
mission is achieved. Additionally, for (0, ¢)- perfect trans-
mission, 1 — # and 1 — € represent the maximum connection
outage probability and maximum secrecy outage probability
respectively. Accordingly, we define two important metrics
of interest as given below.

Connection outage probability: We assume that the typ-
ical receiver associates itself with its strongest BS node. Thus,
the connection outage probability can occur when the user is
connected to the strongest BS and if the received SINR falls
below T}. It can be mathematically represented as

Peo(Ty) = Pr ace%ldx

< C(w) < Tp| . (6)

Secrecy outage probability: If the capacity of the chan-
nel from the BS to any eavesdroppers is above the rate 7,
i.e., logo(1 + (o) > T, the security of the message is com-
promised. In other words, the confidential message may not
be perfectly secure against the eavesdropper in R?. The prob-
ability of this event is known as secrecy outage probability
[13], which is denoted by Ps.

Assume a set of eavesdroppers that can cause secrecy out-
ageas R, = {i € ®, : ¢; > T}, where T, = 27 — 1 is the
threshold SINR. Hence, we can define the indicator function,
1 4(e), which equals to 1 when the eavesdropper e is in the
set R.. The secrecy outage probability can thus be described
as the probability that at least one of the eavesdroppers in R,
causes a secrecy outage, which can be written as [13],

Py(T.)=1-Es,, ,. [I% {Ex[ IT (- 1A(e>)}H , (D

e€R.

[I>

Cpe ®)

=1-Es, .
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IThe subscripts pe and m. are replaced with e hereinafter as the eaves-
dropper can operate in both mmWave or Wave frequencies.

2170



This follows from the independence of fading at each eaves-
dropper so that the expectation on X can be moved inside the
product of .. Since it is difficult to express Ps (T ), we con-
sider the upper bound of equation (8) which can be obtained
by using the generating functional of a PPP [13,14] as

Ps(T,) = -Es,, . [exp {,)\e/ Pr((e > Te|¢ , )deH.
my/m
Rd

®)
3. PERFECT TRANSMISSION ANALYSIS

In this section, we derive the connection outage probability
and the secrecy outage probability of yWave and mmWave
cellular links. Furthermore, it has been mentioned in [2—4]
that mmWave networks in urban settings tend to be noise lim-
ited. This is due to the fact that in the presence of blockages,
the signals received from unintentional sources are close to
negligible. In such densely blocked scenarios (typical for ur-
ban settings), SNR provides a good enough approximation to
SINR for directional mmWave networks. In our analysis we
consider both the noise limited and interference case into ac-
count so that it is comparable to recent mmWave literature.

3.1. pWave link

Let us consider the noise limited case where noise power
dominates the interference power. Using (6), the connection
outage probability of any microwave link by neglecting inter-
ference is given in Proposition 1.

Proposition 1. The connection outage probability of a typical
uWave link in mmWave overlaid cellular networks is given as

2 =2 2
Peo(Ty) = exp (—W)\HP,? T, Eg (h,‘},)) . 9)

Proof. Due to space limitations, the proof is omitted here.
O

Similarly, the secrecy outage probability is given in
Proposition 2 according to (8). It is to be noted that this
result is vital for the corresponding analyses in the paper and
hence we give the detailed proof for this proposition.

Proposition 2. The secrecy outage probability of a typical
uWave link in mmWave overlaid cellular networks is given as
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Proof. Denoting the integral expression in (8) as M, we have

(@) m i+1 —L%T?
MES(T) (=) Te€ v dre, an
i—1 N ! s
2 2 ;7 m _
B F(a“) ATeUH i Z m (—1)“‘1@‘&75
ay P, —\i '
where we use the tight upper bound of gamma random vari-
able of parameter m as
Pr{h <~} < (1 —e4N™, 12)

with A = (m')#/’" This proof concludes by substituting the
closed form expression of M in (8). O

Now taking interference into account, the secrecy outage
probability can be derived similarly as

Ps(T,) =1 —exp (—27T)\C Z (nj) (_1)i+1 (13)
i=1

T AT ATt
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where Ej, [.] is the inteference from all other Wave BSs.

3.2. mmWave link - Random blockage model

Here, we leverage the modeling of blockage from [5] where
blockages are modeled randomly with LOS probability of
e~B". In conjunction to the previous sub-section, we char-
acterize the secrecy outage probability without considering
interference in first part, and interference in the second.

Proposition 3. The connection outage probability of a typical
mmWave link for random blockage model is given as

2
2 A (PG @
Peo(Tr) =exp [ =D ( a ’) ’ (14)
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Proof. The proof follows from Proposition 1. O

Proposition 4. The secrecy outage probability of a typical
mmWave for random blockage model link can be given as

Ps(Te) =1 —exp | —27)e Z Z <T) (_1)’i+1 (15)

JEL,N i=1
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X/ree PmGe  pj(re)dre
0

Proof. The proof follows from the Proposition 2. O
LOS analysis: In mmWave systems, the performance gap

between LOS and NLOS regimes is quite large. Therefore, it

is of paramount importance to characterize the LOS regime.
Consider &« = 2, then the integral expression M in (8)

under LOS scenario is given as
o0

ULy iAT 02 r?
M =271 (-1 i“/ e PnGe e Predr,. (16
7r Zl< ; >( ) Te€ e Te. (16)
= 0
Therefore, by substituting the closed form expression of
(16) in (8), the secrecy outage probability in LOS regime
without considering interference is given as

m m i PmGe
Ps(Te)=1—exp <27T)\e ; < ; > (—1)*! {m a7

e¥'m
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By taking interference into account, the secrecy outage
probability of a typical mmWave link can now be given as

Po(T.) =1 —exp | -2\ ZZ() 1)t

jEL,N i=1
T ATl AT
X /rce PnGe [y e PmGi

.] is the inteference from all other mmWave BSs.

(18)
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where Ej

o

3.3. mmWave link - Fixed LOS model

Leveraging the modeling of blockage in [4], we consider a
simple LOS model for each and every link?.

Proposition 5. The secrecy outage probability of a typical
mmWave link for fixed LOS Model is given as

27\ rd (m) 1)1 (19)

iAT r
o (5582
o

where E,(b) denotes the exponential integral.
Proof. The proof follows from Proposition 4. O

Po(Te) =1 —exp | — Z

jeL,N

LOS analysis: Consider o = 2, the secrecy outage prob-
ability can then be given as
)z+1
( ) (0)
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4. SIMULATION RESULTS

With the expressions already derived, we now analyze the
availability of secrecy in mmWave overlaid ;Wave networks
in the presence of randomly distributed eavesdroppers. Due to
limitations in space, we do not give the numerical analysis for
the connection outage probability. Hereinafter, we perform
the analyses under the assumption that the system is above a
certain threshold 7;. A network of cell radius of 200m un-
der a-LOS = 2 and a-NLOS = 4 is considered. The transmit
power is set at 30dBm for mmWave and 43dBm for ;sWave
BS with thermal noise density of -174dBm/Hz. Fig. 1 shows
the secrecy outage probability as a function of A\ for both the
pWave and mmWave link which follows from (13) and (18).
It is evident from Fig. 1a that interference is beneficial for se-
crecy capacity in yWave systems. This is due to the fact that
as the density of BS )\, increases, the secrecy outage proba-
bility decreases. However, in mmWave systems interference
doesn’t play a major role which is evident from Fig. 1b. It
can also be seen that the increase in directional antenna gain
at the eavesdropper increases the secrecy outage probability.

2Here, we elucidate the secrecy outage probability only due to constraints
in space. The connection outage probability follows easily from the previous
subsection with fixed py,.

Fig 1a (2 Wave)
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Fig. 1: Secrecy outage probablhty as a function of \. Param-
eters - mmWave: m=10, T,=15dB, yWave: m=10, T.=1dB.
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Fig. 2: Secrecy outage probability as a function of X)e under
mmWave link with m=10, G,=10dB, T,=10dB, r4=200m.

Fig. 2 shows the secrecy outage probability as a function
of A\, for mmWave link considering the two blockage models
described under various blockage probabilities. This analy-
sis follows from (17) and (20). It is clearly evident from the
figure that the outage probability decreases with the increase
in blockage density. It can also be seen from the figure that
the performance gap between the two models used is mini-
mal. While from a practical standpoint, the random blockage
model may intuitively sound more functional, the fixed LOS
model can be categorically stated to be more useful in obtain-
ing analytical closed form expressions.

5. CONCLUSION

While blockages have been proved to be detrimental for
achieving higher data rates in mmWave systems, they can be
helpful for systems with secrecy constraints. Hence, there
is a trade off between outage capacity and secrecy outage
capacity with respect to blockages which can be expertly ex-
ploited by network engineers to maintain a balance between
higher data rates and security. Furthermore, in mmWave
systems high antenna gains are usually preferred. However,
this may not always be useful from a secrecy perspective as
the eavesdroppers too will have high gains and can force the
communication into secrecy outage.
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