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ABSTRACT

This paper investigates the physical layer security for a buffer-
aided cooperative cognitive radio network in the presence of
an eavesdropper, wherein the relay is equipped with a buffer
so that it can store packets received from secondary source.
Multiple primary users (PUs) locate in the transmission range
of the secondary users (SUs), and quality of service (QoS)
requirement of them must be guaranteed. To improve the se-
cure performance of cognitive radio networks, we propose a
novel secure link selection scheme which incorporates the in-
stantaneous strength of the wireless links and the status of
buffer, the interference on PUs should be kept below a spe-
cific threshold simultaneously. Closed-form expressions of
secrecy outage probability (SOP) for cognitive radio network
is obtained based on the Markov chain. Numerical results
demonstrate that the proposed scheme can significantly en-
hance the secure performance compared to the conventional
relay selection scheme.

Index Terms— physical layer security, cognitive radio,
buffer-aided relay, secrecy outage probability

1. INTRODUCTION

Cognitive radio (CR) is a promising technology which can
alleviate the wireless spectrum under-utilization by allow-
ing secondary users (SUs) to opportunistically access the
licensed channels without degrading quality of service (QoS)
of primary users (PUs), there are mainly three kinds of cog-
nitive radio working modes: overlay, underlay and hybrid
overlay/underlay [1]. Here we focus on the underlay working
mode of CR, thus SUs can concurrently share the licensed
spectrum with PUs if the interference on PUs is under a
specific threshold. Similar to the general wireless networks,
cognitive radio networks (CRNs) are vulnerable to malicious
attacks due to the dynamic nature of wireless channel and
the distributed nature of the CR architecture [2]. Traditional
cryptographic techniques not only impose additional system
complexity in terms of the secret key management, but also

This research was supported in part by the National Nature Science
Foundation of China under grant 61471392 and grant 61501507, by Jiangsu
Provincial National Science Foundation under grant BK20150719.

can be decrypted by exhaustive key search with the aid of
brute-force attack. As an alternative, physical layer security
is now emerging as a new secure communication method to
defend against eavesdroppers by exploiting the physical char-
acteristics of wireless channels [3], it has been investigated
extensively in non-cognitive wireless transmission scene by
exploiting the cooperative relays [4][5], however, all of them
adopt conventional relay protocols, namely, the best “Source-
to-Relay (S −R)” links and “Relay-to-Destination (R−D)”
links for a packet transmission should be determined simulta-
neously.

Recently, buffer-aided cooperative transmission protocol
has attracted increasing attention due to its significant perfor-
mance advantage over the conventional cooperative protocols
[6∼11]. By introducing data buffers at the relay, it is possible
to relax the constraint in the conventional cooperative proto-
cols. To improve the secure performance of the cooperative
CRNs, we proposed a novel buffer-aided cognitive secure link
selection scheme in this letter, which is different from existing
works from the following two aspects: 1) since interference
constraint problem must be taken into consideration, the link
selection policy in [9] and [10] can not be applied to cognitive
radio situation; 2) the link selection policy in [9] and [11] fo-
cused on general wireless communication without eavesdrop-
ping, which does not consider the security in cognitive radio
situation. To the best of our knowledge, this is the first work
that introduces the buffer at the relay for cooperative CRNs,
and investigates the secure performance simultaneously. We
have also derived the close-form expressions of secrecy out-
age probability (SOP) for cooperative CRNs to accurate as-
sess the secrecy performance, which will be explained in de-
tails in the section 3.

2. SYSTEM MODEL AND PROTOCOL
DESCRIPTION

The system model is shown in Fig. 1, we consider an cooper-
ative CRN where a secondary source (S) communicate with a
secondary destination (D) with the help of a relay node (R),
R is equipped with a data buffer Q of finite size L (in the
number of data packets) and operates on half-duplex decode
and forward (DF ) mode for easy implementation, no direct
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Fig. 1. System Model: A secondary source (S) communicates
with its corresponding receiver secondary destination (D) via
a buffer-aided relay (R), the transmission information can be
intercepted by the eavesdropper (E).

link exist between S and D due to severe path loss or shad-
owing effects, the data packets in the buffer obey the “first-
in-first-out” (FIFO) rule. There are M primary users and an
active eavesdropper locate in the transmission range of both
S and R, eavesdropper aims to wiretap the confidential mes-
sages of the secondary users. All nodes have a single antenna
and operate in time slot mode. All channels suffer from ad-
ditive white Gaussian noise (AWGN), they are assumed to be
independent and quasi-static Rayleigh fading so that the chan-
nel coefficients remain unchanged during one packet duration
but independently vary from one packet time to another, we
denote hab as the channel power gains of the link a → b,
here a ∈ (S,R) and b ∈ (R,E, PUk, D), and hab being
exponential random variables (RVs) with parameter λab, and
λab = 1/Ωab, ΩSR = ΩRD, ΩSPk

= ΩRPk
(1 ≤ k ≤ M ),

ΩSE = ΩRE . We have assumed eavesdropper is the active
node, such that exact knowledge of all channels including the
eavesdropping channels are available. Each time slot can be
dynamically allocated to either relay reception if S − R link
is selected, or destination reception if R−D link is selected.
It is easy to follow that if buffer is not full, the S − R link
is available, and if the buffer is not empty, the R −D link is
available. At the beginning of transmission process, the buffer
is empty, the states transition can be categorized as follows:
1) the number of packets in the buffer can increase by one if
S − R link is the selected link meanwhile the instantaneous
secrecy capacity is higher than Rs; 2) the number of packets
in the buffer will decrease by one if R−D link is the selected
link and the instantaneous secrecy capacity is higher than Rs;
3) The number of packets in the buffer remains unchanged if
the instantaneous secrecy capacity is higher than Rs, in re-
spect that an outage event has occurred in the selected link.

For description convenience, in the sequel of this section,
we denote X − Y link as the selected link, with X ∈ {S,R},
Y ∈ {R,D}, which includes two cases: 1) if S − R link is
selected, X and Y represent S and R, respectively, and R is

selected to receive data; 2) if R−D link is selected, X and Y
represent R and D, respectively, and R is selected to transmit
data.

Considering the underlay working mode of CRNs, the
transmit power of the S and R must be adjusted to satisfy
the QoS requirement of PUs, moreover, the transmit power of
S and R must be kept below their allowable maximum power
Pmax. such that they can be expressed as

PXT
= min(Pmax, Pth/γXP

) = Pmax min(1, µ/γXP
) (1)

where Pmax is the allowable power of X , with X ∈ {S,R},
and Pth is the predefined interference power threshold at the
PUk, γXP = max(hXPk

), 1 ≤ k ≤ M , hXPk
is channel

gain between X and PUk, µ = Pth/Pmax is a positive con-
stant.

We denote x(t) as the data packet transmitted to Y at time
t, the received signal at the Y and E are given as

yxy(t) =
√

PXT hxy(t) · x(t) + ny(t) (2)

yxe(t) =
√
PXT

hxe(t) · x(t) + ne(t) (3)

where, ny(t) and ne(t) are the noise at corresponding receiver
and eavesdropper, respectively. For notational convenience,
the time index t is ignored below unless necessary. If S − R
link is selected to receive the data, ysr(t) is the received signal
of the relay, which will be decoded firstly and then stored into
relay’s buffer and wait for its turn to be transmitted.

Based on the above analysis, the signal-to-noise ratio of
X − Y link can be expressed as

ΨXY =
PXT

hXY

N0
= QT min(1, µ/γXP

)hXY (4)

where N0 is power of the additive noise at node Y , QT =
Pmax/N0, and the instantaneous secrecy rate of the X − Y
link can be given as

Csecrecy
X,Y = [CM − CE ]

+ (5)

where (x)+ = max(x, 0), CM and CE are the achievable
instantaneous rate for X → Y link and X → E link, they
can expressed as

CM =
1

2
log2(1 +QT min(1,

µ

γxp
)hxy) (6)

CE =
1

2
log2(1 +QT min(1,

µ

γxp
)hxe) (7)

Similar to the existing works[3∼5], the SOP expressions
can be formulated as

Pout(Rs) = Pr
(
Csecrecy

X,Y ≤ Rs
)

(8)

Remark. Here, instantaneous channel capacity of the se-
lected link is used as a measurement for investigating the
channel quality and deriving the secrecy outage probabilities,
which has been widely used in previous works [9],[11].
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3. COGNITIVE SECURE LINK SELECTION
SCHEME

Cognitive secure link selection scheme is proposed by select-
ing the link that can maximize the signal to eavesdropper
channel secrecy rate among available S → R and R → D
links, meanwhile satisfying the QoS requirement of PU, the
proposed link selection scheme can be expressed as

L = argmax


∪

Ψ(Q)̸=L

1+QT min(1,µ/γSP
)hSR

1+QT min(1,µ/γSP
)hSE

,

∪
Ψ(Q)̸=0

1+QT min(1,µ/γRP
)hRD

1+QT min(1,µ/γRP
)hRE

 (9)

L denotes the selected link among the available links, Ψ(Q)
denotes the number of packets in the relay’s buffer. According
to (9), S −R link is available only if Ψ(Q) ̸= L; R−D link
is available only if Ψ(Q) ̸= 0. where, ρ is a predefined value
related with the target secrecy rate Rs, ρ = 22Rs .

Buffer state shows the number of the packets in the buffer,
it can be modeled as a Markov chain according to its evolution
[12]. We will study the state transition probabilities between
different states of buffer in the next subsection, which is also
a key point in deriving the closed-form expressions of SOP.

3.1. State Transition Probabilities

We have assumed that R is equipped with a buffer of size L
in the system model, hence there are L+1 states in total, sl
is denoted as the buffer state when the number of packets in
the buffer is equal to l-1, namely sl = l − 1 , (1 ≤ l ≤ L +
1). According to property of Markov chain [12], all transition
probability values can form a state transition matrix A, which
is a square matrix of size (L+ 1) ∗ (L+ 1), in which

Ai,j = p(si → sj)=p(Xt+1 = sj |Xt = si ) (10)

L+1∑
i=1

Ai,j = 1 (11)

We can find that if the relay’s buffer is full or empty, there
is only one link can be selected. Consequently, the total num-
ber of available links Dl in the proposed scheme is

Dl =

{
2 if 0 < Ψ(Q) < L
1 otherwise

(12)

In order to construct the state transition probability ma-
trix, we should first identify the connectivity between the dif-
ferent states of the buffers.Due to the transmission link is
symmetrical, to compute the probability that an outage event
occurs if the S → R link is selected,let x = hsp and y = hse,
according to (5), the CDF FZ(z |x, y ) conditioned on x and
y is obtained as

FZ(z |x, y ) = 1− exp(− λ(z − 1)

QT min(1, µ/x)
− λzy) (13)

Then the CDF FZ(z) can be computed as

FZ(z) =

∫ +∞

0

∫ +∞

0

FZ(z |x, y )fx(x)fy(y)dxdy (14)

Where fx(x) and fy(y) represent the probability density
function (PDF) of the hsp and hse, they can expressed as

fx(x) =
M∑

m=1

(−1)
m+1

Cm
MmλSP exp(−mλSPx) (15)

fy(y) = λSE exp(−λSEy) . (16)

the probability to have an event and therefore no change in
the buffer status can be computed as (17).

Thus, the probability that state of buffer leaves from sl,
pDl

is derived as [13]

pDl

∆
=

1

Dl
[1− Pout(ρ)

Dl ] (18)

pDl

∆
= 1−

Dl∑
i=1

pDl
(19)

where, pDl
represent the probability that the buffer state re-

mains unchanged, correspondingly.

3.2. Secrecy Outage Probability Analysis

Based on the fact that the state transition of the buffer can be
modeled as a Markov chain, theoretical framework we adopt
here is similar to [9]. We denote Uj as the set of states that
connect to state sj but except for sj . According to the trans-
mission protocol we have described in the section 2 and the
state transition rules we have defined, there are three cases in
total for the evolution of the sj : 1) if an outage event occurs in
the selected link, sj can move to itself, which is also included
in the set Uj , in which, the transition probability can be given
as pDj ; 2) if sj can move to another different state in the Uj

in one step, the transition probability can be given as pDj ; 3)
the state transition probability equals to zero if another state
that sj can move to in two or more steps. In summary, the
transition probability can also be expressed as

Ai,j =

 pDl
if sj /∈ Uj

pDl
if sj ∈ Uj

0 otherwise
for i, j ∈ {1, · · · , L+ 1}

(20)
The transition matrix A is column stochastic, irreducible

and aperiodic[11], therefore, the stationary state probability
vector is obtained as

π = (A− I+B)−1b (21)

here π = [π1, · · · , πL+1] is the stationary distribution.

b = [1, 1, · · · , 1]T ,Bi,j = 1,∀i, j (22)
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Pout(Rs)=FZ(z) |z=22Rs = 1−
M∑

m=1
(−1)

m+1

(
M
m

)
λSE

λSR22Rs+λSE
exp(−λSR(22Rs−1)

QT
) [1− exp(−mλSPµ)]

−
M∑

m=1
(−1)

m+1

(
M
m

)
mλSP

λSE

λSR22Rs+λSE

QTµ
mλSPQTµ+λSR(22Rs−1)

exp
[
−mλSPQTµ+λSR(22Rs−1)

QTµ µ
] (17)

Finally, according to (20), (21) and (22), we can easily
reformat the secrecy outage probability as[12]

Pout(Rs) =
L+1∑
i=1

πipDl
= diag(A)π (23)

where diag(A) is a vector consisting of all diagonal elements
of A.

4. RESULTS AND ANALYSIS

We have given system and channel model in section 2, here
we will simulate the secrecy outage performance of proposed
scheme in DF buffer-aided cognitive relay network, the con-
ventional cooperative selection scheme without buffer is used
as reference scheme, channel parameter of wiretap channel
are set as ΩSE = ΩRE = 5 , ΩSPi = ΩRPi = 5dB, the
target secrecy rate of the system is set as Rs bits per channel
use (BPCU), the number of primary users, M=6, the theoret-
ical results are all based on (17), and simulation results are
obtained by averaging 107 independent runs, which verifies
the close-form expression of SOP obtained in this paper.
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Fig. 2. Pout versus SNRs of communication link under dif-
ferent buffer length, L=[2,10,20,50,100,∞].Pth=5 dB

Fig. 2 compares the SOP of the proposed secure link se-
lection scheme under different SNRs of signal link with the
conventional max-min relay selection scheme has no buffer.
We can find that the theoretical curves match precisely with
the Monte Carlo simulation results, which validates the accu-
racy of our analysis. the results also show that the SOP can

decrease apparently with the SNR of the signal link increase.
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Fig. 3. Pout verus buffer size L under signal link SNR, SNR
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In Fig. 3, SOP of the proposed scheme versus the buffer
size is provided. As can be seen, if the buffer size is in-
creased, the SOP can be improved, and then converge to a
relatively fixed value, and a small size of the buffer is suffi-
cient (e.g.,L=10 for SNR=20 dB). We can also see from Fig.
3 that if we increase SNR of signal link, the required value
of the buffer size is increased (e.g.,L=10 for SNR=20 dB and
L=30 for SNR=25 dB).

5. CONCLUSIONS

In this paper, we investigated the secure performance of
max-ratio secure link selection scheme for DF cooperative
cognitive radio networks with finite buffers. Unlike con-
ventional relay selection scheme, the proposed secure link
selection scheme exploits the buffering capability of the re-
lay, and schedules transmission only through the optimal
available channel link. New closed-form expressions for
secrecy outage probability was derived, and investigate the
various parameters on the secure performance. Numerous
results shown that the proposed scheme can significantly
improve the secure performance and provide an attractive
secrecy transmission method for cognitive radio networks.
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