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ABSTRACT 

 

In this study, the problem of low probability of identification 

(LPID) performance improvement for distributed multiple-

radar system (DMRS) is addressed. Firstly, we propose 

security information factor originating from secrecy capacity 

to evaluate the LPID performance for DMRS, and derive an 

explicit closed-form expression of security information 

factor. Then, a novel LPID enhancement scheme based on 

security information factor is presented, whose purpose is to 

maximize the achievable security information factor by 

optimizing the transmission waveforms and the cooperative 

jamming spectra with the predefined total transmission 

energy and cooperative jamming power constraints. 

Numerical simulations demonstrate that the proposed 

strategy can effectively achieve the optimal solutions and 

bring remarkable improvement on the LPID performance for 

DMRS. 

 

Index Terms—Low probability of identification (LPID), 

security information factor, distributed multiple-radar system 

(DMRS), transmission waveform, cooperative jamming 

 

1. INTRODUCTION 

 

In recent years, distributed multiple-radar system (DMRS) is 

widely used in modern battlefield owing to its ability to 

increase signal and spatial diversity gains [1]-[3]. 

The waveform design for DMRS has been a long term 

research topic for many years [4]-[13]. Friedlander in [4] 

investigates the problem of waveform design for multiple-

input multiple-output (MIMO) radars, where the 

transmission waveforms are optimized to maximize the 

signal-to-interference-plus-noise ratio (SINR). 

In 1993, Bell first introduced information theory to 

radar waveform design in his work [7]. Subsequently, the 

authors in [8] present the MIMO radar waveform design 

criteria based on mutual information (MI) and minimum 

mean square error (MMSE). The work of [9] investigates the 

design of matched waveforms based on maximization of 

signal-to-noise ratio (SNR) and MI. Other existing studies 

[10]-[13] also utilize similar waveform optimization criteria. 

Following from the above discussions, it should be 

noted that most cases on waveform design are mainly 

towards system performance improvement for DMRS, while 

the low probability of identification (LPID) optimization is 

scarcely considered [1]. Currently, with the continuously 

growing demand for security in wireless communications, 

physical-layer (PHY) security is emerging as an effective 

secure communication method to defend against passive 

eavesdropper by employing the physical characteristics of 

wireless channel [14]-[18]. Inspired by the fact that PHY 

security is to have hostile eavesdropper got nothing of 

emitter, we present security information factor originating 

from secrecy capacity to describe the LPID performance for 

DMRS, which hasn’t been studied previously. 

Furthermore, this paper will investigate the security 

information factor based LPID performance improvement 

strategy in DMRS. The main contributions of the current 

work can be summarized as follows. Firstly, we define 

security information factor to evaluate the LPID performance 

for DMRS, and derive an analytical closed-form expression 

of security information factor. Secondly, a novel optimal 

LPID enhancement scheme is developed to maximize the 

achievable security information factor by optimizing the 

transmission waveforms and the cooperative jamming spectra 

in DMRS. To the best of our knowledge, no literature 

investigating the security information factor based LPID 

performance optimization in DMRS was prior to this work. 

The remainder of this paper is organized as follows. 

Section 2 introduces the known target signal model. In 

Section 3, with the proposed definition of security 

information factor, a novel LPID improvement strategy based 

on security information factor is formulated, and the optimal 

solutions are derived by analytical closed-form expressions. 

The numerical simulations are given in Section 4. Finally, 

Section 5 concludes this paper. 
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Fig.1 Known target signal model in signal-dependent interference 

The known target model in signal-dependent interference is 

depicted in Fig.1, where  ix t  is the i th complex-valued 

baseband transmit waveform with finite duration iT ,  ih t  is 

the i th known complex-valued baseband target impulse 

response of finite duration 
ihT . Let  iX f  and  iH f  be 

the Fourier transforms of  ix t  and  ih t , respectively. Let 

 i tn  denote the i th complex-valued, zero-mean channel 

noise process with the power spectral density (PSD) 

 nniS f . Likewise,  i tc  is the i th complex-valued, zero-

mean Gaussian random process representing the signal-

dependent interference with PSD  cciS f .  iy t  denotes 

the i th scattered signal,  ir t  denotes the i th complex-

valued receiver filter impulse response, and  DMRSs t  

denotes the overall output signal. The variables in boldface 

letters represent random processes. It is important to note 

that the fusion center can process all the echoes reflected 

from the target with the matched filter bank. 

Here, we consider a DMRS where each of tN  radar 

nodes individually and independently extracts information 

about the target. The information about the target at each 

radar node is sent to a fusion center, which combines the 

local observations  iy t  in order to improve the overall 

system performance. 

 

3. PROBLEM FORMULATION 

 

The MI between the DMRS return and the estimated target 

impulse response can be used as a metric for target 

estimation performance [7]. We assume that the transmission 

signal is essentially limited to the bandwidth BW . Then, the 

achievable MI of DMRS is written as [9]: 
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where 
y hT T T   denotes the duration of the echo  iy t , 

 DMRSL i  denotes the attenuation from the i th radar node in 

DMRS to the target, that is: 

 DMRS 2

ti ri

i

G G
L i

R
                                   (2) 

where TiG  is the gain of the i th radar’s transmitting antenna, 

RiG  is the gain of the i th radar’s receiving antenna, TiR  is 

the range from the i th radar node to the target. 

Similarly, the MI between the transmission signal of 

DMRS  ix t  and the received signal of intercept receiver 

 iz t  can be expressed as: 
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            (3) 

where '

yT  is the processing time of intercept receiver, 
'BW  

is the effective bandwidth of intercept receiver,  '

nniS f  is 

the intercept receiver noise PSD,  INREL i  is the attenuation 

from the i th radar node in DMRS to the intercept receiver, 

that is: 

 INRE

Ti I

Ti

G G
L i

R
                               (4) 

where TiG  is the gain of the i th radar’s transmitting antenna 

in the direction of the intercept receiver, IG  is the gain of 

the intercept receiver’s antenna, TiR  is the range from the 

i th radar node to the intercept receiver. 

What’s more, the cooperative jamming techniques can 

be employed to jam the passive intercept receiver so that the 

achievable MI of interceptor would be degraded by the 

cooperative jamming signals while the DMRS is unaffected 

[19]. Thus, (3) can be modified as: 
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     (5) 

where  iJ f  represents the PSD of the i th cooperative 

jammer,  JAML i  is the attenuation from the i th cooperative 

jammer to the intercept receiver, which can be described as: 

 JAM

Ji I

Ji

G G
L i

R
                              (6) 

where JiG  is the gain of the i th cooperative jammer’s 

transmitting antenna in the direction of the intercept receiver, 

JiR  is the range from the i th cooperative jammer to the 

intercept receiver. For simplicity of derivation, we suppose 

that '

y yT T   and 
'BW BW . Thus, (5) can be further 

rewritten as follows:  
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Fig.2 The notional sketch of the completely secure DMRS 
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In this paper, for convenience, it is assumed that the 

radar nodes in DMRS can simultaneously transmit radar 

modulating signal to extract information about the target and 

cooperative jamming signal to jam the passive intercept 

receivers, while the cooperative jamming signal is designed   

to jam the intercept receiver without affecting the radar 

nodes in DMRS. Therefore, originating from the definition 

of secrecy capacity in wireless communications, we propose 

security information factor SEF  for DMRS as: 
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                          (8) 

which can be utilized to evaluate the LPID performance for 

DMRS. 

The notional sketch of the completely secure DMRS is 

plotted in Fig.2. It is important to note that SE0 1F   

means that the DMRS is in completely secure state while 

estimating the target features, and that the larger the 

achievable security information factor SEF , the better LPID 

performance of DMRS to finish the system task.  

Herein, we will formulate the security information factor 

based LPID improvement approach. To this end, the 

proposed LPID optimization scheme can be written as: 
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where DMRS  denotes the total energy constraint of DMRS, 

iP  denotes the cooperative jamming power constraint of the 

i th radar node. In (9), the security information factor SEF  is 

maximized by optimizing the transmission waveforms and 

the cooperative jamming spectra subjected to the predefined 

total transmission energy and the cooperative jamming power 

constraints. It is also worth mentioning that if the security 

information factor is maximized, the intercept probability of 

the transmission waveforms would be much less than 0.5, in 

which case the DMRS is in perfectly LPID state. 

Theorem 3.1: The optimal transmission waveforms that 

maximize the MI (1) under the total energy constraint C1  

should satisfy: 

      
2

max 0,i i iX f B f A D f   
            (10) 

where  iB f  and  iD f  can be given by: 
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respectively. The constant A  can be calculated by the total 

energy constraint C1 . 

The optimal cooperative jamming spectra that minimize 

the MI (7) under the jamming power constraint C2  should 

satisfy: 

      max 0,i i i iJ f B f A D f  
 

            (13) 

where  iB f , and  iD f  can be given by: 
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respectively, and 
iA  is a constant which can be determined 

by the cooperative jamming power constraint C2 . 

 

4. SIMULATION RESULTS 

 

In this sequel, simulation results are provided to demonstrate 

the effectiveness of employing the optimal transmission 

waveforms and cooperative jamming spectra given in 

Theorem 3.1. Here, we assume that the PSDs of the additive 

Gaussian white noise in DMRS and intercept receiver are 
166.0 10 W/Hz  and 

136.0 10 W/Hz , respectively. The to- 
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Table 1 The comparison of security information factor for different 

jamming strategies 

Jamming strategies 
Security information 

factor 

Optimal cooperative 

jamming spectra 
0.9875 

Predefined cooperative 

jamming spectra 
0.9854 

Without cooperative 

jamming 
-8.5278 

 

tal energy of DMRS is 200 J , the total power of each 

cooperative jammer is 500 W , and yT  is set to be  0.01s . 

Table 1 presents the comparison of security information 

factor for different jamming strategies. It is observed that the 

optimal cooperative jamming spectra can result in the largest 

security information factor, which in turn means that it 

achieves the best LPID performance for DMRS. The 

predefined cooperative jamming spectra is the uniform 

jamming power allocation in the whole frequency band, and 

it has a worse LPID performance. This is reasonable due to 

the fact that the predefined cooperative jamming has no prior 

knowledge about the transmission waveforms [20]. However, 

it is better than the case without cooperative jamming. This 

again shows that the proposed optimal transmission 

waveforms and cooperative jamming spectra based on 

security information factor achieves indeed good solution for 

LPID improvement in DMRS. 

The achievable MI curves of the DMRS for different 

transmission waveforms are shown in Fig.3, which are 

obtained by conducting 10000 Monte Carlo trials. For both 

cases, it is obvious that the achievable MI is increased as the 

transmitting energy increases. While for a given total 

transmitting energy constraint, the larger MI can be achieved 

when using the optimal transmission waveforms. This is due 

to the fact that the predefined waveforms distribute uniform 

energy over the whole frequency band with no prior 

knowledge about the target spectra, which have the worse 

target estimation performance. 

Similarly, the achievable MI of the intercept receiver 

when utilizing the optimal jamming spectra and the 

predefined jamming spectra are compared in Fig.4. The 

numerical results illustrate that the achievable MI of the 

intercept receiver is reduced as the jamming power increases, 

which again shows that employing cooperative jamming can 

undoubtedly improve the LPID performance for DMRS to 

defend against noncooperative interceptors. This is not 

surprising that the predefined jamming spectra has a larger 

MI of the intercept receiver than the optimal cooperative 

jamming spectra, which is because of the lack of the 

information about the transmission waveforms. 
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Fig.3 Achievable MI curves of the DMRS for different transmission 

waveforms 
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Fig.4 Achievable MI curves of the intercept receiver for different 

cooperative jamming spectra 

 

5. CONCLUSION 

 

In this paper, the problem of LPID performance improvement 

for DMRS based on security information factor is 

investigated, which maximizes the security information 

factor by optimizing the transmission waveforms and the 

cooperative jamming spectra for the given total transmission 

energy and cooperative jamming power constraints. It is 

worth pointing out that the optimal solutions can be 

achieved by explicit closed-form expressions. Numerical 

simulations are conducted to demonstrate that our presented 

strategy can improve the LPID performance for DMRS 

remarkably to defend against the hostile intercept receiver 

attacks, which provides useful guidance on the design of 

optimal transmission waveforms and cooperative jamming 

spectra for LPID enhancement. Future work will concentrate 

on other optimization criteria to facilitate improved LPID 

performance for DMRS. 
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