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ABSTRACT

In this paper we deal with spoofing detection in GNSS recsivafe
derive the optimal genie detector when the true positioespair-
fectly known, and the observation errors are Gaussian, &nehb
mark for other detectors. The system model considers thineerd
sional positions, and includes correlated errors. In afdive pro-
pose several detectors that do not need any position kngee¢kat
outperform recently proposed detectors in many intergstases.

Index Terms— GNSS, GPS, spoofing, jamming, detection

1. INTRODUCTION

on signal detection using multiple antennas (cf. [18] arelréfer-
ences therein). Most of these papers focus on applicatities than
spoofing detection, although the same techniques are apfaic
Multiple receivers were used for detection on a higher level
in [15,16]. That is, detection was performed based on thé pos
tion solutions from multiple receivers, rather than on theeived
sampled data itself. The main advantage of this kind of nughe
that the they can be implemented by using commercial offstielf
(COTS) GNSS receivers, where the actual sampled data ivaibt a
able to the user. In the papers [15, 16], the locations oféheivers
relative to each other were assumed to be known, and thequosit
rors were assumed to be Gaussian. The optimal detector wasdle
in [15] assuming known two dimensional positions and urelated

The vulnerability of global navigation satellite syster@NSS) to-  noise. A detector was also proposed for the case when théespoo
wards jamming and spoofing has been known for many yearseThegosition and the true receiver positions were unknown (iatan
issues were highlighted in the so called Volpe report [1J08%, and  rejative to each other). That work was further extended 8] fb
much effort has been put in the research on spoofing [2-4] afitd & include correlation between errors in east and north doest al-
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spoofing techniques [5-16] in the last decade. The recemg\ach

low for multiple samples instead of a single snapshot, amgtithe

ments on GPS spoofing techniques [2—4] have further raisestth proposed detector to use three-dimensional position data.

issues, and shown that it is a real threat.

In this work, we deal with a similar problem as [15, 16]. How-

A spoofing attack aims at deceiving its target GNSS receter t ever, we model the positions in three dimensions directlg, allow

reporting malicious spoofer-manipulated positioning &mdng in-
formation. It has been shown that this can be done in prattiee
controlled manner [3]. Meaconing is a simpler form of spogfide-
fined in the Volpe report [1] athe reception, delay, and rebroadcast
of radionavigation signals to confuse a navigation system or user.
The position and timing information cannot be manipulatétth the
same sense of control in a meaconing attack, but its sirpilitakes
it a serious threat.

the position errors to be correlated not only between diffedi-
rections but also between receivers. This is commonly tise aa
practice, since receivers in the vicinity of one anotheregignce
similar fading effects (e.g. shadowing). Hence, the predanodel
also includes receivers with different error charactsstWe derive
the optimal detector under these assumptions. In additiermodel
and proposed detectors are straightforward to extend tobainaay
number of dimensions, which allows for inclusion of additmet-

Several spoofing detectors have been proposed based on cregs such as pseudo-ranges or SNR estimates that are ofién av

checks with other sensors, for example intertial measunemnngits
(IMU) [2] or cross-correlation with a secure GNSS receiv&rl0,

able from standard COTS GPS receivers. We also proposetaiestec
that do not require any knowledge of the true spoofed or vecei

17]. Other techniques have been proposed based on theidietect positions, based on the position deviations between theivess.

of different types of anomalies in the correlator outputaseal by
spoofing [11-14]. This kind of detectors can be implemented i
single receiver, but one drawback is that the distortionghécor-
relator outputs caused by a spoofer are hard to discrimiinabe
distortions caused by multipath fading [12]. Attempts t@amvent

This allows for mobile receivers, without requiring any kiedge
of their relative positions, provided that they operateha vicinity
of one another. The position deviations are exploited thhoesti-
mated distances between the receivers, and through pespefthe
singular values of the observation matrix. This problemdmsica-

this problem have been made by combining several measures, ftions, for example, for reliable first responder and solgiesition-

example correlator distortions and received power, to naaj@nt
decision [13, 14]. Exploiting signal anomalies to detecpadder is
in general a very challenging task. An intelligent enoughoder
could, at least theoretically, emulate the authentic GNg§Sass, ef-
fectively making the spoofer signal impossible to detect.

ing. The detection performance of the proposed methodsiyzed
numerically, and compared with similar state-of-the-agtinods.

2. SYSTEM MODEL

For that reason, much work on spoofing detection has focuse@ihe system model and assumptions will be described in thenfol

on array processing using multiple antennas or a single mgoam-

ing. There arelX cooperating GNSS receivers, each one delivering

tenna [5-7]. A lot of research has been performed in receatsye its calculated position solution to a fusion center. Thesnesrs are
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assumed to be COTS receivers, so that only high level dataasic
the position solution is available. We wish to determine thibe
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the GNSS receivers are being spoofed or not. Suppose that all receivers, so tha&® = 1. Then, the optimal test statistic reduces to
the available satellite signals are being recreated andrrédted by

the spoofer, as in a meaconing attack. If the receivers argbe T K T

spoofed, by tracking all satellite signals from the spadfegir error- z (s—p)= Z Xj, (8 = Ppr)- @)

free position solutions would be equal. However, if they roebe- k=1

ing spoofed, their position solutions depend on their dctlistinct, So far, we have assumed that all parameters are known under

positions. Hence, we wish to discriminate between the Hygses  poth hypotheses. In practice, that will not be the case. ttiquéar,
the main issue is that the true positions are unknown. Deteatith

Ho: xp =prter, k=1... K, (1)  unknown positions is dealt with in the following section.

lexk:s+ek, k):L...,K,

where p;, is the true position of receive antenta s is the true 4. GLRT WITH UNKNOWN POSITIONS
spoofed position, ane; is noise. The position vectorp, = .
[P, Proz prs]? ands 2 [s1, s, s3]7 represent the north, east A well known, and often very well performing, method when

there are unknown parameters is the generalized likelinatd
test (GLRT). That is, the unknown parameters are estimasedju
maximume-likelihood estimation, and the estimated paranseare

and altitude components respectively of the positions.aiqo (1)
can be equivalently written in matrix form as

Hy: X=P+E, used in the likelihood-ratio in lieu of the true parameteffat is,
o~ (2 we wish to compute the maximume-likelihood (ML) estimateshef

H : X=S+E, L ) ) .

unknown positiong, ands. Since there is only a single observa-
X7 ol o7 tion available, the ML estimate of the receiver positignsis the
R R . observation itself, i.e.
where X = | |, P=| | andS=|:|. (3)

x% p’ll; ST I/); = Xk (8)

Assume that the noise is zero mean Gaussian (as was alsordoneyi 4 e spoofed position is the mean value of the observsitigr

~ ;
(15, 16]). Moreover, lete = vec(E), and assume thal is the {5 each receiver. Hence, the ML estimate of the spoofedipasis
covariance matrix oé. That is, the position components are allowed

to be correlated between the north, east and altitude directis 1
well as between receivers. Similarly, let2 vec(X), p £ vec(P) S=4 > xk ©)
ands £ vec(S). Then, (2) can be rewritten as k=1

Ho: x ~ N(p,Q) By inserting the estimated positiofg ands in the log-likelihood
) ’ 4 - .
Hi: @~ N(s,Q). (4) ratio (5), we obtain the GLRT

2T G-P) TR P8RS 2 (10)
3. GENIE DETECTOR: KNOWN p AND s 2 2 50 ’
Based on the system model described in Section 2, we willeléne ~ where

Neyman-Pearson optimal detector. It is well known that thigneel

T 1 K T
detector, when the probability distribution under bothdtjyeses are X1 T 2k=1 Xk
perfectly known, is a (log-)likelihood-ratio test. The Kigelihood D = vec : ands = vec : . (1)
ratio of (4) is L. % Zle xT
log [(@lf) _ rg- (s —p)+ 1pTQ‘lp _Llgrgogy c, Moreover, the GLRT when the position errors are uncorrdlate
[ (z|Ho) 2 2 Q=Iis
®)
. . . Tin o~y lars lops
wherec is a constant independent of the received data. When the (53-p)+ P P58 8=
true positiongp ands are known, all terms that are independent of X X X 2 (12)
the received data can be included in the decision threshold. Hence, Z 1 ZXTX — I xel? - 1 Z < M
the optimal detector is |\ K=" LT lITE 2 ||K & N s"
H
2"Q " (s—p) = 7, (6)  Note that this test can also be used if the covariance matrini
Ho known, even though the position errors could actually beetated.
wheren is a predetermined decision threshold. This is a genie de-
tector in the sense that it is not realizable, since the tagtipns 5. DETECTION WITH UNKNOWN POSITIONS AND
cannot be perfectly known. However, the genie detectoreseag a COVARIANCE

performance limit for all other detectors.

In (6), the covariance matrix was assumed to be known ane arbin most practical scenarios, the true positithandS, as well as the
trary. Consider the special case when the position errersiacor- ~ covariance matrix2, are unknown. To be able to detect the spoofer
related, with equal variance, both between position coraptnand ~ despite that these parameters are unknown, we will exlattthe

spoofed position is equal for all receivers whereas theeatith po-
sitions are distinct for different receivers.
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Estimating the covariance matrix in a similar manner as the u underH,. Therefore, the proposed test is
known positions in Section 4 is impossible in this case wnéesig-

nificant structure or a priori information is imposed. Thagen is o1 % n. (14)
that it would require at least as many observations as tleeo$ithe o2 + 03 H,

covariance matrixJK) for the sample covariance matrix to have full
rank. Instead of trying to estimate the covariance matrixpwpose
two detectors based on properties of the mean of the obaemihat
differ between the two hypotheses. The proposed detectitirbev
explained in the following sections.

Note that this test can be performed without any knowledgihef
covariance. However, if the covariance is known or can bieneséd,
one could prewhiten the received data and then perform amtiddé
test based on the whitened data.

5.1. Mean Squared Distance (MSD) 6. DETECTION WITH KNOWN LOCAL POSITIONS

The first approach is to use the spread of the distances betivee Let p; denote the receiver positions parametrized in a local ref-

receivers. If the receivers are being spoofed, the aversgande erence frame such that the origin is determined by the ainstr

should be close to zero, whereas if they are not being spabfed Zszl pr = 0. That is, the global receiver positions gsg =

should be strictly positive. We propose to use the followtiest b + Rpk, whereb is the unknown origin of the local reference
frame, andR is an unknown rotation matrix.

X Ho As a comparison, we will include the detector of [16], i.e
S5 xi — %l 2 . (13) parison, [18]. Le.
k=11=1 H K K Hy
. ) . _ 5 _ BraXps =
Since we assume that the relative positions are unknownesxhe ;;pk’lxk'l 5;pk“‘x’“"‘ = s (15)

pected value of the average distance is of course also umknow
If all distances were known, then the receivers’ relativeifians  whereé is the ratio of the horizontal error variance to the vertical
would be known too, and the scenario would be equivalentdotie  error variance. The detector (15) was proposed in [16] bgreding
in[15,16]. Of course, knowledge of the distances could fpoited  the two dimensional GLRT of [15] to three dimensions by addin

in our proposed test to set the decision threshold more pdptely  extra term that includes the vertical component. The eradances

to achieve the desired detection and false-alarm prokiabili In  were assumed in [16] to be equal in the north and east directito
the current proposal, the decision threshold can be setl@s@  allow for unequal horizontal error variances, the deteistalightly
desired detection probability, which depends on the dievidtom  generalized so tha@t2 (21,1 + Q2.2)/(2923,3). When the horizon-
zero caused by the noise in the spoofed case. The false-ptatm  tal error variances are equal that is equivalent to what wigially
ability will then depend on the scenario in the non-spoofasecfor  proposed in [16].

example the receivers’ actual relative positions. The detector (15) that was extended from two (horizontal) to
three dimensions in [16] is not adapted to deal with the unkno
5.2. Singular Value Spread three dimensional rotation, but only takes the horizort&tion into

] . ) o account. A straightforward modification of the test statjsto be
Another approach is to exploit properties of the observatiatrix,  gpje to deal with a three dimensional rotation, can be madakiyg
or rather the mean of the observation matrix. In the curresdeh  the apsolute value of all terms rather than only of the firange

E{X|Ho} = P andE{X|H:} = S. SinceS is comprised of  ¢orresponding to the horizontal components. That is, theified
the single positios, E {X|H1} has a single positive singular value test statistic is

whereasE {X|Ho} has three positive singular values (provided that
K > 3 and the receiver antennas are spread out in the three di- K _r
mensions). The proposed method is based on these propErties - Z i, Axk
singular values oX, or equivalently of the eigenvalues X . fe= k=1

There exist many other examples where properties of theeige yhereA is a weight matrix. Note that in this special case, the weight
values of a sample covariance matrix have been used fortttec matrix is used to compensate for the (known) error variasodsat
For example, the well known sphericity test [19] discrinte®be- A — diag(1,1,5). If the variances are known, a better weight ma-
tween equal and distinct eigenvalues by using the ratio®htith-  t1ix would be A = diag(1/0%,1/0%,1/03), wheres?,, 0% and
metic to the geometric mean. The sphericity test was orfiginig- ;2 denote the error variances in the north, east and altituge-di
rived to distinguish between correlated and white Gaussilribu-  tjons respectively (assumed to be equal for all receivesfe that
tions. An extension to the sphericity test was proposeddh [#here  he detectors (15) and (16) cannot account for correlatiween
the eigenvalues were not restricted to be equal or distuicttere  ecejvers. Even more generally, the weight matkix= ©~* could
could be an arbitrary number of distinct values with knownitthu  pe ysed to compensate for the full covariance.
plicities. These works, however, exploit properties oftbeariance
matrix of the observed data, whereas we are interested iméae
value of the observation.

We propose to use a similar test statistic, working on thgusin
lar values of the observation matrix. Let, i = 1,...,3, be the
singular values of the observation matixsorted in descending or-
der. In our case, the mean of the observation matrix has desing
non-zero singular value undéf;, but three positive singular values

K K

2
Z P, 1Xk,1 + 6 Z Pk,3Xk,3
1i=1

k=1

» (16)

7. NUMERICAL RESULTS

In the following, we will show some numerical evaluationgfu de-
tection performance, based on Monte-Carlo simulationse dight
true receiver positions were placed at the corners of a citheside
lengthd = 5 meters. The true spoofed position was placed in the
center of the cube. Two versions of the detector (15) areidsd,
one where the rotation of the receiver positions is penfeligned
with the true rotation (labeledo rot.), and one where the rotation
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Fig. 1. ROC curve with uncorrelated errors and eight receivers pos Fig. 2. ROC curve with correlated errorg (= 0.3) and eight re-
ceivers positioned in the corners of a 5 meters cube.

tioned in the corners of a 5 meters cube.

is unknown, which is modeled by a random rotation with umiftyr
distributed angles in three dimensions. The former casé tsurse,
equivalent to perfectly known rotation in three dimensions
Figure 1 shows the receiver operating characteristics (ROC
the detectors, with uncorrelated errof3 & oI, whereo = 10).
As expected, the GLRT with and without knowledge of the civar
ance have equal performance since the errors are uncedelat
addition, the detector (15) (no rot.) that requires knogkdf the
relative positions as well as their rotation, outperforithefthe de-
tectors that do not have that knowledge, but still performfifam
the optimal detector. When the rotation is unknown howetherde-
tectors (15) and (16) perform very poorly. That is, knowkedd the
local receiver positions can be quite useful if the platfontation
is known too, for example, by the use of gyros and accelerermset
The proposed GLRT detectors (10) and (12), and the meamdesta
detector (13) performs quite well, despite not having arnywedge
of the true receiver positions. The proposed singular vektec-
tor (14) shows quite poor performance, and is also comuunally
more burdensome than the other detectors. Note that therperf ceivers positioned in the corners of a 5 meters cube.
mance in absolute numbers depends much on the scenario€numb
of receivers, receiver positions etc.), but the perforrearidifferent
methods relative to each other is similar. For example, thi@dce
between the receivers is smaller in these simulations apamd
to [16], which deteriorates the performance for all detecto
Figure 2 shows the ROC with a fixed correlation factoi0cf
between all position components. The covariance m&¥is also
normalized such thgif2||, = o, to make the position errors com-

parable with those of Figure 1. In this case, when the errms a

correlated, there is a clear difference between the two Gil&&c-
tors (10) and (12). Moreover, we note that both of these tatec
outperform the detector (15) of [16] when the rotation isnmkn,
although no knowledge of the receiver positions is requioed10)
and (12). Note also that due to the unknown three dimensianal
tation, the detector (15) performs even worse than flippingia at

low probabilities of false alarm 0.25).

Figure 3 shows the ROC with a random covariance m&®or
each realization. The covariance matrix is createflas HH",
where the coefficients of thg x 5K matrix H are drawn from a
white Gaussian distribution, and then normalized such|tfit, =
o2, That is, the covariance matrix is Wishart distributed kornmal-
ized to make a fair comparison with the previous cases. idase,
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the average performance of the GLRT (12), without knowledfye
the covariance, is very close to that of the mean distancectist
(13). Again, the proposed singular value detector shows pen

formance compared to the other detectors.

8. CONCLUDING REMARKS

We have proposed several new spoofing detectors that expéoit
position solution from multiple COTS GPS receivers in diffiet
ways, without requiring any knowledge of the receiver posg. We
have also proposed an extension to a previously proposedtdet
that exploits knowledge of the local receiver positionsdlab takes
into account an unknown three dimensional rotation. We lzdse
shown by Monte-Carlo simulations that the proposed deteqter-
form well in many cases.
It should be noted that it is straightforward to include otmet-
rics than the position solution from each receiver, suchagtdivid-
ual satellite pseudo ranges. That would only increase tinemsion
of the data model (1), and the derivation would follow in aékathe

same way.
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