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ABSTRACT

The secrecy rate optimization of wireless communication sys-
tems with full-duplex (FD) relays and jamming signals is in-
vestigated in this work. Cooperated with FD relays, a novel
secrecy transmission mechanism is proposed targeting at cre-
ating interference at eavesdroppers by adopting jamming sig-
nals. In the proposed mechanism, relays work in FD mode to
receive information signals and forward them together with
extra jamming signals. The global channel state information
(CSI) is assumed available at all transmit nodes. Based on
the proposed scheme, the secrecy rate of relay communica-
tion system is analyzed. Simulation results are also included
to support the theoretical analysis. Results show that the pro-
posed scheme can obviously enhance the secrecy rate of relay
communication systems.

Index Terms— Physical layer security, secrecy rate, full-
duplex, jamming

1. INTRODUCTION

Security has attracted considerable attention because of the
broadcast nature of wireless communications. Traditionally,
cryptographic approaches are employed in the upper layers
for information security. Due to the ever improving com-
puting ability of users, there are more challenges to design
secret keys. This therefore will lead to high risk of informa-
tion security. As a newly booming technique, physical layer
security which makes use of channel conditions to improve
secrecy rate can avoid such kind of risk and nowadays is of
growing interests. Wyner has proved in [1] that if the wire-
tap channel was a degraded version of the main channel, the
security could be guaranteed and eavesdroppers could learn
almost nothing about information from the source. Other-
wise, the secrecy rate would be zero. To solve this problem, a
large amount of work has focused on node cooperation [2—4],
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such as amplify-and-forward (AF), cooperative jamming (CJ)
and decode-and-forward (DF), and all proved that introducing
jamming signals into cooperative systems is an efficient way
to degrade the channel conditions of eavesdroppers.

To take advantages of jamming signals, jamming nodes
are introduced into DF and AF relay systems [5-7]. Although
jamming nodes can further increase secrecy rates of cooper-
ative systems, they can also interfere with relays when they
interfere with eavesdroppers. In addition, there is no closed
form solution for secrecy rate optimization in such kind of
systems. To solve this problem, a smart jamming algorithm
has been proposed to schedule the interaction between relays
and jamming nodes [8—11]. Moreover, [12—14] proposed a
novel self-protection scheme, where destinations transmitted
jamming signals to interfere with eavesdroppers and protected
itself from being interfered. All the previous work made con-
tributions to enhance the physical layer security, yet few of
them payed attention to advantages of jamming signals in full-
duplex (FD) relay systems. Inspired by [14], jamming signals
can also be introduced into FD relay systems to enhance the
system security. This paper offers an extension work of [15].
Here, the jamming scheme in our method is cooperated with
FD relays. That is, FD relays can transmit information signals
with extra jamming signals. As a result, the channel condition
of eavesdropper can be degraded by jamming signals, and the
secrecy rate performance can be improved.

Notation: x denotes the transmit signal of the source and
z represents the jamming signal. hy; denotes the channel be-
tween i node and j node, i = {S,R}, j = {R,D,E}. (\)f
denotes the conjugate transpose, (-)* conjugate, (-)7 trans-
pose. And CA (0, o%) represents a circularly symmetric com-
plex Gaussian distribution with zero mean and variance o2
And diag{w} denotes the operation to construct a diagonal
matrix which elements on the main diagonal are the elements
of vector w. I is the identity matrix of size N by IV, and
log(+) represents the logarithm base 2.

2. SYSTEM MODEL

We consider a cooperative communication system as shown
in Fig. 1, where there are one source node S, one destina-
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tion node D, one eavesdropper node E and N available relay
nodes R, all working in FD mode. The source, destination
and eavesdropper nodes are all equipped with single antenna,
while the relay nodes are all with two antennas, one transmit
antenna and one receive antenna. Through out this work, we
assume that all the relays work in FD mode. Let the trans-
mission power of the source node be Py in Watt and assume
that the total transmission power constraint for the whole sys-
tem is Py. Therefore, relay nodes will transmit signals with
power Py — P;. Both the destination and the eavesdropper
can receive signals from both the source and relays.

N full-duplex relays

N

N

10

Destination

Source

Fig. 1. System model: the eavesdropper is located at some-
where between the source and the destination.

For easy denotation, the power of transmit signal x and
jamming signal z are normalized to 1. That is E{|z|*} = 1,
E{|2|?} = 1, respectively. Let h, € CN*! denote the
source-relay channel. It is assumed that each relay can receive
signals from itself and other relays. Then the received signal
vector at relays can be written as

Yr = VPhipr +yrr +npg, (1

where ng € CN*! denotes the noise vector at relays,
ng ~ CN(0,0%Iy). And yrg represents the received
signal vector, which is transmitted from all the relays, yrr =
[yRR(l), . ,yRR(kZ), . ,yRR(N)]T S (CNXl, where the
parameter £ = 1,2,..., N. Since the relay knows its own
received signal, yrr can be cancellated by using interfer-
ence cancellation algorithm [16]. Thus, the received signal at
relays, denoted by y g, can be written as

YR ZY’R — YRR
=v/Phipr + np.

As it is known that the full-duplex relay nodes can retrans-
mit their received signals with very small delay, meaning that
the source and relays can almost simultaneously transmit
their signals. And the signal transmitted by each relay is the
weighted version of the received signal with the jamming sig-
nal, i.e., w(k)yr(k) + ws(k)z. Thus, the signals transmitted
by all relays can be denoted as diag{w}yr + w2, where
w = [w(l),...,w(k),...,w(N)]T denotes the weight vec-
tor atall relays, and w; = [w(1),...,ws(k),...,ws(N)]T

)

represents the jamming weight vector. Let hj,; € CY*! de-
note the channel between relays and the j; node for transmit-
ting information signals and jamming signals, j; € {D, E'}.
Therefore, the destination can receive signals both from the
source and all relays. Received signal at the destination can
be written as

yp =V Pshpr +hhp (diag{w}lyr +wz) + np
=v/P.hl, diag{hip}wz + /Phipa 3)
+nfdiag{hyp}w +hj w2 + np.

Similarly, the version of the received signal at the eavesdrop-
per is

ygp =V Pshipr + h%E (diag{w}lyr +wWsz) + ng
=/ PQhEEdiag{hng}wx +V/P.hsp “)
+nEdiag{h},}w + hIaEWJZ +ng,

where np ~ CN(0,0%) and ng ~ CN(0, 0?) represent the
additive noise at the destination and eavesdropper, respec-
tively. And according to (3) and (4), the jamming signals
interfere with both received signals at the eavesdropper and
the destination. If the interference of jamming signals to the
eavesdropper is maximized and in the same time the inter-
ference to the destination is minimized, the performance of
secrecy rate will be optimized.

3. RATE OPTIMIZATION AND SYSTEM DESIGN

In this work, we assume there is only one eavesdropper, and
the global channel state information (CSI) is available for all
transmitters, including the source node and relay nodes. The
definition of the secrecy rate can be denoted as the difference
between rate of destination and rate of eavesdropper,

Rs=Rp — Rg.

From the security point of view, more information received
at legitimate receiver is expected, while the less information
should be received at the eavesdropper. Thus, the optimal
problem to maximize the secrecy rate can be formulated as
arg max R;. ®)
W, W j
In the following, this optimal problem for the described
model in Fig. 1 will be analyzed. The given total transmit
power constraint is Py, and it is assumed that the power of
signal diag{w}ypr is Pg, i.e, w/Tw = Pg, where T =
Pydiag{h%}diag{hsr} + o?Iy. Atreceiver sides, includ-
ing the destination node and the eavesdropper node, in or-
der to simplify the expression of information rate, we define
a = \/P,diag{hsr}hrp. Thus the rate at the destination
can be written as

wiR,w
Y ) ®©
O'QWTRRDW + WJhRDhRDwJ

Rp =log (1—1—
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where R, = %T—Faaﬂ Rgrp = P§1T+diag{hRD}~

diag{hi).
Define b = /Psdiag{hsgr}hgg, the rate at the eaves-
dropper can be represented as

R,

W W

bT T )
O'QWTRREW + WJhREhREWJ

Rp =log <1 +

where R, = %;ZE‘QT + bb', and Rpp = Png +
diag{hrg} - diag{h}5}.

Based on (5), the maximization of the secrecy rate is an
joint optimization problem of the weight vector w; and w,
which is very difficult to solve. In order to simplify this prob-
lem, we will try to achieve the optimization problem in two
steps. Firstly, based on the weight vector w 7, the interference
at the eavesdropper can be maximized. The objective function
can be described as

arg max |WTJhRE|2,
Wy

T —
st { whrp =0 ®)
WJWJ:P0—PS—PR.
By solving the above optimization problem, the interference
at the destination can be nulled out, and the optimal jamming

weight vector can be obtained and written as

wy = p1||hrp||*hrE — Mth;{DhREhRDy (&)

Po—P.—P
where p1; = ST .
# \/HhRDH“HhREHQ*HhRDH2|thhRE\2
Let Q; = wT,h REh% W represent the interference at
the eavesdropper caused by the jamming signals, then the se-
crecy rate can be rewritten as

R,
Rs_log<1+ W RaW >

02WTRRDW
R
)% bW
1 1
08 ( + O'QWTRREW + QJ)

< WTRQW WTRREW>
=log .

10)

wiRrpwW  wiR,w

where Ra = JQRRD + R,, Rb = O'QRRE + Ry + %;T,
and RRE = Rge + Q1. Thus the objective function of

o2 PR
the optimization problem of secrecy rate can be simplified as

WTRREW ) WTRGW
wiRrpW wiR,w’

arg max
w

st.wiTw = Pg. (11)

Considering that if A € C"*"™ and B € C"*" are arbi-
trary n-dimensional diagonal matrix, the sum matrix A + B
is also diagonal. It is easy to get that Rpr and Ryp are

both diagonal matrix, therefore the objective function in (11)
is a product of two correlated Rayleigh quotients, which is
in general intractable [17]. To solve this optimization prob-
lem, in this work we propose a sub-optimal solution. As it
is known that the maximum value and the minimum value of
the ratio w! Rz yw/w' Rz pw are corresponding to the max-
imal eigenvalue A\, and the minimal eigenvalue A, of the
matrix RE};RR &, respectively [4]. With this, the lower and
upper bounds of the objective function can be written as

wiR,w wRzpw wiR,w wiR,w
e wiR,w ~ WIRppW wiR,w — e wiR,w
(12)

Based on the above derivation, we can get that the weight
vector maximizing the lower or upper bounds is

w = ji2q""", (13)

where q“"** is the unit-norm eigenvector of the matrix

R;lRa corresponding to its largest eigenvalue. o can
be determined by the power constraint, and is equal to

/ Pr
H2 = (qunit)TTqunit : (14)

With the obtained w, we get the tight rate bounds, as well
as the maximized secrecy rate. This scheme has been proved
to be sub-optimal and the bounds are also proved to be tight
by [5]. These properties keep unchanged for our system with
full-duplex relays.

4. NUMERICAL RESULTS

To evaluate the performance of the proposed scheme, we as-
sume that the channel between any two nodes is of line-of-
sight transmission, described by h = d~%/2e7?, d is the dis-
tance between two nodes, and c represents the path loss expo-
nent and is set to 3.5, 6 denotes the phase offset and follows
a uniform distribution in the interval [0,27). The distance
between relay nodes is assumed much smaller than the dis-
tance between relays and other nodes. It is also assumed that
the path losses between N relays and the source or the des-
tination are almost the same. In this section, the location of
source node is always (0, 0), where the unit is meters, and the
total transmit power constraint is Py = 10~2 Watt. All per-
formance results presented in the following are obtained by
taking the average over 1000 independent Monte Carlo ex-
periments.

Since locations of nodes in the system are fixed, we as-
sume that the eavesdropper is located between relays and the
destination. System performances in terms of the secrecy rate
are shown in Fig. 2, from which we can see that increasing
the number of relays can improve the secrecy rate. In the
lower power regime, the secrecy rate increases rapidly with
the source power P; increase, while when the source power
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Fig. 2. Secrecy rate versus the source power. The source
power varies form —20 dBm to —1 dBm, and relays and
the destination are located at (25, 0) and (50, 0), respectively.
And the eavesdropper is fixed at (40, 0).

Secrecy rate(bits/s/Hz)

10 15 20 25 30 35 40 45
source-relay distance

Fig. 3. Secrecy rate versus source-relay distance. The des-
tination is located at (50,0) and the eavesdropper fixed at
(40, 0). The source power is equal to —4 dBm.

is approximately —4 dBm, the secrecy rate reaches its max-
imum value. However, due to the total power constraint, in-
creasing the source power will result in the power decrease
of relays, with the information transmitted by relays decreas-
ing. So it is not beneficial for security if the source power
increases continually. Based on the aforementioned experi-
ment, P; will be set to —4 dBm in the following analysis.

The secrecy rate performance of the FD relay system in
[15] and the proposed scheme is displayed in Fig. 3. In the FD
relay system described in [15], relays work in FD mode and
transmit only information signals. It can be seen as a special
case of the proposed scheme, i.e., relays transmit information
signals with the total relay power Py— P, and jamming signals
with 0 power. The secrecy rate of the FD relay system can be
expressed as

TRG "R
R, = log (14 e o) —og (1+ few ).
In this work, we compare the secrecy rate of the proposed
system with the FD relay system, results are shown in Fig.
3. It can be seen that for the given total power constraint

Secrecy rate(bits/s/Hz)

15 20 25 30 35 40 45 50
source-destination distance

Fig. 4. Secrecy rate versus source-destination distance. The
source power is equal to —4 dBm. Relays are fixed at (25, 0).
The location of the eavesdropper is (40, 0).

Py the proposed scheme achieves better performance than the
FD relay system in terms of secrecy rate. Since the FD relay
system transmits information signals with higher power than
the proposed scheme, its maximal secrecy rate is greater than
that of the proposed scheme, which is in agreement with the
simulation results shown in Fig. 3.

The secrecy rate performance is also simulated when the
source-destination distance varies. Results are included in
Fig. 4. For comparison purpose, we also simulate the se-
crecy rate of the FD relay system. With the help of relays, the
secrecy rate of two schemes is almost stable when the des-
tination is located between the source and relays. From the
simulation results, we can also see that secrecy rates decrease
when the destination moves far away from both the source and
relays. Obviously, the secrecy rate of the proposed scheme is
much better than that of the simple FD relay system when the
destination is close to the source. On the contrary, since they
have the same total power constraint, relays in the FD relay
system transmit information signals with much more power
than that in the proposed scheme. This therefore will lead to
better secrecy rate. That is also why the FD relay system per-
forms better than the proposed scheme in the condition that
the destination is far away from the source node.

5. CONCLUSION

In this work, by introducing the jamming signals, we pro-
posed a novel transmission mechanism to improve the secrecy
rate performance of relay communication systems. With the
proposed scheme, secrecy systems can benefit from both the
FD relays and jamming signals and thus are of better per-
formance. Theoretical analysis and simulation results have
shown that the proposed scheme performs better than the FD
relay system when the destination is not much far away from
the source or the relays are close to the source. Due to the
better performance brought by the jamming signals, it will be
widely used in the future studies for secrecy communication.
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