HOW TO CONSTRUCT PROGRESSIVE VISUAL CRYPTOGRAPHY SCHEMES
Wenjuan Wang and Hachiro Fuijita

Division of Information and Communications Systems
Tokyo Metropolitan University

ABSTRACT 2. PROPOSED PROGRESSIVE VCS

A vi.sual cryptography scheme (VCS) is an encryption method 1 Review of Threshold VC

for images that does not need a computer to decode a secret

image. In this paper we propose a simple, progressive VCOur scheme is constructed fron(ian)-threshold VCS. Be-
which is constructed from a traditional threshold VCS. Ourfore giving the details of our scheme we briefly review the
progressive VCS has better decoded image quality and flexibreshold VCS of Naor and Shamir [2]. To illustrate the
bility than the Fang—Lin scheme, a previous progressive VCS:oncept of threshold VC we restrict ourselves to (Re2)-

We also present a block-wise progressive VCS which has jigthreshold VCS. In this scheme two participants and a dealer
saw puzzle like decryption, and an XOR-based progressivéa trusted third party) are involved. The dealer encodes a
VCS without pixel expansion. We give some experimentasecret image to two shares and distributes each of them to
results which show that our scheme is superior to the Fangeach one of the participants. Let

Lin scheme with respect to the decoded image quality and the

decoding speed controllability. _ (100 _ (100
9P y_ _ _ AO*{11OO’A1*0011'
Index Terms— Contrast, pixel expansion, progressive
scheme, threshold scheme, visual cryptography We call the above two matriced,, and A, thebasis matri-
cesof the (2, 2)-threshold VCS. Using the basis matricés
1. INTRODUCTION and A, we defineCy (resp.C4) as the set of all the matrices

obtained by permuting the columns df, (resp. A;). The

In this papet we propose a simple, progressive VCS that icencryption algorithm of thé2, 2)-threshold scheme is as fol-

constructed from a traditional threshold VCS [2]. Our scheméows' If a pixel in the secret image 1S white, _the_n the dealer
is secure and guarantees the decoded image quality. F andomly chooses one of matncesala and_dlstrlbutes the
ther, our decryption has not only a threshold structure bu rst row of the chosen matrix tq one participant gnd the sec-
also a progressive refinement: the number of shares poolé’(ﬁ]d row to thg other. A bl"?‘Ck pixel is encryp.ted In the same
is smaller than the threshold, then stacking the shares reved/&Y _usmgC’_l instead of u_smgpo. Now each pixel n the se-
nothing about the secret image, but if the number of share et image is expanded into2ax 2 block of subpixels and

pooled exceeds the threshold and becomes larger and larg £ images generated by the encryption algorithm are called
then the secret image reveals progressively shares which are four times larger than the original image

The paper is organized as follows: In Section 2 we give(the (2, 2)-threshold scheme hamxel expansiorfour). The

the details of our progressive VCS and analyze our schemsee(?rEt Image can be reCO\_/ered by simply stacking two shares,
in terms ofaverage contrasta generalization of the conven- Which corresponds to ORing the two rows.4f (resp. 4,).

tional contrast. In Section 3 we show an XOR-based proThg rerlﬁtlve.dn;fereice 4bet\;vein_l)lzlalcl2<n§ss (I)If 3eco?edtblack
gressive VCS without pixel expansion. In Section 4 we sho hd white pixelso = (4-2)/ . / » IS calledeontrast
tfhQr more details on the formal definition and useful properties

some experimental results and compare our scheme with Ef‘th hold sch 21 For lat .
Fang-Lin scheme [3], one of previous progressive VCSs (se% reshold schemes see [2]. For later use we give some ex-

also [4, 5, 6]). The results show that our scheme is superioefmples of the parameters oftan)-threshold VCS with pixel

to the Fang-Lin scheme with respect to the decoded imaggﬁqnsior;;ou_r. t(rilxzn) 4: (QE é.l): ’?ql Is thed x 4 iden_tity f
quality and the decoding speed controllability. 1a0“)8 %n 0 'i e7><3 3m_a fiX WNOSE ToWs are Copies o
We generally follow the notation and terminology used in( »0,0,0). (i) (¢,n) = (3,3):
the literature of VC (see, e.g., [7]). The proofs of the lemmas 110 0 11 0
in the text are omitted due to lack of space. Ag=11 0 1 0 A =11 0 ol .
01 10 1 0 1

oS = O

1This paper is an extended and improved version of [1].
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2.2. (t,n)-Threshold Progressive VCS

In this section we give the details of our progressive VCS. Le
2 <t < ng < nbe positive integers and assume that there e
ists a(t, ng)-threshold VCS. Below we will construct(a, n)-
threshold progressive VCS that encrypts a secret image to
shares and has the decryption property that if the number
shares pooled is less than threshottien the stacking of the

shares pooled reveals nothing about the secret image, but

the number of shares pooled exceeds threshaitl becomes

X-

b
i

distribution. This is similar to the law of large numbers: the
empirical distribution of a large number of samples approxi-
hates the true probability distribution.

In the next section we will show that the extended basis
matrices constructed above not only generate a secure share
t also guarantee the decoded image quality which is the
me as that of the underlyir{g, n¢)-threshold VCS (e.g.,

if we use the(2,4)-threshold VCS as an underlying scheme
then the final conventional contrast3is4).

larger and larger then the stacking reveals the secret image

progressively. Here we consider the case 2, 3 only.

%.3. On the Contrast in Our Scheme

Our construction is very simple: we extend the basis man our (¢, n)-threshold progressive VCS, if the numbkr,of

trices of a(t, ny)-threshold VCS to larger matrices in a prob-
abilistic way. Let4, and A, be theny x m basis matrices of a
(t,ng)-threshold VCS. For practical applications and for fair

shares pooled exceeds the threshpttien the stacking result
reveals the secret image in a probabilistic manner. In this sec-
tion we investigate the visual quality of a decoded image as a

comparison with the Fang-Lin scheme we restrict ourselvegnction of .
tom = 4,i.e., ascheme with pixel expansion four. We extend e first consider thg2, n)-threshold progressive VCS

no X m matricesA, and A; to n x m matricesA, and A;
by attaching new. — ng rows to Ay and A, respectively. To
save space we consider the transpotEsand AT and attach
new columns tAl" and AT Let AT = [a4, ..., a,,], where
a;, 1 < i < ny, is theith column of theAlT. We generate
n —mng columnsa;, ng +1 < j < n, to be attached tal{ in
the following way:

a;  with probabilityp,

%~ Ya,, with probabilityp,
0 with probability 1 — ngp,

where0 < p < 1/ny andO denotes the all-zero vector of
lengthm. This results inA7 = [AT @, 41, ..., a,). Inthe

same way we construet?. Note that in the threshold VCS
with ¢ = 2 the extension ofl;, is just to attach some copies of

the row of fixed pattern or the all-zero vector. The parameter

p introduced above makes the decoding speed variabje: if
becomes large then the decoding accelerates.

Our encryption algorithm is almost the same as that of the, , ber of bl
traditional threshold VCS. In our scheme, however, we per;

mute not only the columns but also the rows of the extende
basis matricesA; and A;. The row permutation is crucial

constructed from thé2, 2)-threshold VCS, where > 2. Let

p; (k) (resp.q;(k)) denote the probability that a decoded block
corresponding to a black (resp. white) pixel in the secret im-
age hag black subpixels (hencé — i white subpixels) after
stackingk shares. In fact, in thé2, n)-threshold progressive
VCS, p; (k) is defined fori = 0,2, 4. Recall the basis matrix
A, of the (2, 2)-threshold VCS. Each row of; has (Ham-
ming) weight2 and the ORing of the two rows has weight
4, while an attached all-zero vector has weightSimilarly,
qi(k) is defined fori = 0, 2. For notational simplicity we de-
fine p;(k) (resp. ¢;(k)) for all 0 < i < 4 by simply setting
pi(k) = 0 (resp.¢;(k) = 0) if i is not a possible value. Note
that there is no relation betweer(k) andg; (k) since these
are probabilities conditional on exclusive events.

Definition 1. Thek-th average contrass defined as

) (k) = isgi-ailk)
. .

4 .
i=0 " DPi

a(k) =

Note thathin -pi(k) (resp.Zf:Oi - ¢;(k)) is the average
ack subpixels in a decoded block corresponding

do a black (resp. white) pixel in the secret image.

We first give the exact expression fg( k) where possible

since, if the order of the rows is fixed, then the statistics of th&alues ofi are0 and2, more precisely, it = 1,...,n — 2,
shares corresponding to the rows attached to the underlyirigen: can take valu® or 2 (note that there is a possibility that
basis matrix differs from that of the shares corresponding t@ll the k shares are the all-zero vectors), anél i€ n — 1, n,
the original rows of the basis matrix, which distinguishes im-theni = 2 (at least one ok shares has weighy.

portant shares from less important ones. Consider, for exam

ple, the extremal cage= 0. In this case the attached rows are

Lemma 1.

n—2\ (n

the all-zero vectors and the corresponding shares have noth-
ing to do with the secret image.

We remark that the extended basis matrices must be con-
structed for each pixel encryption: if we use the same ex-
tended basis matrices for all black/white pixels then progres-
sive decoding does not work. To make the scheme proba-
bilistic we need a large number of samples that obey a given
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)_1, k=1,...,n—2,

k=n—1,n;

(1—2p)*(
0,

1 —qo(k),
1,

)(

k k

qo(k) = {
qa2(k) {

Similarly, we can give the exact expression fefk):

k=1,...,n—2,

k=n-—1,n.



Lemma 2. po(k) = qo(k), k=1,...,n;

L=po(D), k=1, e, e
2[(1-p)* ' (20 RN
= { P02 Pt
- n—2 n\— - e !
X( k )} (k) , ]{3:27...,71—2, ; 03 + IS
2n=1(1 - p)n2, k=n—1, T
07 k = N; ; ozfﬂlﬂm I \
07 k = ]_7 owB’_,.* : + V\*‘ Proposed, p = 0.3
pa(k) = q 1 —po(k) —pa(k), k=2,...,n—1, T +\ frpeetr 02
Using Lemmas 1 and 2 we can compute the average con- ’ ’ Sunber of s X ! ’

trast of the(2, n)-threshold progressive VCS.

Proposition 1. A share generated by the scheme is secure. Ifrig. 1. Comparison of our scheme with the Fang-Lin scheme.
particular, the first average contrast of the scheme is zero.

Proof. Sincepo(1) = go(1) andpa(1) = ¢o(1) (and also 3. XOR-BASED PROGRESSIVE VCS WITHOUT
p4(1) = 0), an encryption of a black pixel has the same statis- PIXEL EXPANSION

tics as that of a white pixel and one cannot distinguish a black ) _ _ _
pixel encryption from a white one. Also from this fact the 1st T"€ proposed scheme in the previous section has pixel expan-

average contrast of the scheme is shown to be 0. 7 sion, which is undesirable in practical applications. In this
section, assuming that optical devices are available, we give a
We compare our scheme with the Fang—Lin scheme [3progressive VCS without pixel expansion, which is based on
(see also [5, 6]), the first progressive VCS, in terms of averthe conventional XOR-basdd, 2)-threshold VCS (see, e.g.,
age contrast. (The explicit expression for the average contrat, Chap. 6]) whose basis matrices are given by
of the Fang-Lin scheme is omitted for lack of space.) In Fig. 1
we show the average contrast of @@y 6)-threshold progres- Co = { H , m } , Cr = {H : m } .
sive VCS based on thg, 2)-threshold VCS with varying pa- 1}710 0711
rameterp. For comparison we also show the average contrasthe construction of the extended basis matrices of the XOR-
of the Fang-Lin scheme. As shown in Proposition 1 a shargased 2, )-threshold progressive VCS is almost the same as
generated by our scheme has average cortirasd the final  the OR-based2, n)-threshold progressive VCS, whene>
stacking result has contrasb, irrespective of the value of, o except that parameteris taken to be) (that is, we sim-
whereas a share of the Fang-Lin scheme has a nonzero valyg attach some zeros to a basis matrix), and so we omit the
of average contrast and the final stacking result has averagRtails. The encryption algorithm is also the same as that of
contrast less tha45. the OR-based one. On the other hand, the decryption of an
Similarly, we can derive the explicit expression for the av-x OR-based scheme uses the XORing instead of the stacking
erage contrast of thg, n)-threshold progressive VCS based (ORing).
on the(3, 3)-threshold VCS, where > 3, and show that the We can define the average contrast of an XOR-based
stacking of up to any two shares reveals nothing about a sectgtheme in the same way as in the previous sectionpigt
image, although the details are omitted for lack of space. (resp. q(k)) denote the probability that a decoded pixel cor-
responding to a black (resp. white) pixel in the secret image
2.4. Extension to a Block-wise Progressive VCS has a value of (i.e., decoded pixel is black) after XORirtg
shares. Note thai(n) = 1 andg(n) = 0 are obvious from

The scheme described in Section 2.2 encrypts each pixel e construction. In fact, it is easy to show the following.

the secret image to 2 x 2 block of subpixels. It is easy to
extend the scheme to a block-wise encryption scheme. In tHeemma 3.
block-wise scheme we divide the secretimage of 8ize M n—1y (ny —1
into N M/ L? blocks of sizel, x L whereL dividesN and M, p(k) = { GG k=1..n-1,
and we take parameterto be zero. The block-wise encryp- 1, k =n;

tion algorithm is almost the same as the pixel-wise one except (n72) () R A

that the row permutation is fixed for eaéhx L block in the q(k) = { k=1/3k/ 0

secret image, which leads to a jigsaw puzzle like decryption. 0, k=n.
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Note thatp(k) > q(k) for k = 1,...,n. We define the
k-th average contrast in the XOR-based schema (a3 =

p(k) — q(k).

() (€)

Proposition 2. «(k) = ZEZ:?) for k = 1,...,n. In partic-

ular, «(1) = 0. So a share generated by the scheme reveals @ (0) ©

nothing about a secret image. Fig. 2. Proposed2, 5)-threshold progressive VCS wifh=
Proof. Use Lemma 3 and the definition of k). O  0.1. (a) shows a share; (b), (c), (d) and (e) show the resulting

. . . . . images obtained from stackikgsharesk = 2, 3, 4, and5s(all
Note thata(k) is an increasing function df. Since the shares), respectively.

proposed XOR-based progressive VCS has no pixel expan-

sion and the final average contrast (i.e., conventional contra:
attains the maximum value of 1, it is advantageous again
the OR-based scheme with a pixel expansion factar afid
(b) (©) (d) (e)

a final average contrast of at mdst4. Furthermore, since
XOR operations are easy to perform using the polarization of (&)

light, an XOR-based progressive VCS can be implemented. . L
with low complexity (see, e.g., [7, Chap. 6] and reference '9. 3‘. Proposed(2, 5)-threshold progresswe'VCS with =
therein). .5. Figures (a)-(e) correspond to those of Fig.2.

Finally, we remark that an XOR-based progressive VC!
can be extended to a block-wise progressive one in the sar
way as in Section 2.4.

4. EXPERIMENTAL RESULTS

Fig. 4. Proposed(3,5)-threshold block-wise progressive

In this section we experimentally examine the following threevcS Figures (a)-(e) correspond to those of Fig.2

points: (i) effect of parameter of an OR-based progressive
VCS on the decoding speed; (i) effect of block-wise proces
ing on the decoded image; and (iii) comparison of our XOF
based scheme with the Hou—Quan scheme [6]. We have i
plemented in Matlab our OR-based scheme constructed frt
the(2, 2)-threshold VCS that has contrdst2. The secretim- (a) (b) (c) (d) (e)
age was a binary image obtained from 56 x 256 grayscale ) ] )
image “Lena” by using the dither function of Matlab. Fig- Fig- 5. Proposed XOR-based progressive VCS with= 5.
ures 2 and 3 show the results of our scheme with paramet&igures (&)-(e) correspond to those of Fig.2.
p = 0.1 andp = 0.5, respectively. To save space we hav = . e s
rescaled the size of the images. The results show that if
rameterp becomes large, the decoding accelerates as shc
by the contrast analysis in Fig. 1, so we can control the d
coding speed, which is an advantage of our scheme against @) (b) ©) (d) )
previous progressive VCSs.

Note that the security of our scheme means secure sharkig. 6. The Hou—Quan scheme with= 5. Figures (a)-(e)
and says nothing about more than one share (stacking twarrespond to those of Fig.2.
shares already reveals something about a secret image).

Figures 4 shows an example of a block-wise progressive 5. CONCLUSION
VCS based on thé3, 3)-threshold VCS with contrast/4.
The block size was taken to ié x 16. It can be seen from In this paper we have presented some progressive VCSs using
the figures that the secret image is block-wise recovered. traditional threshold VCSs, i.e., the OR-based pixel/block-

We have also implemented our XOR-based scheme anglise threshold progressive VCSs with pixel expansion 4
the Hou—Quan (OR-based) scheme witk: 5, both of which  and contrastl/4, 1/2, 3/4, and the XOR-based scheme
have no pixel expansion. Figures 5 and 6 show the results efith no pixel expansion and contrast 1. Compared with the
our scheme and the Hou—Quan scheme, respectively. SinEang-Lin scheme, our OR-based schemes can control the
these schemes are based on different mechanisms, the codecoding speed and guarantee the contrast. The XOR-based
parison is meaningless, however, if both are implemented oscheme has an advantage of the contrast againt the Hou—Quan
a computer, they are comparable. scheme, although their scheme is an OR-based one.
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