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ABSTRACT

In this paper a novel (¢, n) threshold image secret sharing
scheme is proposed. Based on the idea that there is close
connection between secret sharing and coding theory, coding
method on GF(2™) is applied in our scheme instead of the
classical Lagrange's interpolation method in order to deal
with the fidelity loss problem in the recovery. All the
generated share images are meaningful and the size of each
share image is the same as the secret image. The analysis
proves our scheme is perfect and ideal and also has high
security. The experiment results demonstrate that all the
shares have high quality and the secret image can be
recovered exactly.

Index Terms— image secret sharing, image encryption,
multimedia security, coding theory

1. INTRODUCTION

In cryptography, a (¢, n) secret sharing scheme is a method
for distributing a secret among a group of n participants, each
of which is allocated with a share of the secret. The secret can
be easily restored from at least t shares, any group of less than
t shares can’t retrieve any information about the secret. The
first secret sharing scheme is introduced by Moni Naor and
Adi Shamir in 1979 [1]. The classical secret sharing scheme
based on interpolation polynomial is perfect and ideal [2, 3]
which are two key evaluations for secret sharing scheme.
However, it is primarily concentrating on the pure digital data
and don’t take the content of the data into account.

In 1994, Moni Naor and Adi Shamir proposed (z, n) VCS
(Visual Cryptography Scheme) [4] for binary image. As
shown in Fig. 1, it can generate shares on transparencies and
the decryption is realized by easily stacking the shares to
reveal the secret image by the aid of human vision system.
However, the secret only can be very simple binary image,
there is also pixel expansion problem which means the size
of each share is larger than the original secret image. And all
the shares are meaningless, the quality of the recovered secret
image is also rather low. In recent years many secret sharing
schemes based on the work in [4] are developed in different
directions. For example, to solve pixel expansion problem,
some probabilistic VCS [5-8] are proposed, but as a tradeoff,
the quality of the recovered image is lower. Some other image
secret sharing schemes are developed for gray image and
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color image, but the recovered secret image is always so poor
that it is very hard to recognize the content of the image. So
most of the secret sharing schemes based on VCS don’t have
the property that it is ideal and perfect and also have high
recovery ability because of the inherit limitation of VCS.

VCS . Share1

Secret

Recovered

share2
Fig. 1 An example of (2, 2) VCS

In 2002, C.C Thien and J.C. Lin proposed a novel (, n)
image secret sharing scheme based on Lagrange's
interpolation [9]. The size of each share is reduced to 1/ t of
the original secret image and all the shares are meaningless.
Many other works following the basic idea in [9] have been
developed in different aspects, such as, hiding the reduced
shares into large host images [10,11] to improve security in
transmission, reducing the size of shares by lossy or lossless
compression[12]. However, these schemes still have two
crucial weaknesses. First, Lagrange's interpolation method
requires the computation is operated on GF(p), where p is a
prime number, so some pixel values of a 8-bit grey image
have to be truncated to 251, which will introduce fidelity loss
for the recovered secret image. Secondly, the reduction in
size of share is not secure for secret sharing scheme, the size
of shares should be the same as the size of the original secret.
Although the shares can be hided into other images to make
them the same size, yet only part information of shares have
relationship to the secret, the weakness in security is not
eliminated. In [13] G. Alvarez et al. constructed an ideal
scheme for image sharing based on reversible cellular
automata. However, this scheme is restricted to the threshold
(n, n). So it is still a challenge to construct an ideal and perfect
secret sharing scheme with meaningful shares and high
quality of recovered secret image.

In this paper we propose a novel (¢, n) image secret
sharing scheme based on coding method. Since the pixel
value of the image is presented by m bits in the computer,
which is actually isomorphic to GF(2"), and the image can be
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regarded as pixel value matrix, the image secret sharing is
operating on the pixel value matrix on GF(2"). And based on
the fact that there is close connection between secret sharing
and coding theory, algebraic-geometry code on GF(2") is
applied into our scheme to solve the fidelity loss problem in
the recovery, the recovered secret image can be exactly the
same as the original secret image. Moreover, there is no pixel
expansion problem and the size of each share image is equal
to the size of the secret image. Furthermore, two stage coding
method is applied in the encryption process to make all the
shares meaningful, and all the pixels of each share have
mathematical relationship with the secret image. The scheme
is perfect and ideal and has high security.

The rest of this paper is organized as follows. In Section
2, the basic idea and proposed coding-based image secret
sharing scheme is introduced. The analysis and experiment
are given in Section 3. Section 4 is the conclusion.

2. PROPOSED SCHEME
2.1 Basic idea

There are two important evaluation properties for a good
secret sharing scheme, perfect and ideal. A (¢, n) secret
sharing scheme is perfect if any authenticated subset of at
least t participants can determine the original secret, while
any subset of less than t participants can determine nothing
about the secret. Ideal means that the data size of each share
should be the same as the data size of the secret. Otherwise,
if the data size of each share is smaller than the secret, the
adversary can search in a small space to get some information
about the secret, it is not secure for the original secret. If the
share image is larger than the secret image, it is a waste of
storage.

For the image secret sharing scheme, except the
fundamental properties of perfect and ideal, we also hope that
the image secret sharing scheme can generate the meaningful
shares and the secret image should be recovered losslessly.

There is close relationship between secret sharing and
coding, McEliece and Sarwate pointed out that Shamir’s
secret sharing scheme can be explained by the Reed-
Solomon codes in [14]. In fact, (%, n) secret sharing scheme is
isomorphic to (t, n) linear MDS code [15, 16]. A (2, n) linear
code is the MDS (Maximum-Distance Separable) code if the
minimum hamming distance of the codewords is n — ¢ +1 and
any ¢ encoded symbols can decode to get the original
information. So the secret sharing in fact can be presented by
coding paradigm in a more general way, the encoding and
decoding process is isomorphic to the encryption and
decryption in the secret sharing.

Based on this basic idea and considering the
characteristic of the pixel presentation, algebraic - geometry
code on GF(2") is used in our scheme instead of the
interpolation polynomial method. The systematic code form
which means that the first ¢ outputs are the same as the ¢

original inputs is applied in the coding process so that it will
be helpful in making the shares meaningful.

The generating matrix and the checking matrix play a
central role in the secret sharing scheme based on coding
method. In the following the construction of generating
matrix in the encoding process and the checking matrix in the
decoding process are shown as bellow:

Supposing GF(q) is a subfield of GF(2"), n <g—-1 <2
—1, and g is a primitive element of F(g), a; =g, a:=¢° ...,
a, = g" are n distinct nonzero elements of GF(g). The n X(n-
t) checking matrix H is:

2 n—t-1
1 a a .. aq
2 n—t-1
1 a, a, .. a
— 2 n—t-1
an(nft) =1 a a .. a
2 n—t-1
1 a, a .. a

The n Xt generating matrix is:

1 0 0 .. 0
0 1 0 . 0
5 0 0 o 1 | di€GF2").
" dt+l,l dt+l,2 df+1,3 dHJ,z
dl+2,| 42,2 dr+2,3 dt+2, t
du.l dn 2 drz 3 b dn.t

The matrices have the property that each column of D, x,
is orthogonal to every column vector of H, x-y. Notice that
the checking matrix is the Vandermonde matrix, so arbitrary
n-t row vectors of H, xu-y are linear independent. In fact in
coding theory, the linear space of the solutions for the linear
equation group H7,xmy- Bux1 =0 can construct a (z, n) linear
MDS code , which is a special AG code [14,17], and the
generating matrix of the MDS code can be transformed into
the form where the upper ¢ Xt submatrix is an identity matrix.
So the encoding process is fuxi = Dyxt - x; over GF(2"),
and the decoding is solving H”, xpyy- Bux1 =0 to get a.

2.2 Proposed scheme

Suppose there are r secret images S,,S5, ...,S, which are the
same size, each image has L pixels, and P is the coordinate
position in the pixel matrix. Take the 8 bit gray image for the
example, regard each secret image as a pixel matrix, the (z, n)
image secret sharing is constructed as below, £ = n - . Two
stage coding method is applied in our method to make all the
shares meaningful.

The encryption process:

(1) Select arbitrary n meaningful images of the same size as

the secret images where ~ 8(r+k)/t 5 LSBs are set to zero
in all the images and get the pixel matrices [; (i=1, ...,n);
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(2) The encoding is done from pixel to pixel. In the first
encoding stage, take the position P for example, get all the
pixels of the r secret images and » images in (1) in position
P to form a vector dpinx1 = (ai,..., 4, ...,an+-)7, encode with
generating matrix to get vector £, = Dg+2rti) xn+r) * Qntr)x1»
where the multiplication between the matrix D and vector «
is operating on the field GF(2™). Since the upper part of
Dipi2rtk)xm+r) 18 an identity matrix, the first n+r elements of
the vector S are the same as c+r) x1, 1.€. f= (ay, ..., Ay, ..., Anr,
bi, ..., b)) 7. Put all the n +2r+k elements to the according
position of n+2r+k pixel matrices, when all L pixel positions
are traversed, the former r+n matrices are the same as r secret
image matrices and n images in (1) , the latter r+k pixel
matrices Gy, ... ,G+ are in fact meaningless intermediate
images;

(3) Divide Gy, ...,G,+ into ¢ pieces X = {X;, i=1,...,t}. In the
second encoding stage, Similar as encoding for every pixel
position in (2), encode X with generating matrix D,  and put
the results in » matrices, so we can get n symbols Y={Y
j=1,...n};

(4) Embed Y; into the i, selected meaningful image in (1)
from the lowest LSB as necessary, finally we get the n share
images /', ..., I,"
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Fig. 2 Encryption of (6, 7) image secret sharing, r=1

The decryption process from arbitrary t share images is as
below:

(1) Extract ¢+ embedded symbols Y’ from ¢ shares /' and
padding the relevant LSB place with 0, decode in each pixel
position from Y’ using the checking matrix H, .y to get X;
(2) Rearrange the output t symbols of (1) into »+k pixel
matrices G, i = 1, ..., rtk;

(3) Joint G; (i = 1, . . ., r+k) with the ¢ pixel matrices of
meaningful shares where the embedded symbols are
extracted, there are n+r pixel matrices, decode in the similar
way from pixel to pixel to get pixel matrices of the r secret
images.
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Fig. 3 Decryption of (6, 7) image secret sharing, r=1
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3. ANALYSIS AND EXPERIMENT

First we simply analyze the feasibility of the decryption
process. In the first encoding stage of encryption, jointed with
the r secret images and the n selected meaningful images, the
n + r images take part into the encoding as the input using
generating matrix Dg+2-+k) x¢+n) and generate n + 2r + k
output, it is in fact a (n+r, n+2r+k) threshold. In the second
encoding stage, the latter r+k meaningless intermediate
images in the first stage are rearranged into ¢ pieces and
participate into encoding using the matrix D, it is a (¢, n)
threshold. When there are t participated share images in the
decryption, in the first decoding stage, the t extracted symbols
can decode to get +k meaningless intermediate images Gj,
and in the second decoding stage, jointed with the t
meaningful shares images, the n+r images are enough to
reconstruct r secret images.

The performance analysis is given out in two evaluations
for secret sharing, security and the image quality. And
comparison with some research before is included.

There are two important evaluations for secret sharing
schemes: perfect and ideal. Firstly, the success of decryption
shows that arbitrary ¢ shares can recover the secret image,
when the participated shares are less than t, it is impossible to
decode to get any information about the secret, because in
fact this is equal to solve the set of equations where the
number of equations is less than the number of unknown
quantity. So this scheme is perfect. Secondly, the size of each
share is the same as the secret image, it shows the scheme is
also ideal. While in the scheme in [9-11], if we do not
consider the information hiding process, the pixel number of
each share which is generated under the threshold (7, n) is in
fact 1/t of the secret image, it is not ideal.

In the security aspect, in the first encoding stage all the
meaningful images and the secret images take part in
encoding, then the pieces of the output meaningless images
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in the first stage are coded again and embedded into LSB of
the selected n meaningful images, so in fact all the data of the
final n share images have mathematic relationship with the
secret images. In contrast, there is no relationship between the
selected meaningful host images and the secret images in
[10,11], so it will introduce the security problem that the
adversary maybe retrieve the secret when getting only small
part of hidden information in the shares.

In the image quality aspect, the recovered secret image is
exactly the same as the original secret image, because we use
coding method on GF(2") which is suitable for the
characteristic of pixel presentation and the pixel matrices are
decoded perfectly. While in the schemes [9-11] based on the
field GF(p), some pixel value of the secret image which is
larger than 251 have to be truncated, so there is fidelity loss
in the recovery. And in Visual Cryptography scheme, the
quality of the recover image is always very low and the
content can be only recognized roughly by human’s eyes.

The quality of the share images is also taken into account
in our scheme because after two stage encoding all the final
shares are meaningful. Supposed R LSBs of the selected
meaningful images are preserved for the embedding space,
we can easily know R = 8(r + k) / t. From the perspective of
information hiding capacity in spatial domain, the expected
quality of the embedded images are higher than 37 dB when
8(r + k) /t < 3, it is almost imperceptible by human eyes.
However, it is impossible for VCS schemes and many other
image secret sharing schemes.

In addition, as a novel scheme based on coding method
different with the classical interpolation polynomial method,
the computation complexity is also lower, and the
computation can further speed up by dividing the m bit plain
into two parts m; and m, and parallelly execute on small field
GF(2") and GF(2"), and if we continue to divide it into
smaller parts, the computation will be faster.

Table 1 shows the comparison between our scheme and
different kinds of secret sharing schemes.

Table 1 Comparison with other secret sharing schemes

Perfec | Idea | Meaningfu | Recovery
t 1 1 shares
Our scheme Yes Yes | Yes,high Exact
quality
The schemein | Yes No No Not Exact
[9]
The schemein | Yes No Yes Not Exact
[10,11,12]
VCS [4] Yes No No Low
quality

The following is an example of (6, 8) secret sharing
scheme. As we all known, the RGB color image can be
converted into 3 greyscale images. So our scheme is also
available for the color image. Fig. 4 is the experiment result
on color image.

(c) The recovered secret image

Fig. 4 An example of (6, 8) scheme
4. CONCLUSION

This paper proposed a novel secret sharing scheme with
meaningful shares. Coding method is applied in the scheme
because it is a more general model than the interpolation
polynomial method. The algebraic-geometry code over
GF(2™) is used instead of GF(p) in many previous work
because the presentation of image pixel value on the
computer is actually isomorphic to GF(2"), so it will bring
the benefit that the recovered secret image is exactly the same
as the original one. In addition, in order to make all the share
images meaningful, two coding stage are applied in the
encryption process and the information hiding technology is
used. And the payload is low so that the quality of the share
images is high. The analysis proves that our scheme is perfect
and ideal, and has better security and performance than many
other existing schemes.
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