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ABSTRACT

In this paper, a novel block-wise fragile image watermarking
algorithm for tampering localization and recovery is
proposed. The image is divided into Region of Interest (ROI)
and Region of Non Interest (RONI). Considering the ROI-
based self-embedding problem as a special erasure channel,
fountain code is applied in our method to deal with the
reference symbols loss. And to minimize quality degradation
in ROI, the reference symbols for recovery are only
embedded into RONI blocks. Theoretical analysis shows that
the result is nearly optimal, and the experimental results
demonstrate the proposed method can offer low  payload
and high tamper tolerance. And the quality of both the
watermarked image and the reconstructed image is high.

Index Terms— watermarking, multimedia authentication,
Region of Interest, fountain code

1. INTRODUCTION

The rapid development of information technology and wide
availability of the image editing software makes acquisition
and modification of digital images increasingly simple. So
the integrity protection becomes a concerned topic in
multimedia authentication applications. While digital
watermarking is primarily used for copyright protection,
various solutions have been proposed for image
authentication [1].

Most of the existing watermarking schemes for image
authentication are able to detect and localize the tamper.
However, there are few schemes that have the ability to
reconstruct the tampered content. In many applications, it is
highly desired or even required to recover the tampered
image regions.

In recent years, much research work has been done
concerning watermarking with recovery ability [2-4]. Lee and
Lin proposed a dual watermarking scheme in [2] to realize
the reconstruction of tampered content. They maintain two
copies of VQ indexing of each block so it will have another
chance for the reconstruction when one copy is destroyed
during the tampering. There are many other similar schemes
which are known as self-embedding, where the
reconstruction is achieved by keeping the reconstruction
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reference about itself using the replication strategy. This
method, however, depends on high available embedding
capacity and the recovery is restricted to the surviving rate of
the replication.

An effective model for content reconstruction based self-
embedding is proposed in [5], which regards the self-
embedding problem as a special erasure channel and uses
fountain code instead of copying method to eliminate the
space waste and dependence on the mapping copies. It is the
first method that can achieve high quality reconstruction
under extensive tampering.

However, in [5] all the blocks are considered with equal
importance. In some applications, such as medical images
and the images as evidence in court, different regions of an
image are of different importance. More protection and high
quality are usually required for the important regions, which
is defined as Region of Interest (ROI). The other regions,
which is known as Region of Non-Interest (RONI), are of less
importance. Ideally the quality of both watermarked and
recovered ROI should be kept as high as possible. The RONI,
which is usually the background, allows more quality loss and
therefore more embedding strength or payload.

Some ROI-based watermarking schemes with recovery
ability have been proposed in [6-14], the basic idea in most
schemes is that, the copy of reference information of ROI is
always embedded into RONI, and the authentication
information is embedded into ROI itself. If ROI is tampered,
the reconstruction is realized by extracting the copy from
RONIL. In [6, 8, 9] the reference recovery information about
the whole ROI is embedded into RONI, in [7] the image is
divided into small blocks, and the reference recovery
information of each block in ROI is embedded into the
mapping blocks in RONI. However, keeping a copy in the
mapping blocks in RONI will suffer from the similar
reference dependence problem mentioned in [5]. Tampering
on the RONI blocks could result in recovery failure of some
parts of the tampered ROI. Another drawback of this method
is the reference waste. The copy of the whole ROI is kept
when only part of ROI is tampered, the payload is not
optimal, in fact the reference information should be indirectly
proportional to the tamper rate from the point of information
theory, the remaining ROI parts can be helpful in recovery.
So we consider an improved method based on fountain code
to show a new model for ROI and RONI.
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In this paper we propose a novel ROI-based
watermarking scheme to provide image integrity protection.
The recovery reference information of ROI is embedded into
RONI in block wise using erasure code. So the reference
information of ROI can be spread over all the blocks of RONI
and it can tolerate a high tampering rate in both ROI and
RONI. The reference information of RONI can also be
embedded into RONI if necessary. The optimal bound of the
recovery capability is examined by analyzing the relationship
between the embedding payload and the tamper rate. The
performance of the proposed algorithm will be shown by the
experiment results with tampering on grey images.

The rest of this paper is organized as follows. In Section
2, the proposed ROI-based self-embedding model for content
reconstruction is introduced. The analysis is given in Section
3. Experimental results are presented in Section 4 and we
conclude the paper in Section 5.

2. PROPOSED SCHEME

In this section we present our ROI-based self-embedding
model and the watermarking scheme for the reconstruction.

2.1. ROI-based self-embedding model

Considering the tampering as message loss, the ROI
based tamper and recovery problem can be regarded as this
kind of special erasure channel:

(1) Consider the content of RONI as a communication
channel. Note that not only the blocks in ROI but the blocks
in RONI are also possibly tampered.

(2) Carrying the reference information part of ROI which is
majority and perhaps also the reference information part of
RONI which is minority;

(3) The blocks that fail in the authentication will be erased.
The aim is to mainly recover the tampered blocks in ROI in
good quality, while the tampered RONI blocks can be
recovered as much as possible.

(4) The remaining authenticated blocks should contribute to
the recovery of the tampered blocks.

To keep high fidelity, data embedded into ROI should be
as few as possible. Hence, only the authentication bits of ROI
blocks are embedded into ROI blocks, the recovery reference
bits of ROI which is majority of the payload are embedded
into RONI blocks. A part of reference information of RONI
can also be embedded into RONI if recovery is required for
RONI. The fountain code [15] which can generate potentially
limitless encoding symbols from k original symbols and any
slight more than k received encoding symbols can decode to
recover the original symbols is applied in our method to get a
nearly optimal payload for recovery. And in order to utilize
the intact blocks in the recovery, Raptor code [16] which is
one kind of fountain code should be systematic, which means
the first k output encoding symbols are the same as k original
symbols.

2.2. Proposed scheme

In this section the generation of reference bits for
recovery, the reference data embedding and reconstruction
process are introduced. And we focus on how to generate the
payload as low as possible under a tamper rate. Similar to
performance analysis under a given message loss rate in
erasure channel in information theory, we will analyze the
required embedding payload for the reconstruction under
different tamper rates of ROI and RONI.

We assume that both ROI and RONI are divided into
blocks of 8 x 8 pixels and there are N; blocks in ROI and N,
blocks in RONI, ¢ is the percentage of ROI blocks in all
blocks, t = N,/(N; +N,). Arbitrary E; blocks of ROI will
be tampered, E; = a - N;, and arbitrary E, blocks of RONI
are possibly destroyed, E, = b-N,. Two stage coding
method will be applied to this kind of tampering.

The generation process for the authentication of ROI and
payload part for ROI construction is described as below:

(1) Set the LSB of all ROI to 0, and calculate the 32 bits

shorten hash value for each block of ROI, Hgo, = {Hy, ...,

Hy};

(2) Generate the representation symbols of all the ROI

blocks into vector 1z, each block is presented in the

same length, g, (.) can generate the bit stream of length

b to represented the input image block;

Tror = 11, Tn1 = gp (ROL), ..., g5 (ROIy,)

(3)Encode {ry,..,7y1} to generate N;(1+ a)+ €

encoded symbols « using the systematic Raptor Code.

The former N, symbols which are the same as g, are

discarded, while remaining E; + € symbols Sgo; Will

take part in the second encoding stage;

(4) Divide Bgo; into d segments X = {X;,...,X;}, d =

(1-b):N,—€e , and encode X to generate N,

output reference symbols for ROI using fountain

code, Yro; = (Y1, -, Yoo ki

The generation process for the authentication of RONI
and payload part for RONI construction is as below:

(1) Set 3 LSB of RONI blocks to 0, and generate the

representation symbols of RONI blocks into vector j:

Jront = J1-inz = 9p(RONL), .., g5 (RONIy;)

(2) Encode {ji,..,jn2} to generate N,(1+b)+e€

encoded symbols ' using the systematic Raptor Code.

The former N, symbols are also discarded, while the

remaining E, + € symbols Sron; Will take part in the

second encoding stage;

(3) Divide Bgropn; into d segments X' = {X,', ..., X;'},

d= (1-b)-N,—e€, and encode X' to generate N,

output reference symbols for RONI using fountain

code, Zpont = {Z1, -, Zn2}s

(4)Calculate the 32 bits shorten hash value h; forY; , Z;

and the content of RONI block, Hgopn; = {hy, -, hy2}-

In the embedding part, the hash value of each block of
ROI is embedded into LSB bits itself. And in each RONI
block the reference Y;, Z; and hash value h; are embedded
into the RONI block itself.
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The authentication process:

Extract the hash value of each block and recalculate the
hash value, if they are the same, the block is not tampered. If
the block in RONI is authenticated, it means the embedded
reference Y; and Z; are also available.

The reconstruction process:

The steps (1) to (3) are the reconstruction process for ROI:
(1) Decode from the remaining (1 — b) - N, available
reference symbols Y;' to get X.

(2) Rearrange X into E; + € pieces and joint with (1 —

a) - N; regenerated representation symbols of the

authenticated blocks in ROI, and decode to recover the

representation symbols of the tampered blocks in ROI.

(3) Retrieve the tampered blocks in ROI using the

function g, ().

The steps (4) to (6) are the reconstruction process for RONI:
(4) Decode from the remaining (1 — b) - N, available
reference symbols Z;' to get X'.

(5) Rearrange X' into E, + € pieces and joint with

(1 — b) - N, regenerate representation symbols of the

authenticated blocks in RONI, and decode to recover the

representation symbols of tampered blocks in RONI.

(6) Retrieve the tampered blocks using the function

9 0)

From the above we can see that the payload for recovery
consists of 2 parts: one is Yz, and the other is Zz,y;. We can
choose to generate only Yz, or both, which depending on if
we need to recover RONI additionally.

3. ANALYSIS

First we analyze the success of recovery process. In the first
decoding stage for ROI, the number of available Y;" is
(1 —b) - N,, which is bigger than the number of original
symbols d, and in the second decoding stage, there are N; +
€ symbols in total, so it is enough for decoding to recover the
tampered blocks in ROI. For RONI, in the first decoding
stage there are (1 — b) - N, available Z;’, it is bigger than d,
and in the second decoding stage, there are N, + € symbols
in total, it satisfies the decoding requirement, so the entire
recovery must be successful.

In the following we focus on examining the relationship
between the tamper rate and the payload for the
reconstruction. The payload is evaluated by T which is the
ratio of the size of reference data for reconstruction to the size
of the original representation data. The tiny term € /N will
be disregarded in the result.

Let Sror and Sronr denote the data size of the original
representation information of ROI and RONI. The 2 payload
parts are shown respectively. In ROI, the size of gy, in the

Ei+e

first encoding stage is Dgoj1 = Sror vt In the second
1

encoding stage, fBro; is rearranged into d pieces X and
encoded into N reference symbols Yzor. So the data size of
Yror and payload Ty, are:

N, a

Dgorz = Do - ——2— = Spop * —— 1

ROI2 ROIL 'y "p . ROI "} €9
D, a

T, — Drorz _ 2

ROI Sror 1-b 2

For RONI, the data size in the first encoding stage is
Droni1 = Sroni * Ejv—:E In the second encoding stage, the data

size of Zronr and payload Trop; 1s:

N. b
D =D —2 =S — 3
RONI2 RONIL " 3 ¢ RONI T2, 3
D b
T — RONI2 — 4
RONI =g " =15 €))

0 01 02 03 04 05
b

Fig. 1 Payload for ROI recovery  Fig. 2 Payload for RONI recovery

The evaluation about payload for ROI and RONI is
shown in Fig. 1 and Fig. 2. And the overall payload for
recovery of the image is

T = Sror-TrortSroni-Troni _ _ @-Srortb-Sront 5)

Sro1+SRroNT (Sror+Sronn)*(1-b)

If we also consider another item of the representation bits
size, assume that the length of the representation bits per
block in ROI and RONI is ! and q, there are m X m pixels
in each block, we can get another evaluation about payload h
by bpp (bit per pixel),

I-t-a+q-(1-t)b

T [tra-o-ar-b) (6)
_ lta+q(1-t)b
T (1-t)(1-b)m? ™

From the results we can see that, the payload part T,
is actually the same as the upper bound in [5], and the other
part Tgo; is also near optimal for the case of tampering in both
ROI and RONI. Hence, the overall payload is a nearly
optimal result. In order to achieve good quality in ROI, the
ROI blocks should be represented by more bits, while the
RONI blocks should be represented by fewer bits.

4. EXPERIMENTS

In our experiment the test images are 8-bit grey images. In
each 8 X8 ROI block the first 7 bit planes are transformed into
DCT and divided into 15 groups, S;(x,y): x,y € {0, ...,7},
x +y = const. The group 0 is quantized uniformly, the other
groups are quantized with a Lloyd-Max code-book. The
precision of the code-books is represented by a 15-D
allocation vector: [8, 6,4, 3,2,0,0,0,0,0,0,0,0, 0, 0]. At
last we get [ = 54 representation bits for each ROI block. In
the same way, in RONI the first 5 bits planes are participated
in DCT transform and we use different allocation vectors to
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get g = 20 representation bits. In each ROI block 32 shorten
hash bits are embedded, and in each RONI block both the
hash bits and the reference bits are embedded from the lowest
LSB to 3" LSB as necessary.

To evaluate the proposed scheme, it is compared with the
scheme in [7] which uses the classical copying strategy. For
fair comparison, the same representation method and
authentication method above are used in both schemes. The
schemes are evaluated in different tampering scenarios.

In the first case, there is no tampering in RONI and the
tamper rate a in ROI varies, set t=50%. As shown in Fig. 3
and Fig. 4, the payload for ROI recovery in our method is
much lower than that in [7] and proportional to a, so the
quality of watermarked image is significantly improved,
wglulile the quality of recovered image remains the same.

~our marked Image +—our marked image
-~ marked image in [7]

our reconstruction image
80 +—marked image in [7] 1
+ reconstruction image in [7]

02 04 06 08 1 02 0.4 06 08 1
a a

Fig 3. Image quality Fig. 4 Payload for ROI recovery

In the second case, we assume the tamper rate a about
ROI is fixed while the tamper rate » about RONI varies, and
only the recovery of tampered ROI is considered as many
research before. Set t=50%, a=30%. The recovery
performance is evaluated by P which is defined as the
percentage of the tampered ROI blocks can be recovered.

«—our marked image
~—marked image in [7]

~—our recovered image
~—recovered image in [7] 1
0.8f 1
o8
0.6¢

a ] §D5
0.4}
0.4
02t 02
o 0 : . ‘ .
0 0.1 02 03 0.4 Qs 0 0.1 02 03 04 a5
B b

Fig. 5 Recovery performance Fig. 6 Payload for ROI recovery

As shown in Fig. 5, when tampering occurs in both ROI
and RONI, the scheme in [7] is not able to recover all the
tampered blocks in ROI because a part of the reference
information in RONI is destroyed. In contrast, the recovery
of ROI in our scheme is always successful and complete.
Moreover, as shown in Fig. 6, the payload in our scheme in
this case is also lower than that in [7]. Because the payload is
significantly decreased in our scheme, it enables our scheme
to have the recover ability for the tampering out of ROI,
which is not possible in the existing schemes.

So in the third case, we consider recovering the
tampering in both ROI and RONI. The payload for recovering
RONI is generated in a more compact way so that the
tampered RONI could be reconstructed with lower quality.

Fig. 7 and Fig. 8 plot the payload in different tamper rates in
ROI and RONI under different size of ROI.

Fig.7 t=30% Fig. 8 t=60%

Fig. 7 and Fig. 8 shows that the payload is increasing
gradually when a and b grow, and it is affect more by b. There
is tradeoff between upper bound of tolerated tamper rate in
ROI and tolerated tamper rate in ROI in the fixed payload.
Supposed the 3 least significant bits in RONI are used for
embedding, when t=30%, our scheme can recover up to 78%
tampering in both ROI and RONI at the same time. If the
tolerated tamper rate in ROI is set to 90%, the tolerated
tamper rate in RONI will be 71%. When t=60%, the scheme
can recover about 50% tampering in both ROI and RONI.
When the tolerated tamper rate in ROI is set to 90%, the
tolerated tamper rate in RONI will be 25%. And the expected
PSNR of the watermarked image and the recovered image is
higher than 37dB and 30dB respectively. In addition, the
overall tamper rate can be higher than the bound 50% in [5]
when the ROI part is not large.

If ROI needs to be recovered losslessly, the proposed
scheme can be adapted by coding the LSB bits in ROI which
are modified during embedding and storing them into RONI,
and applying lossless representation function to ROI blocks.

5. CONCLUSION

We propose a novel ROI-based self-embedding model with
high recovery ability. In order to introduce less interference
to ROI, the authentication bits are embedded into ROI, and
the reference information used for recovery is embedded into
RONI. By considering the ROI-based self-embedding
problem as a special erasure channel, the fountain code
paradigm is adopted in the model to generate more effective
results than the classical copying method. The theoretical
analysis proves that the payload is nearly optimal, which
results in high quality of watermarked image while the
quality of the recovered image is not degraded. In addition,
the propose scheme can also provide integrity protection and
recovery for both ROI and RONI at the same time.
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