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ABSTRACT (a) T

This paper proposes a novel robust audio watermarking : A

method based on phase coding. The quantization index mod- b) do < dy, ‘0’ detected
ulation technique is employed for embedding watermarks _, , . .

into the phase spectrum of audio signals. To increase robust D > b N

ness of the proposed method, the region of phase spectrum ,

that is resistant against attacks is selected for embeddiag (© di < do, ‘1" detected
experimentally analyzed the phase spectrum to find out which ™ e N AR

region is not distorted under attacks. On the other hand, the ' A '
quantization step size is suitably selected so that the modfig. 1. Anillustration of QIM-based watermarking technique:
fication of phase does not cause severe distortion in soung) embedding, (b) detection of ‘0’, and (c) detection of ‘1’
quality. The experimental results show that the watermarks

could be kept inaudible in audio signals and robust againgasily destroyed without degrading the sound quality. Find
attacks. The proposed method has the ability to embed wang out suitable audio features to ensure both inaudikalitst
termarks into audio signals up #90 bits per second with & ropustness is the most important task of watermarking desig

bit error rate of less thalfé. In general, audio watermarking methods directly embed
Index Terms— audio watermarking, phase coding, quan-watermarks into audio samples or audio features in trans-

tization index modulation, robustness formed domain. Some methods embed watermarks by re-
placing least significant bits (LSB) with watermark bits, or
1. INTRODUCTION insert watermarks which are perceptually shaped according

to the human auditory system (HAS) [3]. Other methods

Recent years have seen a rapid development of multimedi@ke the advantages of frequency masking characterisfics o
and the Internet technology that enhances our digital conf#AS [4] or relative inaudibility of phase change [5] to embed
munication world but also leads to many risks at informatioinaudible watermarks. Phase has been exploited for in&udib
security. In that context, digital multimedia watermakias ~ @udio watermarking since controlled phase alterationltesu
been attracted to protect copyright and ownership of mekim in inaudible change in sound to HAS [6]. These methods,
dia [1] and applied to other applications such as copy cgntrohowever, still meet a trade-off among blindness [5], robust
tamper detection and covert communication [2]. Compare&#€ss (LSB), and capacity [3].
with image and video watermarking, audio watermarking has Several audio watermarking methods have been proposed
received less interest and is still young in the field. based on quantization index modulation (QIM) [7-10] and
In order to be applied in such applications, an audio washowed that QIM is a promising technique for robust water-
termarking method should meet four basic requirements [1Jnarking. These methods have applied QIM to certain audio
inaudibility, blindness, robustness, and high capacityeré features to embed watermarks. Reliability of audio feature
is, however, a trade-off among these requirements. For exarg.g., meaningfulness of a frequency component, which is sig
ple, it is straightforward that perceptually insensitieatures nificant for watermark detection has not been thoroughly con
of audio signals should be exploited for embedding inawdibl sidered. As a result, these methods are still limited indau
watermarks. The resistance against attacks such as lassy cability, robustness, and detection accuracy.
pression is then challenging since the watermarks could be In this work, we propose a robust audio watermarking
This work was supported by a Grant-in-Aid for Scientific Resa (B) methOd.based on ph_ase coding. The phase Spe(.:trum o.f audio
(No. 23300070) and an A3 foresight program made availabltheylapan ~ Signals is encoded with watermarks by the quantizationdnde
Society for the Promotion of Science. modulation technique. Toward a robust watermarking sys-
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§ 50 SOUUV\M 2.2. Key principle
: . JA . We apply QIM to the phase spectrum of audio signals to
100 ya_ 12 34 %00 va__ 12 __ 34 1 construct a robust and reliable audio watermarking system
g | @Wnienose (") Requantization 8bits with the following considerations. (1) Phase alteration is
& 50 50 relatively inaudible [6], hence quantizing the phase with a
2 W suitable quantization step size keeps watermarks inaadibl
0 Im I 34 1 0 4 7 34 1 (2) To achieve the robustness, we analyze the effects of at-
Normalized frequency (xmtrad) Normalized frequency (xtrad) tacks on distortion of frequency components to find out the

) o . resistant frequency region for embedding. In addition, mod
Fig. 2. Distribution of QIM decoding errors on phase spec-ifying a narrower frequency region could keep the distartio
trum against eight different attacks. less audible. (3) To increase the reliability, non-meafihg

tem with an accurate detector, we experimentally analyze thfrequency components, i.e., very low magnitude components
re excluded from the embedding process.

hase spectrum to find out the embedding region that is resi&
P P gred Figure 2 plots the distribution of QIM decoding error on

tant against attacks. To increase the reliability of watekm h 190 1 ¢ ic. Statistically. th
detection, frequency components that have non-meaningfmep ase spectrum 6120 frames of music. Statistically, the

amplitude, i.e., very small magnitude, are excluded froen th cases where the error is greater than or equaDeo |mply
embedding and detecting processes. The quantization st t QIM does not work properly. The lower the error is, the
size is suitably selected to keep watermarks inaudible. Th ore robust the fr_equ_ency region is. We opserved that the
experimental results showed that the proposed method Céﬂw-frequency region 1s the most TObUS‘ against the attacks
produce watermarked signals with high sound quality and tthe choose this region for embedding watermarks.

embedded watermarks are robust against various attacks. )
2.3. Watermark embedding

2. PROPOSED METHOD The embedding process starts with a frame segmentation of
o _ the original signalx[n] into framesz;[n]. The frame size
2.1. Quantization index modulation is determined according to the desired bit rate of watermark

QIM, which was firstly proposed for watermarking by Chen Each wgtermark bik[i}. is embedded .into each audio frame
and Wornell [7], has been widely applied to many kinds of® [n]. Figure 3(a) _d_eplcts the b_Iock diagram of the four steps
watermarking and obtained promising results. The proc&adurlhat embed one bit into an audio frame as follows.

of embedding and detecting watermarks is quite simple. Fig- Step 1. Original framez;[n] is transformed into Fourier
ure 1 shows an illustration of embedding and detection. TgpectrumX;(w) by fast Fourier transform (FFT). Magnitude
embed a bitn, ‘0’ or ‘1’ to a scalar variabler, we quantize  spectrum X;(w)| and phase spectruriX; (w) are calculated.
the scalar number to the nearest point that is an even or odd
multiple of £, respectively as Eq. (1). The obtained variable,

y, IS sent to receivers and might be affected by channel noisef,h
hence becomeg. To decode the embedded bit frajnwe
calculate the distances betwegand the nearest even multi-
ple of £, dy and the nearest odd multiple &f, d; and then
comparel, andd; to decode the bit as Eqgs. (2—4).

Step 2. We decompose the spectrum inkd subbands.

en we select the frequency components in the first sub-
band that are meaningful, i.e., their magnitude is grehsan t

a thresholde. The watermark is embedded into only these
selected components to increase reliability.

Step 3. The bits[i] is encoded into the phase of the se-

A {3 + lJ if m="'0 lected components by Eq. (1) and a quantized phase spectrum
y= A2 (1) £Y(w)isobtained. Althoughli] can be encoded by only one
component, it should be encoded by all the selected compo-
nents to increase robustness.

A%J+% if m =1’
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of embedding one bit and (b) process of detecting one bit.

Step 4. The magnitude spectrumy;(w)| and the quan-  Fig. 4. An illustration of frame position detection in the case
tized phase spectrum,Y (w), are combined into Fourier frame length =350 points: (a) original signal and (b) water-
spectrumY (w) which is then transformed into time domain marked signal.
signaly; [n] by inverse Fourier transform (IFFT).

Finally, all the processed frames are combined together t
yield a watermarked signgln].

ngth of a signal. It is obvious that if we select a correct

ramei, d; is maximized. Figure 4 depicts an illustration of
frame position detection. We calculate detection confidenc

) over32framesin two cases: (a) withoutembedded watermark
2.4. Watermark detection and (b) with embedded watermark. The detection confidences
&ke normalized so that the maximum value equals tBhere

is no obvious peak in Case (a) while very high peaks occur
@f the correct frame-starting points in Case (b). The search
procedure is performed only once at the beginning of the de-

tection process. Once the starting point is determinedhall
Step 1. Watermarked fram@i [n} is flrStIy transformed frame positions can be synchronized_

The detection process also starts with a frame segmentati
of the watermarked signa}{n] into framesy; [n]. Figure 3(b)
shows the block diagram of the process that detects a bit fro
a watermarked frame involving three steps as follows.

into Fourier spectruny; (w) by FFT. Phase spectrur’; (w) So as to combat time-cropping attack, we need to update
is calculated. frame positions and detect watermarks simultaneously. The

Step 2. The embedded frequency components is selectediPdating procedure does not cost much computation. The
as Step 2 in the embedding process. reason is because time-cropping attack randomly cuts a few

samples, otherwise the sound quality is severely reduced.
Step 3. Each selected component is decoded by Eq. (4)

to extract a bit. The output bit[:], is determined by majority
decision on all the extracted bits, e.g., if the number of ‘0’
Ny, are greater the number of ‘1N;, the outputis ‘0.

These steps are repeated until we reach the final frame.

3. EVALUATIONS

We carried out experiments to evaluate the effectiveneds an
performance of the proposed method with the 102 RWC mu-
o sic tracks [11] which have a sampling frequency of 44.1 kHz
2.5. Frame synchronization and 16-bit quantization. We investigated the bit rates ffom
{0 400 bps. The watermarks were randomly generated. The
parameterd( ande were determined by experimental analy-
sis and set ta6 and10~*, respectively. The FFT size is equal

The detection process works with an assumption that th
frame positions are synchronized. In practice, the fransé po

tions might be unavailable, so we have to identify the sigrti . .
point before detecting watermarks. It should be noted that I frame size and the rectangle window was used.

bit is detected from a watermarked frame by majority deci- The inaudibility was measured by perceptual evaluation
sion. N, and N, are compared to decide the output bit). of audio quality (PEAQ) [12] which rates sound quality by

We can see thal, much greater thaV, implies that the the objective difference grade (OPG). Wgtermark detection
probability P(s[i] = ‘0') is much higher. In other words, the performance was measured by bit detgctlon rate (BDR), the
confidence that[i] is correctly detected is higher. In general, "atio between the number of correct bits and the total num-
we define the detection confidence of a bit by: ber of bits. We set evaluguon criteria for PEAQ and BDR by
—2 ODG (slightly annoying) and 0% as recommended by
No Ny [13]. The robustness was evaluated under the following pro-
i = max(m, Fo) () cessing: MP34 kbps (MP3), MP46 kbps (MP4), addition
of white Gaussian nois# dB (AWGN), requantizatios bits
We can search for a correct frame position over a fram¢Requan.), resampling2 kHz (Res. 22k) and6 kHz (Res.
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Table 1. PEAQ (ODG) and BDR (%) against various attacks with resfiettte bit rate (bps).

| 6 | 12 | 18 | 30 | 50 | 100 | 150 | 200 | 300 | 400
PEAQ | 070 ] 082] 092] 1.04] 114 ] 143] 164 1.75] —1.90] —1.74
BDR
No attack| 99.90 [ 99.93 | 99.88 [ 99.79 [ 99.80 | 99.74 [ 99.73 | 99.71[ 99.68 | 99.54
MP3 99.59 | 99.58 | 99.52 | 99.58 | 99.45 | 98.53 | 97.49 | 96.12 | 92.93 | 85.98
MP4 99.80 | 99.74 | 99.73 | 99.59 | 99.54 | 99.09 | 98.28 | 97.16 | 94.52 | 88.93

AWGN 99.89 | 99.77 | 99.65| 99.50 | 99.28 | 98.95 | 98.90 | 98.75 | 98.34 | 96.55
Requan. | 98.50 | 97.84 | 97.55| 97.19 | 96.75 | 96.04 | 95.95 | 95.60 | 94.68 | 92.12
Res. 22k | 99.90 | 99.93 | 99.88 | 99.79 | 99.80 | 99.73 | 99.71 | 99.69 | 99.61 | 98.90
Res. 16k | 99.90 | 99.92 | 99.88 | 99.80 | 99.80 | 99.72 | 99.69 | 99.65 | 99.49 | 98.44
BPF 80.92 | 75.55| 70.45| 67.43 | 64.08 | 60.02 | 57.01 | 55.98 | 54.66 | 43.20

16k), and bandpass filtering with passbdfd, 6] kHz and  for bandpass filtering. We can select a quantization step siz

stopband attenuation12 dB/octave (BPF). of Z for the high robustness and the reasonable sound qual-
Table 1 shows the results of PEAQ and BDR test with reity. The higher value for the step size may result in low sound

spect to the bit rate. The quantization step size was set guality.

£ in this experiment. PEAQ is good in the cases that the

bit rate is less thah0 bps but still acceptable for the other

cases. BDRs with no attack are all higher tl&r5%. Wa- 4. DISCUSSION

termarks are strongly robust against MP3 and MP4 attacks

with the bit rate not greater tha90 bps and weakly robust This paper proposes a simple but effective method of audio

with the other cases. Regarding AWGN, requantization, anyatérmarking based on phase quantization. A number gf

resampling attacks, the watermarks are also strongly tpbudvork based on QIM have appeared in the literature. Nari-

except for the case of requantization witho bps. The wa- Mannejad and Ahadi [8] reported a method that applies QIM

termarks are, however, weak against bandpass filtering, i.d0 the phase of speech signals. The method embeds water-

detection accuracy is only acceptable at a bit raté bps. marks into only one frequency component of a sinusoidal

The quantization step size is an important factor that atmtr Model. That frequency component might be fragile against
perceptual compression because it could be under the mask-

. . ing threshold and hence eliminated. The work by Khademi
Table 2. PEAQ (ODG) and BDR (%) against various attacksey 5|, [9] applies QIM to the phase of all frequency compo-
with respect to the quantization step size. nents including non-meaningful frequency components. The
| z | z ‘ z | z | z non-meaningful components might cause detection errsrs, e
| pecially at high embedding rates. Unlike these methods, thi

_ _ _ _ _ =4
E[E)QQ 0.27 | 0.38 ‘ 0.56 | 0.89 1.95 work capitalizes the frequency components robust against
No attack| 99.90 | 99.92 | 99.93 | 99.93 | 99.93 Zg?ecckﬁsoinsc?lizwg;”xgﬁ Z?Eﬁ?:t'gg toincrease robustnes
MP3 98.87 | 99.38 | 99.44 | 99.61 | 99.66 '
MP4 99.38 | 99.62 | 99.74 | 99.82 | 99.85
AWGN 99.74 | 99.80 | 99.89 | 99.92 | 99.92 5. CONCLUSION

Requan. | 97.43 | 97.83 | 98.22 | 98.63 | 99.33

Res. 22k | 99.90 | 99.93 | 99.93 | 99.93 | 99.93 We propose an audio watermarking method based on phase

Res. 16k | 99.90 | 99.92 | 99.93 | 99.93 | 99.93 quantization. The quantization step size is suitably setec

BPF 40.88 | 48.56 | 71.08 | 88.06 | 96.52 to preserve sound quality of watermarked signals. Phase

spectrum are analyzed to find out the frequency region with-

inaudibility and robustness. We investigated how it af¢bhe  standing attacks to ensure robustness. Frequency contgonen
sound quality and the detection accuracy. Table 2 shows titeat are non-meaningful are excluded from embedding to
results of PEAQ and BDR against attacks with respect to thincrease reliability. The experimental results verifytttiae
guantization step size. The bit rate was set bps in this ex-  watermarked signals have high sound quality and the embed-
periment. The results reveal that the sound quality deeseasded watermarks are robust against various attacks, efipecia
and the detection accuracy increases when the quantizatitossy compression. The proposed method has the ability to
step size gets higher, especially it is significantly imgmbv embed up tel00 bps with the error rate of less thafo.
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