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ABSTRACT

A new post-processing scheme is proposed for Physical Un-
clonable Functions (PUFs) based on Ring Oscillators (ROs).
The scheme uses the Discrete Cosine Transform (DCT) to
decorrelate the RO outputs and improves on existing RO
PUFs in terms of uniqueness and the number of extracted
bits.

Index Terms— Physical Unclonable Function, Ring Os-
cillator, Discrete Cosine Transform, Key Generation

1. INTRODUCTION

One way to provide cryptographic security is to generate se-
cret keys and store them using Integrated Circuits (ICs), tra-
ditionally in non-volatile memory. An important task is to
ensure that the keys are not revealed to adversaries. However,
storing keys safely in ICs is usually costly and unreliable [1].
An alternative and promising technique called Physical Un-
clonable Function (PUF) was proposed in [2] as an improved
version of the technique called Physical One-Way Function,
proposed in [3]. PUFs are challenge-response mappings that
depend on random physical variations. The secret keys are
derived from the mappings. Two important features of PUFs
are that the keys need not be stored and that they can be gen-
erated on demand. PUFs provide cheap (no requirement for
memory to store the key) and safe (complex mapping) alterna-
tives to other secret key generation and storage techniques [1].
PUFs are also used for chip authentication, Intellectual Prop-
erty (IP) protection and remote IC enabling/disabling [4], [5].

We focus on secret key generation via Ring Oscillator
(RO) PUFs and consider the requirements of cryptographic
primitives as quality measures [6], [7]. We propose the Dis-
crete Cosine Transform (DCT) as a post-processing step to
extract bits from PUFs. We show that the DCT reduces un-
desired systematic variations in RO outputs and increases the
number of extracted bits.

This paper is organized as follows. In Section 2, the ba-
sic RO logic circuit and classic RO PUFs are reviewed. The
new approach, called DCT-based RO PUFs, is explained in
Section 3. Comparisons with previous approaches are given
in Section 4. Section 5 concludes the paper.
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Fig. 1. Single ended ring oscillator logic circuit [8].

2. RING OSCILLATOR PUF

The logic circuit of ROs has an odd number m of inverters
connected in serial and the output of the last inverter is fed
back to the first inverter [8]. To avoid self-heating, a NAND
gate can replace the first inverter as shown in Figure 1. The
ring must provide a 2π phase shift and have unity voltage gain
at the oscillation frequency to sustain oscillation. A propa-
gation delay of τd seconds per inverter gives the oscillation
frequency of fc = 1/(2mτd) [8].

The propagation delay τd is sensitive to circuit nonlineari-
ties and parasitics. In addition, noise sources like the simulta-
neous switching of multiple gates to the same state, cross-talk
between adjacent signal traces, or noise sources like thermal
noise and shot noise make it difficult to perfectly predict fc.
Moreover, with decreasing semiconductor size, it becomes
more difficult to predict these important effects. There have
been efforts to improve reproducibility but every ring oscil-
lator tends to have a unique response [8]. This is a draw-
back for most applications but [1] suggests to use such ef-
fects to store secrets. For example, Figure 2 shows the first
RO PUF approach [1]. There are N ROs and the idea is that
the multiplexers are challenged by a bit sequence of length
dlog2Ne so that two different ROs are selected among N of
them. The counters put out the number of rising edges in the
analog square waves from the two selected ROs for a certain
period of time. The counter values are compared and a logic
bit 1/0 is obtained when the upper/lower RO counter has a
larger value than the other RO. Assuming that the oscillators
are laid out identically, the difference in the RO frequencies
is determined mainly by manufacturing variations [1]. The
number of independent bits that can be generated by choos-
ing RO pairs is less than the number of distinct pairs since the
bits from these pairs are correlated. Thus, different grouping
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Fig. 2. First RO PUF design and its components.

and pairing approaches have been proposed. One proposal
uses adjacent pairs of ROs [6] and a better proposal uses non-
overlapping RO pairs [1] so that correlations are reduced, but
there are systematic variations in RO outputs that depend on
the surrounding logic. Thus, using non-overlapping RO pairs
cannot ensure uncorrelatedness [9].

Temperature and voltage changes can cause the same PUF
to give different outputs than the nominal condition, which
reduces the reliability of the PUF. To avoid this problem, the
authors of [1] proposed a 1-out-of-k masking scheme. This
scheme uses the RO pair that gives the maximum frequency
difference for a range of temperatures among k RO pairs (e.g.,
k = 8) and only one bit is generated for each challenge input.

Another RO PUF proposed in [9] uses regression-based
distillers to eliminate systematic variations. Two different
types of sequences are grouped in this scheme to increase ran-
domness and reliability.

We will compare PUFs by considering ROs of 32 × 16
and 16×16 arrays. There has been some work on such arrays
that uses the public dataset [6] consisting of measurements
from 193 different Xilinx Spartan (XC3S500E) FPGAs with
32×16 RO arrays for test and comparison.

3. DCT BASED RO PUFS

Three challenges for RO PUFs are error correction for the
secret key (see [10] and [11]), the number of required ROs,
and the secret key randomness [4], [9]. These challenges are
relevant to the quality measures reliability, cost and attack re-
siliency, respectively. We apply a DCT-based post-processing
to deal with these challenges. The steps of the new approach
are shown in Figure 3 and are as follows:

1. Apply a two-dimensional DCT to the RO outputs
(F32×16) to generate the DCT coefficients (C32×16).

2. Select L of the 512 DCT coefficients and quantize them
to the variable QL. The selection and quantization rou-
tines are determined by the chip manufacturer for a
family of chips.

3. Represent the quantized values by bit sequences and
concatenate them to construct the output bit sequence.

3.1. Two Benefits of the DCT

Two benefits of the DCT are that it decorrelates the RO out-
puts (this does not mean that the resulting outputs are inde-
pendent) and localizes the effect of temperature variations (to
eliminate it) in the DCT-domain. These features decrease the
systematic variations and increase the randomness within the
output sequence [12]. Localizing the effect of temperature
variations is also beneficial for efficient error correction [13].

3.2. Quantizer Design and Bit Assignment

The manufacturer must select the DCT coefficients and the
number of bits extracted from them. Thus, one must use the
same RO PUF design in all chips and one should gather statis-
tical information about the DCT coefficients. We determine
the empirical probability distribution functions (pdfs) of the
DCT coefficients across different chips. Quantization and bit
assignment algorithms are then determined according to the
pdf of each coefficient. In addition, the number of bits ex-
tracted from a particular coefficient is determined by calculat-
ing distortion values for bit lengths in the range of 1 to 12 (a
broad range of bit lengths that is selected according to prede-
termined configurable target bit error probability values pb).
After selecting the DCT coefficients, the number of extracted
bits from each coefficient, the quantization steps and the bit
assignment algorithm, the manufacturer stores these parame-
ters as public data. The secret key of predetermined length T
is generated by each user via DCT-based RO PUFs as shown
in Figure 3.

The pdf of each DCT coefficient can be found by ap-
plying distribution fitting to the samples of each coefficient
[14]. We use the public dataset in [6] to obtain the distri-
butions. When this dataset is used for fitting distributions
to 32×16 and 16×16 RO arrays, the highest match from the
Kolmogorov-Smirnov tests [14] is observed from Cauchy dis-
tributions (rather than generalized-Gaussian or Laplace distri-
butions, often used in the literature [15]). The pdf parameters
are estimated via maximum-likelihood estimation [12].

We choose the quantization algorithm that makes the
probability of each quantization interval the same (similar
to [16]), i.e., the area between neighboring quantization steps
under the fitted pdf of a DCT coefficient is 1/2L when ex-
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Fig. 3. DCT based RO PUF steps.
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tracting L bits. Each quantization interval is represented by a
Gray-coded bit sequence (as, e.g., in [17]). Gray encoding en-
sures that neighboring quantization intervals are represented
by bit sequences that differ by only one bit. Thus, the most
probable error event causes only one bit error.

Similar to the DCT coefficients, the noise in the DCT-
domain (assumed to be additive) for each coefficient is fitted
to a Cauchy distribution (rather than generalized-Gaussian,
Laplace, or log-normal distributions) since it has the best
match according to Kolmogorov-Smirnov tests. By using
the estimated parameters of the coefficients and noise, the
distortion D(L) is calculated for each coefficient as follows:

D(L) =
1

L

∫ ∞
−∞

(
2L∑
k=1

Pk(c, n)HL,k(c)

)
f(c)dc (1)

where c represents the value of a particular DCT coefficient
with the pdf f(c), Pk(c, n) is the probability that the out-
put is quantized to the k-th interval due to noise with the pdf
f(n), and HL,k(c) is the Hamming distance between the bit
sequences assigned to the kth interval and to quantized value
of c. This distortion value corresponds to the mean number
of errors due to noise for a single bit extracted from a par-
ticular coefficient. It is used to determine the number of bits
extracted from each coefficient. In addition, this distortion
also affects the requirements for the helper data generation
algorithm which is used to correct errors in the generated bits
due to noise, e.g., [10].

The distortion values are shown in Figure 4 when (1)
is calculated numerically for each coefficient. To deter-
mine which coefficients to select, the following steps are
performed:

• Determine the target bit error probability pb according
to the error correction requirements.

• Find the bit length Li that minimizes the absolute dif-
ference |D(Li) − pb| for each DCT coefficient and as-
sign it as the number of bits extracted from a particular
coefficient. This can be done by looking at the crossing
points of D(L) and pb.

• Select the coefficients with the largest bit values (Li)
until the total number T of bits are gathered. This
corresponds to selecting the coefficients belonging to
the rightmost curves in Figure 4, which minimizes the
number of coefficients used [12].

Empirical results show that the selected coefficients are
mostly in the low frequency bands of the DCT .

4. DISCUSSION

We next analyze the DCT-based approach in terms of the
number of extracted bits and the Hamming distances between
different PUF outputs. Moreover, we compare the results with
previous approaches in the literature.
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Fig. 4. Mean number of errors per bit. Each curve corre-
sponds to a coefficient and the horizontal line to a pb value.

4.1. Number of Extracted Bits

The maximum number Tmax of extractable bits from a PUF
can be regarded as a design metric since it gives the mean
cost for generating one bit in terms of the number of ROs.
In Table 1, Tmax values for different approaches are listed for
32×16 and 16×16 two-dimensional RO arrays. For the DCT-
based approach, Tmax is the total number of extracted bits if
all DCT coefficients are selected for a predetermined pb. The
results for the previous approaches are taken from [1] and [9],
and they are independent of pb. According to these results, the
DCT-based approach outperforms the previous approaches in
terms of Tmax, meaning that the required number of ROs per
bit is less than in previous work. In addition, our approach
gives a trade-off between pb and Tmax. If pb increases, one
must improve the error correcting capability but more bits are
extracted. The pb level can thus be optimized for particular
error correction schemes.

Approach 32× 16 16× 16

1-out-of-8 Masking 128 64
Non-overlapping RO pairs 256 128

Regression-based Distillers for RO PUFs 512 256
DCT-based RO PUFs (pb = 0.05) 1930 1516
DCT-based RO PUFs (pb = 0.10) 3171 1966
DCT-based RO PUFs (pb = 0.15) 4003 2668

Table 1. Maximum number of extracted bits. The results of
the reference approaches are taken from [1] and [9].

4.2. Uniqueness

Uniqueness refers to the difference between the secret keys
generated by different chips with the same PUF design [6]
and is often measured using the Hamming distance dH be-
tween two generated bit sequences. For analyses in nominal
environmental conditions, we use the public dataset in [6].
Figure 5 depicts the histogram of dH when bit sequences of
length 1275 are generated via our DCT-based approach. The
average is 0.498 that is close to the desired value 0.500, and
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Fig. 5. Histogram of dH from DCT-based RO PUF outputs.

its variance is 2.08 × 10−4. By comparing these results with
the results of comparison of adjacent pair of ROs (average
0.473) [6], 1-out-of-8 masking (average 0.462) [1] and other
variants of these approaches, e.g., [7] (the best average 0.455),
we conclude that our approach outperforms the previous ap-
proaches in terms of uniqueness since it has a mean closer to
0.500 with an acceptable deviation from the mean.

5. CONCLUSIONS

A new secret key generation method based on RO PUFs was
presented. The DCT-based post-processing steps for the RO
PUFs are optimized according to certain quality measures.
The results are analyzed and compared with the previous ap-
proaches. In terms of the required number of ROs per bit and
uniqueness, our approach outperforms reference approaches.
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