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ABSTRACT

This paper investigates the secret key generation from multi-
ple cooperative sources. We assume that the public commu-
nication between the legitimate users has unlimited capacity.
In this case, the secret key rate is the upper bound of a prac-
tical system with limited public communication. The random
signals from the multiple helpers can help to create correlated
Gaussian sources for the legitimate users to generate secret
key, and only local channel state information (CSI) is needed
by the helpers to cooperate with others. The power allocation
between the helpers is studied with a total transmit power con-
straint, which results in a non-convex optimization problem.
A high efficiency sub-optimal solution is proposed. And even
when the legitimate users have no idea about the eavesdrop-
per, the scheme still can help the system to achieve fairly good
performance.

Index Terms— Secret key generation, cooperative helper-
s, physical layer security

1. INTRODUCTION

Secret key generation from common randomness was first
studied by [1][2], which showed that correlated observations
of random sources could be used to distill secret keys by
discussing over a public channel. The result is extended to
wireless communication system recently [3]-[10]. It is shown
in [4][5][6] that there is trade-off between the secret key
rate and the public communication rate of the key agreement
protocol from random sources. In a practical system, it is
difficult to find a correlated source between the legitimate
users which is independent of the eavesdropper. The wireless
channel state information (CSI) is one of the options [11]:
due to wireless channel reciprocity, the legitimate users can
observe a pair of dependent sources of randomness while
keeping the eavesdropper ignorant of them, which is suitable
for time-variance fading wireless channels.
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In this paper, we propose a novel method to create corre-
lated random sources for the partners to generate secret keys.
This method does not depend on the time-variance fading
channel reciprocity, even when the channel CSI changes s-
lowly, high secret key rate can still be achievable. To simplify
the analysis, we do not consider the effect from the public
channel rate, that is, we assume that the public channel is
unlimited, then the achievable secret key rate is the upper
bound of a practical system.

The proposed scheme includes three stages. During the
first stage, the multiple helpers synchronously send random
symbols to the users independently, then user A can get the
mixed signals as the random source. During the second stage,
the helpers repeat the random symbols in the first stage with
compensating factors to user B, these factors, which is de-
signed from the CSI of channels between the helpers and the
legitimate users, can help to create correlated signals at user
B. During the third stage, the legitimate users exchange infor-
mation over the public channel to agree with a common secret
key from the symbols received in the first two stages. For ex-
ample, in the first stage, user A gets signals as Zf\;l hix;
without considering the receiver’s noise, and in the second
stage, user B gets the signals as Zf\;l giw;x;. If we set w;
as h;/g;, then the signals of user B are also Zf;l h;x;. Then
the legitimate users can easily distill a same secret key of
each other. At the same time, the eavesdropper can only get
SN e and YN ei%xi, which are both different from
the signals of the legitimate users. Then the eavesdropper can
hardly get the secret key of the legitimate users. In the fol-
lowing sections we will show details of the scheme and also
a sub-optimal solution of it. More important, even when the
legitimate users have no idea of the eavesdropper, the scheme
can also work, which is approved by theoretical analysis and
simulation results.

2. SYSTEM MODEL

In this paper, we denote vector and matrix with bold font, the
Hermitian operator by H, * denotes conjugation of a complex
number or vector, and we measure information in bits (i.e.,
log, () is used to calculate entropy).

The system model is shown in Fig.1. There are two le-



gitimate users A and B want to generate a common secret
key. They can communicate with each other through a pub-
lic channel. Several helpers attempt to help the two ones to
achieve the goal. A passive eavesdropper lies at some where
trying to steal the secret key, he can access the public channel
and signals from the helpers. All the nodes in the system are
equipped with single antenna.

There are three stages in the scheme. In the first stages, all
the helpers send random symbols to partner A synchronously.
Then the symbols partner A received are

N
x = hisi+na, (1)

i=1
where h;, © = 1,..., N denotes the complex channel gain
between the helpers and user A, s;, ¢ = 1,..., N denotes

complex zero-mean Gaussian random symbols sent by the
helpers which is independent of each other, and n; is the
noise of partner A. The sending power of the helpers is

P, = E(|si[*), i=1,...,N. )

During the second stage, all the helpers repeat the sym-
bols sent in the first stage multiplied with weight factors

w;, © =1,..., N. Then the signals user B received are
N
Y= giwisi + na, 3)
i=1
where ¢;, ¢ = 1,..., N denotes the complex channel gain

between the helpers and user B, and n. is the noise of partner
B. To create correlated sources for the partners, we set

hi .
wi:ﬁ;alzl7"'aN7 (4)

where p is power factor to adjust the total transmit power in
the second stage. Then the received symbols of user B are

N
y=pY_ hisi+ns. (5)
i=1
During these two stages, the eavesdropper gets the signals

N N
h

v = ZeiSi +ng1, v2 = \fpz 6ijsi +ng2, (6)
i=1 i=1 v

where e;, ¢ = 1,..., N denotes the complex channel gain

between the helpers and the eavesdropper, ng; and ngo are
the noise of the eavesdropper in the two stages respectively.
We can see that v; and vo are different from = and y, which
help the legitimate users get a prior position to the eavesdrop-
per.

During the third stage, user A and user B use public com-
munication to distill a common secret key. In this paper, we
concentrate on the class of key agreement protocols in which
only user A sends a message to user B over the public chan-
nel. User A computes the key 5,, from z. And then user A
computes the message C,, from z and sends the message to
user B over the public channel. User B then computes the key
S! from y and C,,. The error probability of the protocol is
defined by

en =Pr{S, # S, }. 7
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Fig. 1. System model.

The security of the protocol is measured by
v = log |Sn| - H(Sn|c7u YE1, yE2)7 3

where S, is the range of the key S,,. Secret key rate Ry, is
achievable if there exists a sequence of protocols satisfying

ILm en =0  (Reliability Condition), 9
lim v, =0 (Secrecy Condition). (10)
n—oo

It is shown in [5][6] that the secret key rate is limited by
the public channel capacity for Gaussian sources. The up-
per bound can be achieved only when the communication rate
is unlimited. In this paper, we are more concerned with the
common randomness generation from multiple helpers than
the key agreement protocol. We want to illustrate how to de-
sign the Gaussian signals from multiple helpers to help the
system get higher secret key rate. Then we assume that the
public channel capacity is infinite, then we can only consider
the upper bound of secret key capacity.

Note that all the noise terms 11, ns, ng1 and ngo are zero-
mean white independent complex Gaussian random variables

with the variance o2.

3. SECRET KEY RATE ANALYSIS

From the result in [2][5][6], the secret key rate from correlat-
ed Gaussian sources by unlimited public communication is

Re = I(z;ylv)
= H(z|v) — H(z|yv) (11)
where I(-;-) is mutual information, andv £ [v1, v3]7. Then
we have

H(I|V) = IOg |va| - IOg |QV|7 (12)
and
H(x\yv) = log |Qa:yv| — log |va‘7 (13)
where
Q. 2 E({ﬂ[w*,v’ﬂ), (14)
Q. £ E(w'), (15)
X
Qv = E| |y |25y v, (16)
v
Qu £ E([i][yﬁv’ﬂ). (17)



And then we have

Quvl = > eiPiPiPi+ (18)
i>ji>k
o Zﬁz‘jpipj +o; (Z%‘Pi + 02) (19)
i>j i
N
1Qv| :Zuijpipj-FUi <Z77¢Pi+0721> ) (20)
i>j i=1
1Quv| = p|Quv| + (1= )i |Qv], 1)
Qupv| = (1+1/p)on |Quvl —0n/p|Q], (22)
where
Qi =
e, e e; e e; e\
P ejhihk (l—k) — eihjhk (J—k> — ekhihj (l—j) ,
9i Gk 9j 9k 9i Gj
Bij =

2 2
|hiej — h*e‘|2+p’hihj€j _ Byhaes cihjej  ejhiei
o o g] gl g] g’L

2
eih;
o= Il el 4o |
(]
2 2
hi h; Iy
pij = pleej]?| = ==L m=lel* {1+p| ] ],
gi 95 9i

where Re{-} denotes real part of a complex number.
When the total power of the helpers is limited to Py,
2
namely, YN P, < Pyand p>N | |2 P, < Py, which
means

i

P
p< T — (23)
2511 % P;
Then the problem is
mlgmx Ry 24)
st. PTi1<p,
PT|VV|2 < PO)
P;>0,i=1...N,
where P = [P, Ps,...,Py]T, 1 = [1,1,...,1]T and

|w|? [[wi|?, |we|?, ..., Jwy|?]T. The problem is not
convex, then the solution is not tractable. Here we propose a
sub-optimal solution of this problem.

Sub-Optimal Solution with High SNR

From (12) we know that

lim H(z|v) =log(G) — oo, (25)
Py—o00
where S ayr PP P,
i>j>k
G(P) =22 , (26)
( > 1 PP
1>
and because Plim |Qv]/|Qyv]| — 0
—00
lim OH(x|yv) =log ((1+1/p)ol) <oco. (27)
POA)OO
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Normally when all the channels are fixed, p will be a limited
value, unless some of the channels are deep fading, namely,
there exists a index i’ € {1,2,..., N} that |g;/|*> — 0, which
means H;, almost cannot sends any signals to user B. In this
case, we should keep the power of H;, to be zero, namely,
P;; = 0, which makes p still be a limited value. Then we have
lim Ry = lim H(z|v)—log ((1+1/p)oz) — co. (28)
Py—o0 Py—o0

This means when F is large enough, the secret key rate can
also be very large. In a practical system, we hope the system
can achieve high secret key rate. So we are more interested
in the high SNR area. In this area, R} is mainly determined
by the value of log(G). Then the optimization of Ry, can be
approximately solved by the optimization of G when the total
transmit power F is large enough. Then the problem can be
converted to a equation constraint optimization problem

G(P)

P71 = P,
P,>0,i=1...N.
Unfortunately, G is still not convex function, it is difficult
to get the optimal solution. As an option, if we can find a

(29)

max

s.t.

’ locally maximum value instead of the global optimal value,

it will be a fairly good solution. So we can use the Newton’s
method with equality constraints to solve the problem (29)
(for more detail, please refer to [13]). The Newton step AP

is characterized by
[V2G 1][AP}_[VG]
v )

17 0 0 (30)
where v is the associated optimal dual variable for the opti-
mization problem. And we define the Newton decrement for
the problem as

A(P) = (APV’GAPT)
Then we can get a sub-optimal solution as following:

1. random generate /V; power allocation vectors: Py, P,
..., Py, and find out the highest secret key rate point with
the power vector P, as the start point of iteration, that is
Rk(Pm) = max(Rk(Pl), Rk(PQ), ey Rk(PNf))

2. compute the Newton step and decrement AP, A\(P)
from (30) and (31).

3. choose step size ¢ by backtracking line search.

4. update P: P = P + tAP.

5. iterate to step 2 with stopping criterion: \?/2 < ¢ or
‘P|T1 > P.

6. get sub-optimal vector P*, then the sub-optimal secret
key rate is R} = max (Ry(Pm), Ri(P*)).

Without CSI of the Eavesdropper

In a practical system, usually we have no idea about the
eavesdropper, then we set the sending power of the helpers as
the same

12 31)

P;=Py/N, i=1...N. (32)

Then N

p= ; (33)
hi

gi

N
i=1

2

When Fj goes to infinite
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Fig. 2. Average secret key rate versus transmit power for
Rayleigh fading channels. SO denotes the sub-optimal solu-
tion, and WC denotes the algorithm without CSI of the eaves-
dropper.

RS oo\ o

. 1>7> )

lim Ry = log| ———— | —log[1+ -2 — . (34

S W g g( v 2l ) o
1>

Actually, Y ;i is impossible to be zero in a practical sys-
tem. This means in high SNR area, R}, increases linearly with
the total power Fy. Such a simple algorithm can help to get
infinite secret key rate by increasing the total signal power
without considering the CSI of the eavesdropper. This is the
key benefit of our scheme.

4. SIMULATION RESULTS

In this section, we demostrate the performance of the pro-
posed schemes numerically. We perform the simulations with
two channel models: Rayleigh fading channel and line-of-
sight (LOS) channel.

Firstly, we consider wireless communication system in
fading environment. The channels of the users and the eaves-
dropper are all Rayleigh fading channels which are inde-
pendent of each other, and follow the unit variance complex
Gaussian distribution. The noise power o2 is set as 0dB-
m, and N; = 1000. We compare the results with different
number of the helpers and different algorithms, 1000 times
of experiments are performed to get an average secret key
rate, which are shown in Fig. 2. We can see that the secret
key rates increase linearly with the total transmit power, and
more helpers result in better performance. Even when we
have no idea about the eavesdropper, the performance of the
algorithm is fairly good.

Secondly we do the simulation in LOS channel model.
For simplicity, the source and destination are placed along a
horizontal line. The source and the destination are placed at
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Fig. 3. Average secret key rate when the eavesdropper moving
in a two-dimension plane with the locations of helpers and
users being fixed.

(0, 0) and (50, 0) respectively. There are four helpers placed
near them with the positions being (15, 25), (25,30), (27, 10)
and (20, 20) respectively. The eavesdropper moves on the
plane with x axis and y axis from -100m to 100m respective-
ly, the secret key rate of the system is calculated. Here we
only perform the algorithm without CSI of the eavesdropper,
which have worse performance than the sub-optimal solution
shown in Fig.2. To highlight the effects of distances, channels
between any two nodes are modeled by a simple line-of-sight
channel model including the path loss effect and a random
phase. For example, h = d~/?¢7% where d is the distance
between two nodes, ¢ = 3.5 is the path loss exponent, 6 is
the random phase uniformly distributed within [0, 27). The
noise power is O'TQL = —60dBm, and P, is 10dBm. We perfor-
m Monte Carlo experiments consisting of 1000 independent
trials to obtain the average results. It is shown in Fig.3 that the
achievable secret key rate is between 2.5bits/s/Hz to 3.5bit-
s/s/Hz when the eavesdropper moves in both dimensions and
both directions. This means wherever the eavesdropper is
located certain system performance can be guaranteed by the
proposed scheme.

S. CONCLUSION

In this paper, we have investigated the design of the corre-
lated Gaussian sources with multiple cooperative helpers for
secret key generation. The benefits of the proposed scheme
are: 1. there is no global channel state information (CSI) to
be shared between the helpers, only local CSI is enough for
the helpers to perform the algorithm; 2. the secret key rate
can be arbitrary high by increasing the sending power of the
helpers; 3. the algorithm can achieve fairly good performance
even without any information on the eavesdropper.
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