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ABSTRACT

The problem of robust relay beamforming for the multiple-antenna
amplify-and-forward (AF) relay network in the presence of an
eavesdropper is studied in the paper, with the partial eavesdropper’s
channel side information (ECSI) scenario being considered. In our
work, the uncertainty of ECSI is modeled by using a bounded re-
gion, which imposes independent constraints on the channel gain
and direction. We propose a new rank-2 relay beamformer with
a special singular value decomposition (SVD) structure, whose
optimal solution for the worst-case secrecy rate maximization prob-
lem can be derived via simple line searching. Furthermore, the
asymptotic optimality of the proposed rank-2 beamformer is proved
in the high-relay-power region under certain condition, with the
performance of the proposed beamformer being verified by using
numerical experiments.

Index Terms— Amplify-and-forward relaying, imperfect chan-
nel side information, physical layer security, robust beamforming

1. INTRODUCTION

Being promising in enhancing the security of wireless commu-
nication systems, physical (PHY) layer security research has experi-
encing rapid development in recent years. One of the key concepts in
PHY layer security is secrecy capacity, which was first investigated
by Wyner [1] and was later studied extensively for various commu-
nication systems. Remarkably, analyzing and improving the secrecy
rate of cooperative communication systems [2—6] have become part
of recent endeavor for expanding the scope of PHY layer security. In
secure cooperative communications, much works [7-17] have been
dedicated to techniques of secure cooperative beamforming and co-
operative jamming (CJ) which are able to strengthen the legitimate
channel while suppress the illegitimate channel.

In this paper, we concentrate on robust secure transmission via
amplify-and-forward (AF) relay with partial eavesdropper’s chan-
nel state information (ECSI). With the ECSI uncertainty modeled by
a bounded region, the worst-case secrecy rate maximization (WC-
SRM) problem is investigated. Unlike previous works on cooper-
ative beamforming for single-antenna relays such as [8-11, 13, 16,
17], beamforming for multiple-antenna relay is addressed. Multiple-
antenna relaying was considered in [12] and [15], but for the decode-
and-forward protocol. Recently, secure AF protocol was studied in
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the context of multiple-input and multiple-output (MIMO) systems
by [14] and [18]. The analysis of multiplexing and diversity gains for
the suboptimal methods is the main concern of [14], and the signal-
to-noise ratio (SNR) optimization is the subject of [18]. Therefore,
neither work is aiming at secrecy rate optimization.

Different from our previous work [19], where the spherical un-
certainty region was used and the rank-1 solution for the WCSRM
problem was given, in this work, we adopt the uncertainty region,
which puts independent constraints on the channel gain and direc-
tion, and design a new rank-2 relay beamformer with a special struc-
ture of singular value decomposition (SVD). The proposed uncer-
tainty region separates the uncertainties in channel gain and direc-
tion, and can yield closed-form worst-case rate (WCSR) for the rank-
2 beamformer considered, which is still unavailable in the case of
the spherical region. Therefore, compared with the spherical region,
the proposed uncertainty region has a better physical interpretation
and allows easier treatment. By reducing the WCSRM problem to
a problem with single variable, we derive the optimal solution for
the proposed rank-2 beamformer by simple line searching. Further,
we discover that if the direction of the legitimate link is outside the
direction uncertainty set, the proposed rank-2 beamformer is asymp-
totically optimal in that its maximum WCSR can approach the rate
upper bound as the relay power goes infinity.

2. SYSTEM MODEL AND PROBLEM FORMULATION

We adopt the same network topology as in [19], which consists
of four nodes: the source, Alice, the destination, Bod, the relay, and
the eavesdropper, Eve. All nodes have one antenna each, except for
the relay, which has M antennas. The channels are flat fading, and
there are no direct links among Alice, Bob, and Eve. Making the
practical assumption of half-duplexing relay, we have the two-stage
procedure for signal transmission.

In the first stage, Alice transmits to the relay the source signal s
of unit power. In the second stage, the relay multiplies the received
signal by the beamforming matrix F and sends the processed signal
to Bob. Then, the received signal y; at Bob and the overheard signal
ye at Eve are given by

Yp = hngs + hbHFn + Ny, Ye = hngs + han + ne, (1)

where g is the channel vector between Alice and the relay, h{’ and
hZ are respectively the channel vectors of the relay-to-Bob link and
the relay-to-Eve link, n is the channel noise of the Alice-to-relay
link, and np and n. are the channel noises of the relay-to-Bob link
and the relay-to-Eve link, respectively. The entries of n, ny, and
n. are assumed to be independent complex Gaussian variables from

CN(0,1).



In the partial ECSI case, the channel side information (CSI) of
the legitimate links is known by all nodes whereas the exact CSI of
the relay-to-Eve link is only available to Eve. To model the uncer-
tainty of ECSI, we assume the unknown h. belongs to a bounded
uncertainty set 7, which is defined by

H={be|he = heae, ha < he < hewslaal® > 0}, @)
where he = ||hc||, the unit vector qc = he/he, he; and he,, are
respectively the upper and lower bounds of h., the unit vector q is
the estimated channel direction, and § € [0, 1].

Note that # is intimately related to the conic constraint [20] but
with extra norm constraints. It can be seen that q. falls within the
cone whose axis is q and aperture is 2 arccos v/8. In (2), the inequal-
ity he; < he < hey is the uncertainty in Eve’s channel gain, which
reflects the distance between the relay and Eve, and the inequality
|af q|? > & represents the uncertainty in Eve’s channel direction.

With (1) and H in (2), we have the WCSRM problem for F':

(P1) mf?XRwC(F)’ s.t. pr(F) < Py, 3)
where the WCSR
Rue(F) = log (1 4+ %(F)) —log (1 +yuwe(F)), 4
with the SNR at Bob and the worst-case SNR at Eve given by
w(F) = H}j;ig;%] and vy (F) = }Hlér’l{ %,
respectively, p-(F) is the relay power given by ®
pr(F) = u(FggF") + u(FF"), ©)

and P, is the total relay power.

To facilitate our discussion, we next give the notations that will
be used throughout the paper. We define hy, = ||hs||, g = ||g],
P = P,/(1+ 4%, v1i = g/g, the M x 2 matrix U; with col-
umn vectors as the orthonormal base of span{h;,q}, and 2 x 1
unit vectors e, = Ui'h,/hy, ec = U h./h., and e = Ullq.
The corresponding orthogonal vectors are e;-, e, and eX. We let
a = arccos |efle.| € [0,7/2], 70 = arg(e* ey /e ep) € [0, 27],
and 8 = arccos(\/g) € [0,7/2].

3. ROBUST RELAY BEAMFORMERS

In this section, we investigate the WCSRM problem (P1) and
design the robust relay beamformer under partial ECSI. Note that
the WCSR in (4) is determined by the worst-case SNR at Eve which
from (2) and (5) can be expressed as

h|al Fg|?

U)CF = T 1ol 1o
Ve (F) 7 h2[Fhq, 2

max
hey<he<heu,
lael*=1,la al*>3 )
2 H 2
_ heu‘qe Fg|

= max T — % 5 -
laeli2=1,laf al2>s 1+ hZ,||FHqc||?

It can be seen that the optimization for ~,.(F) is a fractional
quadratically constrained quadratic problem (QCQP) [21], whose
optimal solution can be obtained numerically. However, tractable
WCSRM problem requires closed-form ~y,.(F'), which, unfortu-
nately, is still out of reach for general relay beamformers. Therefore,
we settle with suboptimal relay beamformers with simple structure
and propose a new rank-2 beamformer with special SVD structure
(Rank-2 SSVD relay beamformer).
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Definition 1 (Rank-2 SSVD Relay Beamformer). Given Uy, v1 de-
fined in Section 2, and V = [v1, Vf] with unit vector vi orthogo-
nal to v1, the rank-2 relay beamformer with special SVD structure
is defined as Fop = U.EDVY where the 2 x 2 unitary matrix
E = [e., ex] with unit vectors e, and e, and the 2 x 2 diagonal

matrix D = diag{o1,02} withor, > 0 (k =1,2).

F>p has two parts: o1Ure.vi and 62U ervif. The first
part is a MF beamformer which spans the signal space and is for
useful signal transmission, while the second, orthogonal to the first
part, is for noise injection by amplifying the received channel noise.
The design of F2p involves the optimization of o, (k = 1,2) and
the forwarding vector e,.

Before we start our discussion, we present the following lemma
which will be useful in our later derivations.

Lemma 1. Define the function R(u) with variable u > 0 as

hiu hsu
T hau h2u> — log (1 +

) ®
Suppose h1 > 0, ha > 0, hs > 0, and hy > 0.

1. If(l) ho < hy4 and h1/h2 < h3/h4, or (ii) ho > ha and
h1 < hs, R(u) < 0 forYu > 0. Equivalently, to ensure R(u) > 0
Sor some u > 0, it must hold that (i) ha < ha and h1/ha > h3/ha,
or (ii) ho > h4 and hy > hs.

2. If hs = 0, R(u) is increasing in u.

3. If hs > 0 and assuming the conditions in 1) for R(u) > 0
hold, R(u) has the following properties.

(a) If (i) he < h4 and h1a > h3h2/h4, or (ii) ha > hy and
hy > h3h2/((h4/h2)(h3 +4 h4) — h3) and hy > hs, thefunction
R(u) is increasing in u satisfying R(u) > 0.

(b)lf(l) ha > hg and hs < hy < h3h2/h4, or (ii) has < ho <
h4(1 —+ h4/h3) and h3h2/h4 <h < hth/((hzl/hQ)(h,j + h4) —
h3), or (iii) ha > ha(1l + ha/h3) and h1 > hsha/ha, the function
R(u) has unique maximum at

R(u) = log <1 —+

ot — Vhha (ha = ha) (ha + ha — by — ha) + (hiha — hahs)
(h3hs — h1h%) + hihs (ha — ha)

(C)]

Proof. Due to space limitation, the proof is omitted and the detailed
derivation will be given in [22]. O

Now we start to derive the worst-case SNR at Eve for the beam-
former F>p. First, we have

"ch(FQD)

e g*heuoilac Use,|”

- 2 2
lacl2=1,laf q|2>s 1 + h2,07|qif Ure,|? + h2,05|q Uies |2

g*hi,ot|al Use,|?

—~

a

= max
2 2|~H 2 2 2| H 112
|Q§U1U{{Q‘2251 + heual |qe Uleﬂf‘ + heua2|qe Usez |
10{ qe I +U1 T qell?=1
212 2|\ H 2
@ max g heuallee ea:'
= 2 2 )
leHe2>s 1 4+ h2,07|elfes|? + h2, 05|efes|?

(10)
where the M x (M — 2) matrix U{" is such that U7 U{ = O and
UL 7UT =1, (a) is from U, U + UL UT¥ =T and g7 U
0, and (b) is from the observation that the objective function in (10)
is increasing in the norm of Ufl Qe

Then, denote e, = e, cos E+eL el sin €, n = arccos |[ef e, | =
arcsin e ez |, and k = arg(ere/elle), where £,1 € [0,7/2]



and ¢,k € [0,27]. Note that we assume the projection of e. on
e, to be positive since the objective function in (10) in invariant to
its phase. With the above notations, the optimization in (10) can be
recast as

g*h2,of cos’ €

max 2 2w 20
&¢ 14 hZ,0%cos?2& + h2,05sin” € (11
J(k—C)

s.t. [efe|”> = |cosncosé + e sinnsin&|* > 6.

opt

Optimizing ¢ yields (°* = « and gives the worst-case SNR at Eve
as function depending solely on o = [o1, 02] and 7:

g?h2,0% cos® &
1+ h2,0% cos? € + h2,03sin? ¢ (12)
s.t. cos(n — &) > cos 3,0 <& < 7w/2.

Ywe(T,n) = m{ax

Evidently, the objective function in (12) is decreasing . Therefore,
ifcosp > cosBorn < B, &P =0, and if cosn < cosBorn > f3,
&% should satisfy cos(€® — i) = cos 3 which gives £ = n — .

Finally substituting the optimal £°*" into the objective function yields
the worst-case SNR at Eve as

2 02 .

s, if 0 <n < B,

Wl 52 2 o

we(G 1) = 9202, 0% cos? (n—p) 13

v ( 77) 1+h§uo'% cosQ(n—B)+hg,uo'§ sin2(n—p)"’ ( )
if 3 <n<m/2

For the SNR as Bob, with simple derivation we have from (5)
and Definition 1 that

212 2\ H 2

g hyoiley eq|
Faop) = . 14
’Yb( QD) 1+hg|eg{ex|2+h§|ebHe£|2 ( )

Express e, and el as e, = ecosn + ele’"siny and e =

e 7" (esinng — e e’" cosn), where n € [0,7] and T € [0, 27].
Note that the projection of e, on e is set to be positive since both
v and e are invariant to its phase. The term e 7* in the ex-
pression of e; is from x = arg(eze/efle). Then, |ef'e,| =
|cosarcosn + €777 sin asin | and |eff e
e?(T=70) sin avcos n|. As v, (Fap) is increasing in |ef’e,| and de-
creasing in |ef e | from (14), v, (F2p) is maximized by 7" = 79
for fixed o and 7, which gives the SNR at Bob in terms of o and #:

| = |cosasinng —

g*hici cos’(n — a)
1+ hio?cos?(n — a) + hiodsin*(n — a)’

(o, n) = 15)

From (13) and (15), the WCSR of F2p is expressed as the function
of o and ) as

Ruyc(o,n) =log (14 v(o,n)) —log (1 +yuwe(a,n)). (16)

Furthermore, knowing that p,.(Fap) = (1 + ¢®)o1 + 03, we have
the WCSRM problem for Fap as

max Ryc(o,m). 17

(1+g2)0f+02< Py ,me(0,7/2]

As no closed-form solution exists for joint o and 1 optimization
for (17), we consider first finding o®" for fixed 1 and then solving
the optimal 7" by line search. For fixed n € [0, 7/2], there are two
cases: I)n < Band2)n > .
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1) In the case n < 3, from both (13) and (15), it can be inferred
that Ryc(o,n) is decreasing in o2 so oy = 0. Taking 0" = 0
yields the problem

g*hiot cos®(n — a) g*h.ot
2y loe (1 T 1T K0T cos2(n - a)> tog (1 1T hzua%)

(18)
which is in the same form as the problem (56) of [19]. Therefore, the
method for solving the problem in (56) of [19] can be applied here

opt __

and yields 07" = 0 for hy cos(n — @) < hey, and

VP if Py < Y

o — os(n—a)heu’
v 1 if Py > —V1te®
((1+92)hghgu CosQ(’qfoz))l/4 ’ M = hpcos(n—a)hey’

19)

for hy cos(n — &) > hew.
2) In the case > (3, we rewrite the problem in (17) is

QthlU%
14+ hp10? + hpool

2 2
g he101 (20)
—1 1
& ( + 14+ heio? + he2<7§)

st. (14 ¢°)os 4+ 03 < P,

max log <1 +
o

where hy1 = hg cosz(n — ), hyo = h?, sin2(n —a), het =
h2, cos*(n — B), and hes = h2, sin®(n — B). To solve (20), we
lett = 07 /(1 4 hy203) = 01 = t(1 + hpeo3) and get

2 2
hpit hett
max log (1 + 197;;115) ~log {14 I
t,03 + Nb1 heit + 1+h:za§ (21)

st. (14 ¢°)(1 + heo3)t + 05 < Py, t,00 > 0.

Again, there are two cases: a) hea < hp2 and b) heo < hpa.
a) If hea < hpa, (1 + he203)/(1 4 hpeo3) is decreasing in o9
so o9 = 0 which produces Fap of rank-1. As in the case of < 3,

resorting to the result for (56) in [19], we have that 0" = ¢ = 0

if hbl S hel, and
. 1+42
VP, if Py <4/ P hot? )

Opt . Opt .
o =t" =
1 1 . 1+4g2
— . i P, >/
((1+92)hb1hel)1/47 " hprher?
otherwise.

b) If hea > hp2, (1 + he2o3) /(1 + hp203) is increasing in o9
so the relay power constraint is active for both problems in (21) and
(20) when the optimum is achieved. Then, by plugging into (20) the
variable changes

2 PG 2 Ppot &1

o7 = — ~5,0 = ~o U= =5,
o+t +a3t (Ltgdei ey a3
(23)
we can rewrite the problem in (20) as an unconstrained optimization
problem with single variable © > 0 and the objective function

hiu hsu
MmUY g (14 B ) (o4
1+h2u) Og( +1+h4u) @9

which is exactly R(u) in (8) but has redefined coefficients as h; =
G*ho1/(1+hp2P), he = (14 ¢* + hy1 Pr) /(1 + hie P, hs =
g2hel/(1 + he2Pm)y and h4 = (]- + 92 + helpm)/(l + heQPm)-

Ryc(u) = log (1 +
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Fig. 1. Worse-case secrecy rate versus Py,. hZ, = 5dB, a = 7/6,
and § = 0.9.

Thus, maximization Rq.(u) in (24) over u can be solved by apply-
ing Lemma 1. With u°" obtained, o is calculated from (23) by
enforcing constraint (6). Note that Lemma 1 also includes the pos-
sibility of R..(u) increasing in u, which indicates that Ry.c(o,n)
is increasing in o1 and thus the problem in (20) has ¢ = +/P and
oo? = 0 as its maximum point.

After the above steps for o°™ in the two cases of n < 3 and
n > 3, we can find n°" using some standard line searching method.
Next we fix n = « and obtain the Rank-2 SSVD beamformer
with fixed beamforming direction (Rank-2 SSVD-FD) defined by
Fopa = Ul[eb,elﬂDVH, which is a special case of Fap. Ob-
viously, F‘;’,;a can be calculated similarly as F;”g by simply fixing
1n = a. Note that for o > 8

212 2
g hyoi
Ryc(Fapo) = 1 14+ ——7-—
)
2,2 2 2,
Crog (14 ; g-hi,oi cos”(a [z) i .
1+ h2,0% cos?(a — ) + h2,03 sin®(a — 3)

(25)
It can be seen that if 0§ /05 — 0 as P, — 00, Rue(Fapa) =
log(1 + ¢?) which is the upper bound of the maximum WCSR.
Therefore, the Fap, with o growing as such is optimal in the
asymptotic sense. As Ruc(FY) > Ruc(FE,) > Ruwe(Fapa),
we have the follow proposition from the discussion above.

Proposition 1. If o > 3, FY} and F,, are asymptotically opti-
mal for the WCSRM problem (P1) in that limp,, o Ruwc(FJ1) =
hmp'rn"w RWC(F;%Q) = lOg(l + 92)

4. NUMERICAL RESULTS

As experiment setups, the relay antenna number M = 4,
g*> = 10 dB, h{ = 10 dB, h2, = 5 dB, vi = [0.064 +
0.4205, —0.348 + 0.4435,0.195 + 0.48175, —0.386 + 0.289]%,
a = hy/hy = [-0.669 + 0.2585, —0.263 + 0.1685,0.424 +
0.3114, —0.335 +0.0245], and q = qp cos a + e’/ 4qi sin a with
qF = [-0.301—-0.0817,0.9434-0.0097, 0.0484-0.0845, —0.058 —
0.0215] orthogonal to qp. Aside from the WCSRs of the proposed
beamformers, the WCSRs of the optimal rank-1 beamformer given
in [22] for (P1) with set H, and the MF solution in Theorem 5 of [19]
for the perfect CSI case', which is referred to as the non-robust MF
beamformer (MF (NR)), are presented as comparisons. The rate
upper bound (UB) log, (1 4 ¢°) is also provided when necessary.

"We use hey, as Eve’s channel gain to compute this beamformer since we
are only concerned with the impact of direction uncertainty in the experiment.
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Fig. 2. Worst-case secrecy rate versus o. P, = 15dB, h2, = 5dB,
§ = 0.9 and 8 = arccos V4§ ~ 0.32.
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Fig. 3. Worst-case secrecy rate versus 3. P, = 15 dB, h2, = 5dB,
and a = 7/6 ~ 0.52.

Fig . 1 gives the curves of the WCSR versus P,,. P, is from
—51t040 dB, hZ, = 5dB, a = 7/6, and § = 0.9. Fig. 1 shows
that in the high P,, region, the rank-2 solutions have similar WC-
SRs and are superior in that their WCSRs approach the rate upper
bound as is prescribed by Proposition 1. The non-robust MF beam-
former, although has moderate rate loss when P, is low, become
much inferior as P,,, grows.

The impacts of o and (3 are shown in Figs. 2 and 3, respectively.
In Fig. 2, o is from 7 /60 to 7/2 with 8 = arccos /0.9 ~ 0.32. In
Fig. 3, B is from 0 to 7w/2 with & = /6 ~ 0.52. In both figures,
P,, = 15 dB and h2, = 5 dB. Fig. 2 shows that as « increases,
the WCSRs of all solutions are improved but with the non-robust
MF beamformer as the worst. Especially as o moves beyond 3, the
rank-2 beamformers enjoy a larger performance gain which reflects
the benefit brought by noise amplification. In Fig. 3, the rate curves
are similar to those in Fig. 2 but have a reversed trend, and again the
non-robust MF beamformer become much worst for large (3.

To sum up, the Rank-2 SSVD beamformer has the best perfor-
mances in all figures. In addition, it is noteworthy that in the cases of
low Py, (Fig. 1) and o < 3 (Figs. 2 and 3), the WCSRs of the rank-1
and Rank-2 SSVD solutions are almost identical. Such phenomenon
will be fully explained in [22].

5. CONCLUSION

The secure relay beamforming problem has been studied for the
multiple-antenna AF relay network with partial ECSI. With the ECSI
uncertainty set which separates the uncertainties in channel gain and
direction, we have solved the WCSRM problem for a class of rank-
2 beamformers with special SVD structure, which is asymptotically
optimal for large relay power under mild assumption, Numerical ex-
periments verified the effectiveness of the proposed beamformers.
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