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ABSTRACT
We consider arbitrary Hybrid-Automatic-Repeat-Request (H-

ARQ) wireless links over quasi-static Rayleigh fading chan-

nels. In this paper, we translate the repeat-request advantage

of the intended receiver over potential eavesdroppers to link

security. In particular, with statistical-only knowledge of the

channel and noise, we find for the first time in the litera-

ture the optimal power allocation sequence over the H-ARQ

rounds that maximizes the outage probability of eavesdrop-

pers for any given target outage probability of the trusted re-

ceiver. Simulation studies demonstrate orders of magnitude

difference in outage probability between eavesdroppers and

intended receiver.

Index Terms— Eavesdropping, hybrid-ARQ, physical-

layer security, power allocation, SISO wiretap channel.

1. INTRODUCTION

In [1], Wyner explained that secure communication between

two terminals is possible if the eavesdropper’s channel is a

degraded version of the channel of the intended receiver. Mo-

tivated by [1], information-theoretic secrecy capacity analy-

sis has been carried out for various communication setups

[2]-[13]. In particular, secrecy under joint channel coding

and automatic-repeat-request (ARQ) operation was studied

in [14], [15]. Signal processing research has attempted to

materialize -at least partly- the information theoretic secrecy

capacity promises [16]-[22]. The works in [16]-[20] guar-

anteed a certain Quality-of-Service (QoS) at the trusted re-

ceiver and suppressed the useful information content in the

received signal of the eavesdropper by: (i) Beamforming de-

signs that utilize the spatial degrees of freedom available in

multi-antenna systems and (ii) artificial-noise aided methods

(with or without instantaneous channel state information of

the eavesdropper). Waveform-design based security for the

common multipath single-input single-output (SISO) channel

was developed in [21],[22].

When spatial and time-domain degrees of freedom are

not available, none of the methods in [16]-[20] or [21],[22]

is applicable. We can still, however, enhance significantly

data-link security by installing a security-optimized Hybrid-

Automatic-Repeat-Request (H-ARQ) protocol that takes

advantage of the fact that only intended recipients can re-

quest re-transmissions. In this paper, for the first time in
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the literature, we optimize L-round H-ARQ transmission

protocols for the transmitter-to-trusted-receiver pair. We as-

sume that the transmitter-to-trusted-receiver and transmitter-

to-eavesdropper-receiver channels experience quasi-static

Rayleigh fading, i.e. channels do not change significantly

during re-transmissions of the same information packet and

may change independently when transmitting a new infor-

mation packet. Only statistical knowledge of the channel

and noise power is assumed available for our secure H-ARQ

protocol design. With this knowledge, we find offline the

optimal power allocation sequence over the H-ARQ rounds

that maximizes the outage probability of the eavesdropper

for any given outage probability requirement for the trusted

receiver. The developed secure H-ARQ data link can be in-

stalled directly on top of physical-layer security solutions of

[16]-[20] (antenna-array techniques) and/or [21], [22] (wave-

form design).

2. SYSTEM MODEL

We consider an (L>1)-round H-ARQ protocol for a trans-

mitter (Alice) and a trusted receiver (Bob) in the presence

of an eavesdropper (Eve) where each is equipped a with

single transmit/receive antenna. The H-ARQ transmission

scheme operates as follows. First, Alice (source) transmits

a data packet to Bob (trusted receiver) which is overheard

by Eve (eavesdropper). Upon reception of the transmitted

data packet, Bob indicates success or failure of receiving

the packet by feeding back a single bit of acknowledgement

(ACK) or negative acknowledgement (NACK), respectively,

to Alice through a separate errorless Bob-to-Alice feedback

channel. Bob-to-Alice feedbacks are error-free overheard

by Eve as well. If a NACK is received by Alice and the

maximum number of re-transmissions L allowed by the pro-

tocol has not been reached, Alice re-transmits the packet with

potentially different transmission power (to be optimized un-

der some design criterion). If ACK is received by Alice or

the maximum allowable re-transmission is reached, Alice

starts transmitting a new data packet. In each re-transmission

round, both Bob and Eve attempt to decode the transmitted

data packet by combining received data from all previous

re-transmission rounds of the same data packet via maximal-

ratio-combining (MRC). If Bob cannot decode a data packet

after L re-transmission rounds, then Bob records an outage

for the data packet. In other words, the accumulated signal-to-
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noise ratio (SNR) of the combined received packet at Bob is

below a target preset required SNR threshold. It is intriguing

to investigate the frequency of outage events for Eve, since

Eve does not have the benefit of requesting re-transmissions.

Given the maximum number of allowable re-transmission

rounds L for the H-ARQ protocol, the received signal at

Bob/Eve (subscript B/E) at the lth re-transmission round is

given by

ylB/E =
√

PlhB/E x+ nB/E , l = 1, · · · , L, (1)

where Pl is the transmitted power in the lth H-ARQ round, x
is a unit-power transmitted data packet, hB/E are the channel

coefficients between Alice and Bob/Eve, respectively, and

nB/E is additive noise at Bob/Eve. The channel coefficients

hB/E are modeled as complex Gaussian random variables

with mean zero and variance (power) σ2
B/E � R

−ωB/E

B/E
where RB/E is the distance between Alice and Bob/Eve and

ωB/E is the path loss exponent. The channels are assumed

to be quasi-static, i.e. the channel does not change during

re-transmissions of the same data packet and it may change

independently when a new data packet is transmitted. The

channel coefficient hB is assumed to be known at Bob for

coherent data reception. Similarly, the channel coefficient

hE is known to Eve who also has error-free access to the

ACK/NACK Bob-to-Alice feedback channel (worst case se-

curity scenario). This allows Eve to perform MRC decoding

as well on the received data packets from the H-ARQ re-

transmissions. The noise nB/E at Bob/Eve is modeled as

additive white Gaussian with mean zero and variance NB/E .

Bob combines the received data packets from all previous

re-transmission rounds and jointly decodes the data packet

with accumulated signal-to-noise ratio (SNR) after l (1 ≤ l ≤
L) re-transmission rounds equal to

SNR
l
B =

∑l
i=1 Pi|hB |2

NB
. (2)

Similar to Bob, the accumulated SNR at Eve after l (1 ≤ l ≤
L) re-transmission rounds is

SNR
l
E =

∑l
i=1 Pi|hE |2

NE
. (3)

3. OUTAGE PROBABILITY AND PROBLEM
FORMULATION

The probability of the event that the accumulated SNR of

Bob/Eve after l re-transmission rounds is below a given target

SNR threshold γ0 is given by1

pout,lB/E = Pr[SNRl
B/E < γ0] = 1− e

− γB/E
∑l

i=1
Pi (4)

where γB/E =
γ0NB/E

σ2
B/E

and Pr[·] denotes event probability.
The probability of the event that the H-ARQ protocol be-

tween Alice and Bob stops successfully exactly after l rounds

1We assume that the same SNR threshold γ0 is required by both Bob and

Eve for successful packet decoding.

of re-transmissions, i.e. Bob’s accumulated SNR after l − 1
rounds is below the target SNR threshold γ0 and Bob’s accu-

mulated SNR after l rounds is above the target SNR threshold,

is given by

pstop,lB = pout,l−1
B − pout,lB = e

− γB∑l
i=1

Pi − e
− γB

∑l−1
i=1

Pi . (5)

3.1. Outage probability of Bob

An outage event for Bob can happen only when all L rounds

of re-transmission are executed and still the accumulated SNR

at Bob fails to meet the target SNR threshold for successful

decoding of the data packet. Hence, the probability of an out-

age event for Bob is given simply by (4) for l = L, i.e.

PB
out = pout,LB = 1− e

− γB∑L
i=1

Pi . (6)

3.2. Outage probability of Eve

Eve’s outage event will depend not only on her own channel
condition, but also on how many re-transmissions between
Alice and Bob occurred, which is not under her control. In
detail, Eve will have outage if: (i) after the lth H-ARQ round
Eve’s SNR is below the target SNR threshold and Bob’s SNR
is above and Bob’s SNR was below the target SNR threshold
after the (l − 1)th H-ARQ round or (ii) when Eve’s SNR is
below the target SNR threshold after L H-ARQ rounds and
Bob’s SNR is below the target SNR threshold after (L − 1)
H-ARQ rounds. Thus, the outage probability for Eve for an
L ≥ 3 H-ARQ protocol between Alice and Bob is given by

PE
out =

(
1− e

−γE
P1

)(
e

−γB
P1

)

+

L−1∑
l=2

(
1− e

−γE
P1+···+Pl

)(
e

−γB
P1+···+Pl − e

−γB
P1+···+Pl−1

)

+
(
1− e

−γE
P1+···+PL

)(
1− e

−γB
P1+···+PL−1

)
. (7)

For the special case of a H-ARQ protocol of two rounds (L =
2), the outage probability for Eve is given by

PE
out=

(
1− e

−γE
P1

)(
e

−γB
P1

)
+
(
1− e

−γE
P1+P2

)(
1− e

−γB
P1

)
.(8)

When L = 1 (no re-transmissions), the outage probability for

Eve is

PE
out = 1− e

−γE
P1 , (9)

which is of course the same as Bob’s (if γE=γB) since no

H-ARQ is implemented.

Our goal now in this paper is to find the optimal power al-

location for the L > 1 rounds of a H-ARQ protocol that under

a target outage probability of Bob (for reliable transmission)

maximizes the outage probability of Eve (for secure trans-

mission). For a H-ARQ protocol with Bob’s targeted outage

probability ρ0, the problem of finding the optimal power as-

signment takes the form

arg max.
P1,··· ,PL

PE
out (10a)

subject to PB
out ≤ ρ0, (10b)

Pl ≥ 0, l = 1, · · · , L, (10c)
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where PB
out and PE

out are given by (6) and (7), (8), respec-

tively.

4. OPTIMAL POWER ALLOCATION

Bob’s outage probability constraint in (10b) implies that, with

a targeted SNR γ0, the outage probability of the H-ARQ pro-

tocol with L transmissions should not be larger than the spec-

ified outage probability constraint ρ0 or

PB
out = 1− e

− γB∑L
i=1

Pi ≤ ρ0

⇒ P1 + · · ·+ PL ≥ γB

ln 1
1−ρ0

� P0. (11)

It can be shown easily that at the optimal point of problem

(10), constraint (10b) or (11) is satisfied with equality. We

move, now, one step away from (10) and relax the non-

negative condition (10c) on the H-ARQ transmission power

values per round, Pl = 1, 2, · · · , L. The re-formulated re-
laxed problem is

arg max.
P1,··· ,PL

PE
out (12a)

subject to P1 + · · ·+ PL = P0 (12b)

Pl ∈ R, l = 1, · · · , L. (12c)

The Lagrange function of the relaxed version of problem (10)

with Lagrange multiplier λ can be written as

L(P1, · · · , PL, λ) = PE
out + λ

(
P1 + · · ·+ PL − P0

)
. (13)

Taking partial derivatives of (13) with respect to λ and Pl,
l = 1, · · · , L, and setting them to zero, we obtain the L + 1
equations

∂L
∂Pl

= 0, l = 1, · · · , L, (14)

P1 + · · ·+ PL = P0. (15)

The L power values that solve the Lagrangian equations are
as follows2

P2 =
P 2
1 log

{
γB+γE

γB
}

γE − P1 log
{

γB+γE
γB

} , (16)

Pk =
(P1 + · · ·+ Pk−1)

2 log
{
Gk

}
γE − (P1 + · · ·+ Pk−1) log

{
Gk

} (17)

where

Gk =

γB + γE

{
1− e

− γB Pk−1(
P1+···+Pk−1

)(
P1+···+Pk−2

)}

γB
(18)

for k = 3, · · · , L and

P1 = P0 − (P2 + · · ·+ PL). (19)

2Details of partial derivative and Pl, l = 1, · · · , L, computations are

omitted due to space limitations.

The solution given by (16)-(19) solves the relaxed opti-

mization problem in (12a)-(12c) and might be infeasible (neg-

ative power values) for the original optimization problem in

(10a)-(10c). If, however, we can prove that the L optimal

power values returned by (16)-(19) are always non-negative,

then the obtained solution will also be the optimal solution for

the problem in (10a)-(10c). We use the following two lemmas

to prove that the obtained power values are indeed positive.

The proofs of the lemmas themselves are omitted due to lack

of space.

Lemma 1 For fixed γB , γE , Gk, k = 3, · · · , L, are indepen-
dent of the transmitted power in the H-ARQ rounds and given
recursively by

G2 =
γB + γE

γB
, (20)

Gk =
γB + γE

(
1− e

−γB log{Gk−1}
γE

)
γB

, (21)

for k = 3, · · · , L. �

Having all constants Gk, 1 < k ≤ L, calculated recur-

sively by (20) and (21) means that all power values can also

be recursively computed by (16), (17) given power value P1.

We seek now the power value P1 that satisfies the Lagrange

solution (16)-(19).

Lemma 2 For given γB , γE and G2, · · · , GL calculated by
(20), (21), the first-round power value

P1 =
P0 γE

γE + P0 log{G2G3 · · ·GL} (22)

satisfies (16)-(19) with all-round total power P0 = γB

ln 1
1−ρ0

as

defined in (11). �

By (22), (16), and (17), we solved in closed recursive form
the problem in (12a)-(12c). In the sequel, we investigate the
sign of Pk, k = 1, · · · , L. By (22), 0 < P1 < γE

log{G2···GL} .

Assume P2, · · · , Pk−1 are all non-negative. Then, from (17)
Pk is non-negative if

P1 + · · ·+ Pk−1 <
γE

log
{
Gk

} (23)

or
γE P1

γE − P1 log{G2 · · ·Gk−1} <
γE

log
{
Gk

}
or P1 <

γE
log{G2 · · ·Gk} , (24)

which is true. Formally, we conclude that (22), (16), and (17)

present us with a unique stationary solution point of (10a)-

(10c). Technically, we still need to establish that the found

stationary point is the maximizer and not the minimizer. It is

easy to check that the outage probability of Eve with power

allocation P1 = P0, P2 = 0, · · · , PL = 0 is smaller than

the outage probability of Eve with power allocation given by

the solution of the Lagrangian equations, which completes

the proof. For ease in reference, we summarize the complete

H-ARQ power calculation procedure in Table I.
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Table 1. Secure L-round H-ARQ power allocation sequence
Step 1: Input: Successful-decoding SNR threshold γ0;

Bob’s outage probability threshold ρ0;

channel power values σ2
B/E

;

noise variance values NB/E .

Step 2: Calculate: P0 = γB

ln 1
1−ρ0

, γB = γ0NB

σ2
B

, γE = γ0NE

σ2
E

,

G2 =
(γB+γE)

γB
,

Gk =
γB+γE

(
1−e

−γB log{Gk−1}
γE

)

γB
for k = 3, · · · , L.

Step 3: Optimal power allocation:

P ∗
1 = γEP0

γE+P0 log{G2···GL} ,

P ∗
k =

(P1+···+Pk−1)
2 log

{
Gk

}
γE−(P1+···+Pk−1) log

{
Gk

} for k = 2, · · · , L.

Step 4: Output: P ∗
1 , · · · , P ∗

L (globally optimal solution).

5. SIMULATION RESULTS

First, in Fig. 1 we validate by simulations the theoretically

derived outage probability of Bob and Eve as a function of the

required SNR threshold for an H-ARQ protocol with L = 8
rounds and fixed equal transmission power per round. Equal

distance from Alice is assumed, RB = RE = 1, and the

path loss coefficients are set to ωB = ωE = 2. Certainly,

perfect match is observed between analytical and simulation

estimated probability values. For the same experimental set-

up, in Fig. 2 we plot the outage probability of Eve as we

vary the number of H-ARQ rounds. The outage probability

requirement on Bob is set to 10−4 with decoding SNR thresh-

old 12 dB. With RB = RE = 1, conventional equal power

allocation provides some nominal security, but optimal power

allocation pushes the outage probability of Eve to nearly 0.5.

As we increase the distance between Alice and Bob relative

to Eve, the outage probability of Eve improves and becomes

easily comparable to Bob’s under equal power allocation.

Still, security-optimal power allocation maintains orders-of-

magnitude outage probability advantage for Bob even when

his channel faces a 10-fold distance disadvantage compared

to Eve. A short H-ARQ of L = 2 or 3 rounds is enough to

reap security benefits under power allocation optimization.

As a final -somewhat extreme- study, in Fig. 3 we plot

the outage probability of Eve under equal and optimal power

allocation (L = 2, 5, or 10 rounds) as we vary the distance

between Alice and Bob from five to fifty times the distance

between Alice and Eve. The study shows that (i) equal power

allocation affords no security and (ii) optimal power alloca-

tion results to one order of magnitude outage probability dis-

advantage to Eve even when Bob is 35 times further away

from Alice than Eve is. Even under the extreme case where

RB = 50 and RE = 1 and the channel power of Bob is 250
times worse than Eve (ωB/E = 2), optimal power allocation

was able to keep the outage probability of Eve above Bob’s

guaranteed outage probability of 10−4.
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