
ON ESTABLISHING EVALUATION STANDARDS FOR ECG BIOMETRICS

Shahrzad Pouryayevali, Saeid Wahabi, Siddarth Hari, Dimitrios Hatzinakos

University of Toronto
The Edward S. Rogers Sr. Department of Electrical and Computer Engineering

10 Kings College Road, Toronto, ON, Canada, M5S 3G4
{shahrzad,swahabi,shari,dimitris}@ece.utoronto.ca

ABSTRACT

Electrocardiogram (ECG) biometrics are becoming increas-
ingly popular. Numerous approaches to ECG processing have
been proposed over the past years and the field has drawn
significant attention from the biometrics community. How-
ever, less attention has been paid to developing a standard for
ECG biometric testing for the evaluation of such algorithms.
This paper proposes a set of standards for ECG signal record-
ing and presents the UofT ECG Database (UofTDB) in order
to evaluate the performance of various ECG biometric meth-
ods. Compared to existing databases, the UofTDB has three
important characteristics namely, large population size (1012
individuals), varying body postures, physical exercise and ac-
quisition over a long period. A promising equal error rate of
under 5% is also reported.

Index Terms— Biometrics (access control), Electrocar-
diogram, Electrocardiogram Database, Evaluation Perfor-
mance

1. INTRODUCTION

Biometrics recognition systems are poised to replace tradi-
tional identification systems based on passwords, PIN num-
bers or tokens. Fingerprint, face and iris-based biometric sys-
tems are already deployed for securing passports and con-
trolling access to high security environments, as well as for
logging into electronic devices in the consumer market. As
these biometric systems become widely deployed, there is an
increasing risk from advancements in the methods and tech-
nologies for biometric falsification.

An important objective of the next generation of biomet-
ric modalities currently under research and development is
to address the threats of circumvention, replay attacks and
biometric obfuscation. Medical biometrics, in which internal
physiological signals of the human body containing subject-
specific information are used for recognizing users, offers in-
herent protection against such attacks. Examples of medical
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biometrics include the electrocardiogram (ECG), electroen-
cephalogram (EEG), blood volume pressure (BVP), photo-
plethysmogram (PPG) and phonocardiogram (PCG). These
signals have traditionally been used by physicians for disease
diagnosis.

A number of research studies over the last few years have
established the ECG signal as a biometric modality. There
are two main approaches for feature extraction namely fidu-
cial methods which use local characteristics of the heart-beats
(e.g., temporal and amplitude distances between consecutive
fiducial points), and non-fiducial methods which explore the
waveform as a whole. A survey of these different methods
can be found in [1].

An important property of ECG biometrics is that unlike
the fingerprint or the iris, the ECG signal varies over time,
and is affected by different factors such as exercise and stress.
Additionally, the ECG signal can be acquired from multiple
configurations of sensors on the body (e.g, from the chest,
or from the fingertips) and is also affected by body position.
While the importance of evaluating the robustness of different
ECG-recognition algorithms to these variations is well under-
stood, an important bottleneck is the lack of ECG databases
that include these variations. In this paper, we present a new
ECG database called UofTDB, which represents a first step
towards addressing this gap.

The rest of the paper is organized as follows : in Section
2, we present a brief summary of existing ECG databases.
Section 3 presents the details of the new UofTDB database.
In Section 4, we present some initial results using the new
database. Section 5 concludes the paper.

2. EXISTING ECG DATABASES

The ECG signal is time-series that reflects the electrophysio-
logical properties of the heart but which is also affected by the
various sympathetic and para-sympathetic processes of the
autonomic nervous system (ANS) [18]. The latter contribute
to the time-varying nature of the ECG signal. Furthermore,
the ECG is affected by body posture [19] as well as variabil-
ity of the heart rate due to physical activities such as exercise
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Table 1. Public and Private ECG Databases
Database/Researcher
Name

Public/
Private

# of Subjects # of Sessions Sensor
Positions

Conditions or Disorders

UofT
Database(UTDB)

private 1012 up to 5 fingers sit, stand, exercise, supine and tripod

Zhang and Wei [2] private 520 - limbs and
chest

-

PTBDB [3] public 290 up to 5 limbs and
chest

healthy and cardiac disorders

Odinaka et al. [4] private 269 3 lower rib
cage

healthy and heart-related disorders

Shen et al. [5] private 168 - palms sit
QTDB [3] public 105 - chest exercise and variety of cardiac disorders
LTSTDB [3] public 80 - chest -
EDB [3] public 79 - chest myocardial ischemia
Wübbeler et al. [6] private 74 2-20 limbs resting in supine position
Jang et al. [7] private 65 6 - different stress levels
Chan et al. [8] private 50 3 thumbs -
Agrafioti & Hatzi-
nakos [9]

private 52 up to 2 limbs and
chest

-

MITDB [3] public 47 - chest Arrhythmia
Irvine et al. [10] private 43 - neck and

chest
different stress levels

Silva et al. [11] &
Coutinho et al. [12]

private 26 - chest cognitive task

Yao and Wan [13] private 20 up to 4 limbs -
Biel et al.[14] private 20 4-10 limbs and

chest
resting

NSRDB [3] 18 1 - no significant arrhythmias
Lourenco et al. [15] private 16 1 fingers -
Homer et al. [16] private 12 12 or 18 - -
Kim et al. [17] private 10 - arms resting and exercise

[17, 20]. To date the investigation of the above-mentioned
factors for the ECG, in a biometric recognition context, is
very limited. This is primarily due to the lack of availabil-
ity of a signal database that encompasses all this information
simultaneously. It is important to note that the majority of
the existing work in this area has focused on ECG biometric
evaluation using signal readings that were acquired within the
same experimental session or within the same day. In [1], the
authors demonstrated the degradation of the ECG biometric
accuracy using data that are recorded over multiple days.

Additionally, most of the early ECG databases have a
small population size (couple of hundreds of subjects). There-
fore, while earlier works demonstrated a proof of concept for
ECG biometric systems, feasibility studies for large-scale
deployments has, so far, been limited.

Table 1 lists the details of existing ECG databases. The
largest private database is that of Zhang and Wei, which con-
sists of 520 subjects [2]. The largest public database is the
PTBDB (290 subjects) [3]. While, the database of Odinaka
et al.[4] is smaller (269 subjects), this database is unique in

that it includes recordings from multiple recording sessions
spaced up to six months apart. The database of Irvine et
al.[10] (43 subjects) contains recordings acquired after each
subject performed tasks designed to elicit anxiety levels. The
database of Kim et al.[17] (10 subjects) includes recording
under both normal and elevated heart rate conditions. The
PTBDB and Odinaka et al. databases also include some sub-
jects with heart-related disorders.

3. UOFTDB ECG DATABASE

The rationale for the design of a new ECG biometric database
was to create a benchmark that can be used for testing
and which sufficiently covers factors that affect real-world
ECG biometric systems. Central to the development of this
database were the following factors: 1) Database size, 2)
Signal evolution over time, 3) Body posture, 4) Physical
stress and 5) Finger acquisition. We advocate that the above-
mentioned factors sufficiently cover the real-world variability
that is anticipated within healthy real-world users of the sys-
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tem.
The UofTDB includes ECG recordings from volunteers

in multiple sessions, under exercise condition and different
body postures. The main features of the new UofTDB ECG
database are as follows:

• Size: The UofTDB includes recordings from 1012
healthy subjects (seated, single-session). The length of
each recording varies from 2 to 5 minutes.

• Evolution over time: For specific volunteers, the ECG
was recorded over five additional recording sessions
which spanned over a six-month interval. These are
recordings are available only from participants who
agreed to participate in follow-up studies. Table 2
shows the number of subjects (out of 1012) that par-
ticipated in these sessions. For instance, the UofTDB
contains recordings from 6 sessions for 43 subjects.

• Body posture: The UofTDB includes ECG record-
ings in four different postures namely “sit”, “stand”,
“supine” and “tripod”. A graphical representation of
these postures are shown in Figure 1. The number
of subjects recorded in these different postures is pre-
sented in Table 2.

• Exercise: The UofTDB includes pre and post-exercise
recordings for 71 subjects. Each subject in this set per-
formed a few basic structural workouts such as jumping
jacks and pushups for about 5 minutes. The average el-
evated heart rate was found to be 132 beats per minute.

(a) (b) (c)

(d)

Fig. 1. (a) Stand, (b) sit, (c) tripod, and (d) supine

3.1. ECG Acquisition Protocol

All recordings in the UofTDB were performed in uncon-
trolled settings at different locations on the University of

Toronto campus. The ECG signal was captured from the vol-
unteers’ fingertips according similar to a lead I configuration:
the subjects held a pad with dry AgCL electrodes positioned
such that the left thumb was placed on the positive electrode,
the right thumb on negative electrode and the right index
finger was placed on the reference electrode, as demonstrated
in Figure 2. The Vernier EKG sensor and the Go!Link inter-
face 1 were used for recording the ECG signals. The device
was configured to 200Hz sampling frequency at a 12 bits per
sample resolution.

All the subjects who attended the follow-up sessions were
recorded in a seated position. A subset of them were also
recorded in a resting state in three more postures (stand,
supine, tripod) and exercise condition. In order to avoid the
effect of fast heart rate in the resting state recordings, the ex-
ercise condition was collected in the end of the experimental
protocol.

Fig. 2. Placement of electrodes according to lead I configura-
tion.

4. INITIAL EXPERIMENTS

4.1. ECG Preprocessing

The raw ECG signals were filtered using a fourth-order band-
pass Butterworth filter with cut-off frequencies 0.5 Hz and 40
Hz. Under 0.5 Hz the signal is corrupted by baseline wander,
and over 40 Hz there is distortion due to muscle movement,
power-line noise etc. [21]. The QRS detection algorithm de-
scribed in [22] was employed to segment and align the heart-
beats if needed. The individual heartbeats were truncated to a
length of 700 msec with 200 msec before the R peak.

4.2. Testing scalability with increased population

We evaluated the performance of three ECG-recognition al-
gorithms namely the AC/LDA proposed by Agrafioti et al.
[23], the discrete wavelet transform method of Chan et al. [8]
and the time-frequency content approach of Odinaka et al.

1www.vernier.com
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Table 2. UofT ECG Database
Number of Recording Sessions Conditions

single two three four five six supine tripod exercise sit stand
Number of

subjects 1020 72 65 54 47 43 63 63 71 1020 81

Age Range: 18 - 52, Gender: 61% Female, 39% Male, Total number of subjects = 1020
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Fig. 3. Receiver operating characteristic (ROC) curve for the
three methodologies.

[4]. The performance of the three algorithms is evaluated in
the verification mode of operation.

The AC/LDA method proposed by Agrafioti et al. [23]
uses the autocorrelation (AC) of windowed ECG signals as
the feature space, along with Linear Discriminant Analysis
(LDA) method for classification. Chan et al. [8] use the detail
coefficients of the discrete wavelet transform of PQRST com-
plexes for the feature space and a proposed wavelet distance
measure for classification. This method was evaluated with
ECG signals captured from fingertips using dry electrodes
which is similar to the UofTDB. Odinaka et al. [4] use the
time-frequency content of the heartbeats as the feature space
and propose a feature selection method for dimensionality re-
duction and performance enhancement.

A summary of the experimental results is shown in Fig-
ure 3. For most methods, the reported performance presents
a significant drop from the previously reported results. This
can be attributed to the increased population size as well as
the noise that was present in signal acquisition in an uncon-
trolled environment. It should be noted that in this evaluation,
no subjects of the database were discarded as outliers as the
purpose of this work is to imitate real-world application set-
tings.
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Test: session 2 sit

Test: session 3 sit

Test: session 4 sit

Test: session 6 sit

Fig. 4. Receiver operating characteristic (ROC) curve for
AC/LDA methodology in the across-session analysis. Trained
in session 2 in sit condition.

4.3. Feature permanence over time

We evaluated the robustness of the AC/LDA algorithm to tem-
plate degradation using the 47 subjects for whom recordings
are available for four sessions in sit condition spread over a six
month period. In this experiment, the AC/LDA was trained
using the ECG signals acquired in the first session and then
tested using the ECG recordings from subsequent sessions.
The results are shown in Figure 4. From this figure, it is clear
that there are factors that affect the biometric accuracy over
time and thus emphasis should be hereon placed on establish-
ing algorithms that are robust over such periods.

5. CONCLUDING REMARKS

This paper brings to the table the issue of establishing testing
standards for ECG biometric systems. Factors that directly af-
fect the ECG waveform and impact the biometric accuracy are
identified and a new testing database is presented as a bench-
mark for algorithmic evaluation. The UofTDB database cov-
ers conditions such as exercise and mental variability as well
as morphology evolution over a period of six months.
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