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ABSTRACT

Template protection is an issue of paramount importance in
the design of biometric recognition systems. In this paper we
present a biometric cryptosystem applied to iris biometrics,
where template security is guaranteed by means of a frame-
work inspired by the digital modulation paradigm. Specifi-
cally, the properties of modulation constellations and turbo
codes with soft-decoding are exploited to design a system
with high performance in terms of both verification rates and
security, even while dealing with a biometrics characterized
by a high intra-class variability such as the iris. The effec-
tiveness of the proposed approach is evaluated by performing
tests on the Interval subset of the CASIA-IrisV4 database.

Index Terms— iris recognition, biometric template pro-
tection, digital modulation, turbo codes

1. INTRODUCTION

In the design of a biometric recognition system, special at-
tention needs to be paid towards the potential security and
privacy issues which may arise from the use of the biomet-
ric data. In fact biometrics, being limited in number, can be
hardly replaced if stolen or copied. Biometric data can also re-
veal significant information regarding people personality and
health, or they can be employed to perform an unauthorized
tracking of the enrolled subjects across multiple databases,
thus affecting the users’ privacy [1].

Many efforts have been therefore devoted to the design
of template protection schemes able to properly address the
aforementioned concerns [2], [3]. According to the classifica-
tion in [4], such schemes can be classified into biometric cryp-
tosystems and feature transformation approaches. The for-
mer can be further divided into key binding methods, which
combine biometric templates with binary keys, or key gener-
ation approaches, where cryptographic keys are directly cre-
ated from biometric data. Feature transformation methods
can be classified into salting approaches, whose security relies
on the secure storage of an invertible function key, and non-
invertible transform methods which apply one-way transfor-
mations to the considered biometrics. An ideal template pro-
tection scheme should make impossible recovering the origi-
nal template from the stored one. Moreover, it should be able
to generate multiple versions of the same biometrics without
leaving the possibility of linking one to the others. Also, it
should be able to guarantee a recognition accuracy compara-
ble to an unprotected system [5].
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The present paper proposes a biometric cryptosystem de-
signed for protecting iris templates through a general frame-
work inspired by the digital modulation paradigm, introduced
by the authors in [6]. Our scheme allows to overcome several
limitations of the iris cryptosystems so far proposed, being
able to guarantee high performance in terms of both verifi-
cation rates and security. The paper is organized as follows.
The state of the art on iris template protection is reviewed in
Section 2, while the proposed iris cryptosystem is described
in Section 3, where also the performed security analysis is
detailed. The experimental tests performed for evaluating the
effectiveness of the proposed scheme are presented in Section
4, and conclusions are eventually given in Section 5.

2. IRIS TEMPLATE PROTECTION

Iris is one of the most investigated and employed biomet-
rics for automatic people recognition, mainly due to the high
recognition accuracy it can provide, and to the ease with
which it can be acquired [7]. Several iris template pro-
tection schemes have been therefore recently proposed [8].
Salting approaches have been for instance presented in [9],
where subject-specific transforms are employed to generate
cancelable biometrics, as well as in [10], where products
between the original templates and secret user-dependent
random vectors are exploited for providing security. Several
non-invertible transforms applicable to both the image and
the feature domain have been proposed in [11], while a non-
invertible transform approach based on block re-mapping and
image warping has been described in [12]. However, it is
in general difficult to quantitatively evaluate the security of
the approaches relying on non-invertible transformations. A
proper detailed analysis is provided only in few papers, as
in [13] where the use of adaptive Bloom filters is proposed
for iris template protection, or in [14], where correlation
attacks are considered. It is also worth pointing out that
the integration of feature transformation methods into cryp-
tographic frameworks may not be straightforward, which
is why cryptosystems approaches have typically received a
wider attention, and their security has been evaluated in more
details. Specifically, the fuzzy commitment (FC) framework
[15] has been adopted in [16] and [17], where a combina-
tion of Reed-Solomon and Hadamard codes is employed to
manage both the background and burst errors which can be
encountered when comparing two binary iris codes. The
product of two Reed-Muller codes is employed in [18], while
a shuffling scheme together with a decoding performed on



separated chunks is proposed in [19]. As can be seen, such
approaches rely on the use of multiple codes, or exploit spe-
cific characteristics of the binary iris template, for providing
the error correction capability (ECC) required for dealing
with the intra-class variability of the considered biometrics.
Unfortunately, in [20] and [21] it has been shown that using
combinations of codes may leave the system vulnerable to
statistical attacks able to break its security by exploiting the
histograms of the stored data. Moreover, in [22] it is ob-
served that a random permutation process shall be applied
to the templates to be protected before binding them with
codewords, in order to prevent possible decodability attacks
affecting users’ privacy. Such random permutation alters the
patterns of statistic properties of the considered biometrics,
thus making it unfeasible to design a code on their basis as
in [16]. The storage of user-specific information about the
most stable features of a biometric template [23] for reducing
the intra-class variability of the employed data should also
be avoided, because such additional helper data could ex-
pose discriminative information which can aid an attacker in
tracking a user across different databases [24]. As detailed in
Section 3, in the proposed approach the intra-class variability
of iris biometrics is managed without exploiting any specific
property of the iris templates or combinations of codes.

3. PROPOSED IRIS CRYPTOSYSTEM

The proposed iris cryptosystem, inspired by the digital mod-
ulation - channel coding - transmission - channel decoding -
demodulation chain of digital data transmission over a noisy
channel [25], is depicted in Figure 1. As described in [6],
the employed framework represents a generalization of the
code-offset approach [26], of which the FC [15] is the most
widely known implementation. Specifically, as in a digital
communication scenario, a random message b with k bits is
first generated, and then encoded into an n-bit string to pro-
vide resilience against the errors which may affect the trans-
mitted data. Turbo codes may be employed for such task,
due to their capability of approaching the theoretical maxi-
mum code rate for a given noise level [27]. It is worth re-
marking that a high code rate k/n is of primary importance
for a biometric cryptosystem, being its security against brute-
force attacks dependent on the length % of the binary key b
[4]. The encoded string is then modulated into s symbols of
a constellation with L points, being s = ﬁ, thus gener-
ating a codeword c represented through s complex symbols,
c € C C C?, with C representing the considered code. The
channel through which the message is sent is represented by
the binding operation v = f(x,c) € C®, which combines
the considered codeword with the biometric template x. The
operator f has to be defined in accordance with the employed
constellation and in such a way that a function g, which al-
lows performing ¢ = ¢g(x,Vv), exists. The potentially cor-
rupted codeword € = g(x,v) € C® is generated through this
latter operator, depending on a fresh biometrics X acquired
during recognition. A joint demodulation and decoding pro-
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Fig. 1. Proposed iris cryptosystem.

cess can be then applied to ¢ to obtain b. The hashed versions
of b and b are then compared to determine the outcome of
the verification process. With respect to the FC approach, the
employed framework offers a wider choice for selecting the
function binding the biometrics x with the message b. The
domains of x and ¢ may also not be the same, thus result-
ing in more flexibility when determining the system operating
conditions. Moreover, it permits to exploit soft-decoding to
improve the recognition performance of the considered pro-
tected schemes. The following sections describe in detail each
step of the proposed cryptosystem.

3.1. Iris Template Extraction
Iris biometrics is processed according to the classic approach
described in [28]. Specifically, iris segmentation is first per-
formed to extract the iris information from the original eye
image. A normalization process is then required to obtain a
rectangular iris representation with fixed dimensions I x J
indicated as rubber sheet, where I provides the angular reso-
lution, while J represents the radial resolution. The normal-
ized iris texture is then processed by means of Gabor filters,
and an image G[i,j|, withi = 1,..., I, j = 1,...,J, is
then obtained by retaining only the phase information of the
filtered complex image, while discarding the amplitude com-
ponent. In more details, the code made available in [29] is
employed to segment, normalize, and filter the irises thus gen-
erating phase images G, j] with resolution I x J = 240 x 20.
In order to partially reduce the intra-class variability of
the employed templates, a user-independent mask is then es-
timated. Such approach is justified by the consideration that
the regions of an iris code are not equally useful [30]. Having
indicated with U a training database employed for estimat-
ing such mask, and with Gl(“) [i, 7] the phase image originated
from the [-th iris image acquired from a user u € U, the pro-
posed user independent mask D][i, j] is computed as:
Dli,jl = > min{G"fi, ] - Gyl — .4} (D
u,l,h
Basically, (1) compares any possible couple of phase tem-
plates belonging to the same user u, retaining only the differ-
ence resulting from the best match obtained by shifting the
test template with respect to the reference one. It thus com-
putes a map of the pixels providing the lowest distances for
all the users in U. An example of D[i, j], computed over
|U{| = 66 classes of right irises taken from the Interval subset
of the CASIA-IrisV4 database [31], is given in Figure 2. As it
can be seen, the areas where the greatest difference between
the templates belonging to the same person occur, represented



Fig. 2. Examples of a rubber sheet containing occlusions
(above), and of the user independent mask D[z, j] (below).

with brighter pixels, are those where it is more common to
encounter occlusions due to eyelids, and should therefore be
discarded. The desired iris template to be protected x is then
obtained for each user by selecting from G[i, j] only the s
positions having the lowest values in D[z, j].

It is worth pointing out that, during the recognition phase,
several attempts of recovering the original message b have
to be performed, each time applying a cyclic scrolling to the
acquired template G [i, 7] before selecting the best positions
according to D[, j], for generating X.

3.2. Channel Modeling: Binding Operators
As already described, in the considered digital modulation
paradigm the channel is composed by the operations per-
formed by the binding function f and by its inverse g, which
have to be selected according to the employed constellation.
In the proposed implementation we resort to a PSK mod-
ulation, where a codeword c can be represented through s
symbols, each belonging to a set of L points lying on the unit
circle in the complex domain. By its definition, the consid-
ered biometric template x is given by a set of coefficients each
lying in the [—, 7r) interval. Such interval can be (circularly)
uniformly decomposed into D parts, according to the set of
values D = { &+ 224}, withd = [-2, - 241,... D-1].
A vector ¢ is then generated by mapping each phase coef-
ficient in x to the closest value in D. The binding operators
can be therefore defined as
v=flx,c)=c ¥ e=g(v,x)=v-e® (2
where ¢ is obtained from x during the enrollment stage, and
¢ from x in the authentication stage. The binding therefore
generates an offset v whose elements do not lie on the origi-
nal constellation points yet remaining on the unitary complex
circle, while the reconstruction operator tries to revert such
displacement. In order to not reduce the number of possi-
ble constellation points from which each symbol in the off-
set v maight have been originated, D has to be greater than
L, with D = L - 2! in the proposed implementation, where
I € Ny being Ny the set of non-negative integers. The pro-
posed quantization is performed for allowing a proper anal-
ysis of the system security in Section 3.3, and for evaluating
the increase in ECC due to the use of soft-decoding in turbo
decoders [27] in Section 4. It is in fact worth pointing out
that the use of turbo codes has been already suggested within
the framework of FC in [32] and [33], yet in both cases they
have been employed in hard decoding modality. The digital
modulation paradigm here employed allows performing soft
decoding through a joint demodulation and decoding process
[27], thus increasing the ECC of the considered turbo codes
and improving the achievable recognition performance.
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3.3. Security analysis

As mentioned in Section 2, the security of biometric cryp-
tosystems has been analyzed with a greater detail than that
dedicated to feature transformation methods. For instance, a
deep analysis on the security and privacy leakage of FC is
given in [32]. Consistently to such approach, the security
of the proposed framework could not be expressed only by
the entropy H(b) = k, representing the effort required by a
brute-force attack for breaking the system. Conversely, the
conditional entropy H (b|v), giving the uncertainty about the
message b once the helper data v has been made publicly
available, has to be taken into account for assessing the sys-
tem security against statistical attacks which could exploit the
knowledge of the employed biometric characteristics. Also
the conditional entropy H (x|v), or its equivalent H (¢|v) for
our scheme, should be estimated for evaluating the privacy of
the proposed system [34], [35]. As remarked in [36], such
analysis is often omitted due to the difficulty in properly esti-
mating the required entropies in practical scenarios.

Nonetheless, it can be observed that, in the employed
framework, H(b|v) = H(p|v), due to the fact that once v
is known, the knowledge of ¢ provides b, as well as know-
ing b reveals also the biometric information ¢. Moreover,
b can be retrieved once k bits out of n of its encoded ver-
sion are known [34], which is equivalent to knowing any
z = 1ogk2 T+ coefficients of ¢, given (2). The security of the
considered system can be therefore evaluated by observing
that H(b|v) = mingzez {H(p?|v)}, being ¢Z a string
generated from ¢ by selecting only z coefficients out of the
available s ones, with Z being the ensemble of all possible
sets Z of z coefficients, Z C {1,...,s}. As in [6], it is
therefore possible to practically compute H (¢?|v) over real
data by resorting to an approximation based on second-order
dependency trees [37], which assumes that the probability
P(p?) can be expressed as:

P(p?) =[] P

i=1

Olun)s 1< t(w) <uiy,  (3)

where u = {u;}, 1 < i < z, is a permutation of the indexes
[17 27 ey Z]’ t(ul) = Ui, and P(@flkptz(ul)) = P(Qﬁgl)
Given the assumption in (3), the conditional entropy H (b|v)
can be therefore approximated as

V) }} ,

4
and can be practically computed as in [6], through the §p2
plication of a minimum spanning algorithm for directed trees
[38]. The results of the performed analysis, reported in Sec-
tion 4, therefore describe the actual security of the proposed
iris cryptosystem against statistical attacks in a practical im-
plementation, with respect to the selection of the system pa-
rameters L and D.

H (blv)=min {IR}?Z {H (%, ol V) —H (0.
1=1
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4. EXPERIMENTAL RESULTS

The proposed iris cryptosystem is tested over the Iris-Interval
subset of the CASIA-IrisV4 database [31], containing right
and left irises of 249 subjects, for a total of 395 classes. As
described in Section 3.1, 66 classes are employed to estimate
the user-independent mask D][i, 5], while the remaining 329
classes are employed for performance evaluation. More in
detail, in our experiments we consider 2002 irises out of the
available 2251 ones: the images which the module in [29]
fails to properly segment are excluded, in order to prevent the
estimated performance being dependent on the employed im-
plementation of the segmentation module. The False Recog-
nition Rate (FRR) is therefore evaluated over 13490 compar-
isons among irises belonging to the same class, and the False
Acceptance Rate (FAR) is estimated over 25100 comparisons
among irises of different classes.

Figure 3 reports the performance of a standard unpro-
tected system based on [28], where iris templates are obtained
by binarizing each phase value in G[i, j] with two bits accord-
ing to its corresponding quadrant, thus generating templates
with 2% I'xJ bits. User-dependent masks are employed for dis-
carding the regions where eyelids, eyelashes, specular reflec-
tions or other artifacts are encountered. The Equal Error Rate
(EER) is at 1.31%. In order to verify the effectiveness of the
proposed scheme, the behavior of a protected system based
on this binary representation, and using the FC to provide
the desired security, is first reported in Table 1. Specifically,
the user-independent mask D]i, j] is applied to the computed
phase images G|, j] for selecting s = 2048 coefficients, each
of which is binarized with 2 bits as in an unprotected system.
The binary templates are then bind with either BCH or Turbo
codes, for comparing the performance achievable by exploit-
ing the ECC of both coding schemes. As can be seen, BCH
codes do not provide enough ECC to manage the intra-class
variability of the considered iris templates, thus resulting in
high FRR and low security, with regard to both brute-force
and statistical attacks. Unacceptable results, with FRR above
40%, are also obtained when using the coding scheme in [16]
with Hadamard/Reed-Solomon codes, if a random permuta-
tion process is applied to the binary iris templates to prevent
decodability attacks [22], thus enlightening the significative
dependence of such coding scheme on typical iris error pat-
terns. It is also worth remarking that the employed iris data
are characterized by an intra-class variability much greater
than those employed in [16], where the mean intra-class Ham-
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[ BCH codes i Turbo Codes |
FRR | FAR | H(b)| H(blv)|[ FRR | FAR | H(b)| A(b|v)
48.8 0.0 13 5.7 13.7 0.0 268 117.7
53.7 0.0 31 13.9 13.8 0.0 310 140.4
60.4 | 0.0 47 20.7 139 | 0.0 368 163.5
71.3 0.0 71 31.2 14.3 0.0 450 200.4

Table 1. Verification (in %) and security (in bits) performance
for a FC approach with BCH or turbo codes, with s = 2048.

ming distance between templates belonging to the same iris is
equal to 0.127 with a standard deviation equal to 0.058, with
respect to values for the the same measures equal to 0.251 and
0.058 for the dataset here considered.

It can be observed that the performance reported in Table
1 for turbo codes can be considered as a particular case, with
L = D = 4, of the protection framework here proposed. The
capability of the proposed approach in improving the recog-
nition accuracy, thanks to the higher ECC allowed by the use
of modulation constellation and soft-decoding in turbo codes,
is shown in Table 2. Both a Binary PSK (BPSK) and Qua-
ternary PSK (QPSK) constellations, respectively with L = 2
and L = 4, are considered for different values od D. From
the reported results it is therefore possible to observe that the
proposed iris cryptosystem is able to reach significative veri-
fication performance while guaranteeing proper security even
when dealing with iris data characterized by a high intra-class
variability. In order to show the improvement in recognition
accuracy available with the proposed approach, the best FRR
achievable at ZeroFAR for protected systems using BCH and
turbo codes in a FC scheme, and turbo codes according to the
proposed framework, are reported in Figure 3, superimposed
on the FRR of the unprotected system.

5. CONCLUSIONS

An iris cryptosystem inspired by the digital modulation
paradigm has been presented in this paper. Thanks to the
properties of modulation constellations and turbo codes soft-
decoding, acceptable recognition rates can be reached even
dealing when data with significant intra-class variability,
while guaranteeing proper security against both brute-force
and statistical attacks.

rate|| D L=2 L=4

k/n FRR| FAR| H(b] H(b|v)|| FRR FAR[ H(b] H(b|v)
2 ][ 13.4] 0.01 67.4 - - -

1/15)[ 4 || 4.84] 0.05 132 [ 1856 13.6] 0.00| 268 | 117.7
8 || 3.00] 0.26 1.6 8.92] 0.00 46.7
2 ][ 17.9] 0.01 81.4 - - -

113l 4[| 6.61] 0.03] 152 [ 21.7 18.2[ 0.00| 310 [ 140.4
8 || 412[ 0.20 132 11.4] 0.00 53.1
2 [[ 21.8] 0.00 89.7 - - -

1/11|[ 47| 837 0.01] 180 [ 242 22.8] 0.00| 368 [ 1635
8 || 5.24] 0.13 144 13.9] 0.00 60.2
2 [[ 29.7] 0.00 104.3 - - -

1/9 |[ 4] 10.1] 0.00] 222 [ 285 27.4] 0.00| 450 [ 200.4
8[| 6.36] 0.07 16.6 16.4] 0.00 735

Table 2. Verification (in %) and security (in bits) performance
for the proposed cryptosystem, with s = 2048.
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