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ABSTRACT

We consider a recently proposed generalized likelihood ratio
test (GLRT) for comparing two complex multivariate random
signal realizations to ascertain whether they have identical
power spectral densities. In this paper we analyze the per-
formance of this GLRT by deriving an approximate asymp-
totic distribution of the test statistic under the alternative hy-
pothesis. We also provide robustification of this approach by
adding artificial white noise to the received noisy signals. The
results are illustrated via computer simulations which include
application to user authentication in wireless networks with
multiantenna receivers.

Index Terms— Multichannel signal detection; GLRT;
wireless user authentication; multiple antennas.

1. INTRODUCTION

This paper is concerned with comparison of two realizations
(sample functions) of some random signals (time series) to
assess if they are realizations of the same random signal. The
main motivation for this paper is potential application to two
areas: (i) user authentication for wireless network security
enhancement at the physical layer, and (ii) spectrum sensing
(looking for presence/absence of primary users (PUs) in spec-
tral bands) in cognitive radio (CR) networks (based on the
two-window approach of [11]).
Relation to Prior Work Recent general articles on com-

parison of random signals include [4], [7], [10], and refer-
ences therein. These approaches are focused on stationary
signals exploiting their second-order properties (power spec-
tral densities (PSD) or correlation functions). Our focus will
also be on such a class of signals. Also, these approaches
are limited to either real-valued scalar time series [4], [7] or
to real-valued multivariate processes [10]. In [12] we have
investigated scalar complex-valued random signals and ex-
tended the theory of [12] to multivariate complex-valued ran-
dom signals in [13]. In [13] a GLRT is presented and an
analytical method for threshold calculation is offered. How-
ever, [13] does not provide any performance analysis. A goal
of this paper is to analyze the detection performance of the
GLRT proposed in [13]. We also provide robustification of
this approach by adding artificial white noise to the received

signals. The results are illustrated via simulations which in-
clude application to user authentication in wireless networks
with multiantenna receivers (extending the single antenna re-
sults of [14]).

Notation: ∣A∣ and etr(A) denote the determinant and
the exponential of the trace of the square matrix A, respec-
tively; i.e. etr(A) = exp(tr(A)). B𝑖𝑗 denotes the 𝑖𝑗th ele-
ment of the matrix B and I is the identity matrix. The super-
scripts ∗ and 𝐻 denote the complex conjugate and the Hermi-
tian (conjugate transpose) operations, respectively. The no-
tation 𝑦 = 𝒪(𝑔(𝑥)) means that there exists some finite real
number 𝑏 > 0 such that lim𝑥→∞ ∣𝑦/𝑔(𝑥)∣ ≤ 𝑏. Given a col-
umn vector x, diag{x} denotes a square matrix with elements
of x along its main diagonal and zeros everywhere else. 𝛿(𝜏)
denotes the Kronecker delta, i.e. 𝛿(𝜏) = 1 if 𝜏 = 0, = 0
otherwise. Given two random vectors x and y, we define
cov(x,y) := 𝐸{xy𝐻}−𝐸{x}𝐸{y𝐻}. We use 𝜒2

𝑛 to denote
a random variable with central chi-square distribution with 𝑛
degrees of freedom (as well as the distribution itself).

2. SYSTEM MODEL

We consider two zero-mean (proper) complex multivariate
(dimension 𝑝) stationary random signals {x(𝑡)} and {y(𝑡)}
with 𝑝 × 𝑝 PSD matrices S𝑥(𝑓) and S𝑦(𝑓), respectively. We
observe the two processes for 𝑡 = 0, 1, ⋅ ⋅ ⋅ , 𝑁 − 1 (𝑁 sam-
ples each). We employ multivariate spectral analysis to test if
the two sets of observation are realizations of two random sig-
nals with identical PSDs. We will assume that both x(𝑡) and
y(𝑡) are stationary with all bounded moments so that some
asymptotic results from [2] regarding PSD estimators can be
invoked; the time series need not be Gaussian. Numerous
approaches are available ( [2, 9]) to estimate S(𝑓) on a grid
𝑓𝑛 := 𝑛/𝑁 , 𝑛 = 0, 1, ⋅ ⋅ ⋅ , 𝑁 − 1. A key fact is that at
any frequency 𝑓 (on the appropriate FFT grid in the interval
[0, 2𝜋) ≡ [0, 1.0)), e.g. for 𝑓𝑘 = 𝑘/𝑁 , 𝑘 ∈ [1, 𝑁 − 1], the
PSD estimator Ŝ(𝑓) of the true 𝑝 × 𝑝 PSD matrix S(𝑓) has
the (asymptotic: 𝑁 “large”) distribution

Ŝ(𝑓) ∼ (1/𝐾)𝑊𝐶 (𝑝,𝐾,S(𝑓)) (1)

where, in the Welch method, 𝐾 (≥ 𝑝) is the number of data
segments and in the Daniell method it is the number of fre-
quency bins over which the periodogram is averaged, and
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𝑊𝐶 (𝑝,𝐾,S(𝑓)) denotes the complex Wishart distribution of
dimension 𝑝 and degrees of freedom 𝐾. We will use the
Daniell method for PSD estimation. In this method, given
𝑝 × 1 time series x(𝑡), 𝑡 = 0, 1, ⋅ ⋅ ⋅ , 𝑁 − 1, we first com-
pute the periodogram as Ŝ𝑝(𝑓𝑛) = 𝑁−1I(𝑓)I𝐻(𝑓), I(𝑓) :=∑𝑁−1

𝑡=0 x(𝑡)𝑒−𝑗2𝜋𝑓𝑛𝑡. Then the PSD estimator is computed as
Ŝ(𝑓𝑛) = 1

𝐾

∑𝑚𝑡

𝑙=−𝑚𝑡
Ŝ𝑝(𝑓𝑛+𝑙) where 𝐾 = 2𝑚𝑡 + 1.

If X ∼ 𝑊𝐶 (𝑝,𝐾,S(𝑓)), then AXA𝐻 ∼ 𝑊𝐶(𝑚,𝐾,
AS(𝑓)A𝐻) for any 𝑚 × 𝑝 matrix A of rank 𝑚.. We will
denote the spectral estimator at the 𝑘-th frequency bin (𝑓𝑘)
acquired from {x(𝑡)}, (𝑡 = 0, 1, ⋅ ⋅ ⋅ , 𝑁 − 1), as X𝑘 and that
acquired from {y(𝑡)} as Y𝑘, with their true values denoted as
S𝑥(𝑓𝑘) and S𝑦(𝑓𝑘), respectively. Thus,

X𝑘 ∼ 1

𝐾
𝑊𝐶 (𝑝,𝐾,S𝑥(𝑓𝑘)) , Y𝑘 ∼ 1

𝐾
𝑊𝐶 (𝑝,𝐾,S𝑦(𝑓𝑘))

(2)
and the two are assumed to be independent. We confine atten-
tion to frequency points over which the spectral estimators are
mutually independent, which for the Daniell method are given
by 𝑓𝑘 = (𝑘𝐾+⌈(𝐾/2)⌉)/𝑁 , 𝑘 ∈ [0, ⌊(𝑁−(𝐾/2)−1)/𝐾⌋].
Let ℳ := {𝑓𝑘 : 𝑘0 ≤ 𝑘 ≤ 𝑘0 + 𝑀 − 1} denote the set of
𝑀 frequency bins that specify the frequency band of inter-
est; without loss of generality, we will reindex the frequency
subscripts to run from 1 through 𝑀 .

3. P.S.D.-BASED G.L.R.T.

The binary hypothesis testing problem in this case is

ℋ0 : S𝑦(𝑓𝑘) = S𝑥(𝑓𝑘) = S(𝑓𝑘) ∀𝑓𝑘 ∈ ℳ
ℋ1 : ℋ𝑐

0 = complement of ℋ0
(3)

given the “data” X𝑘 and Y𝑘, where the unknown parameters
are S𝑥(𝑓𝑘) and S𝑦(𝑓𝑘), 𝑓𝑘 ∈ ℳ. This problem has been
considered in [13] for comparing two complex multivariate
random signals and the resulting GLRT is

ℒ(X,Y) :=
𝑀∏
𝑘=1

∣∣X𝑘+Y𝑘

2

∣∣2𝐾
∣X𝑘∣𝐾 ∣Y𝑘∣𝐾

ℋ1

⋛
ℋ0

𝜏, (4)

where the threshold 𝜏 is picked to achieve a given probability
of false alarm 𝑃𝑓𝑎 = 𝑃{ℒ(X,Y) ≥ 𝜏 ∣ℋ0}. This requires
pdf of ℒ(X,Y) under ℋ0. To this end we can establish The-
orem 1 [13]. First some notation and definitions. Let 𝐵𝑟(ℎ)
denote the Bernoulli polynomial of degree 𝑟 and order unity.
Define

𝑓 = 𝑝2𝑀, 𝜌 = 1 − 2𝑝2 − 1

4𝑝𝐾
, (5)

𝜔𝑟 =
(−1)𝑟+1𝑀

𝑟(𝑟 + 1)(𝜌𝐾)𝑟

𝑝∑
𝑙=1

{
2𝐵𝑟+1((1 − 𝜌)𝐾 + 1 − 𝑙)

− 1

2𝑟
𝐵𝑟+1(2(1 − 𝜌)𝐾 + 1 − 𝑙)

}
, (6)

ln(ℒ) = 𝐾
(
− 2𝑝𝑀 ln(2) +

𝑀∑
𝑘=1

{
2 ln(∣X𝑘 + Y𝑘∣)

− ln(∣X𝑘∣) − ln(∣Y𝑘∣)
})

. (7)

Theorem 1 [13] . The GLRT for the binary hypothesis testing

problem (3) is given by 2𝜌 ln(ℒ)
ℋ1

⋛
ℋ0

𝜏 where 𝜌 and ln(ℒ) are

given by (5) and (7), respectively. The threshold 𝜏 is picked
to achieve a pre-specified probability of false alarm 𝑃𝑓𝑎 =
𝑃{2𝜌 ln(ℒ) > 𝜏 ∣ℋ0} = 1 − 𝑃{2𝜌 ln(ℒ) ≤ 𝜏 ∣ℋ0}. The
probability 𝑃{2𝜌 ln(ℒ) ≤ 𝜏 ∣ℋ0} is given by (8):

𝑃{2𝜌 ln(ℒ) ≤ 𝑧 ∣ℋ0} = 𝑃{𝜒2
𝑓 ≤ 𝑧} + 𝜔2

[
𝑃{𝜒2

𝑓+4 ≤ 𝑧}

−𝑃{𝜒2
𝑓 ≤ 𝑧}]+ 𝜔3

[
𝑃{𝜒2

𝑓+6 ≤ 𝑧} − 𝑃{𝜒2
𝑓 ≤ 𝑧}]

+
{
𝜔4

[
𝑃{𝜒2

𝑓+8 ≤ 𝑧} − 𝑃{𝜒2
𝑓 ≤ 𝑧}]+ 1

2
𝜔2
2

[
𝑃{𝜒2

𝑓+8 ≤ 𝑧}

−2𝑃{𝜒2
𝑓+4 ≤ 𝑧} + 𝑃{𝜒2

𝑓 ≤ 𝑧}] }
+𝒪(𝐾−5) □ (8)

Theorem 1 allows us to calculate the test threshold “ana-
lytically” instead of via simulations.

4. ROBUSTIFICATION/REGULARIZATION

When the PSD of the signals is “small” at certain frequencies
(i.e. ∣X𝑘∣ and/or ∣Y𝑘∣ in (4)), the test statistic may be unduly
influenced by these frequencies. One solution to alleviate this
is to add artificial noise to both x(𝑡) and y(𝑡) to define

x̃(𝑡) = x(𝑡) + w𝑥(𝑡), ỹ(𝑡) = y(𝑡) + w𝑦(𝑡)

where w𝑥(𝑡) and w𝑦(𝑡) are independent zero-mean complex
white Gaussian artificial noise sequences with 𝐸{w𝑥(𝑡)w𝐻

𝑥 (𝑡
+𝜏)} = 𝜎2

𝑤𝑥I𝛿(𝜏), 𝐸{w𝑦(𝑡)w𝐻
𝑦 (𝑡+𝜏)} = 𝜎2

𝑤𝑦I𝛿(𝜏). Also,
for slowly time-varying processes (e.g. output of slowly time-
varying communications channels), addition of stationary ar-
tificial noise makes the test more tolerant of discrepancies
between the PSDs over the two realizations. In our simu-
lations we picked 𝜎2

𝑤𝑥 = 0.1𝐸{x(𝑡)x𝐻(𝑡)}/𝑝 and 𝜎2
𝑤𝑦 =

0.1𝐸{y(𝑡)y𝐻(𝑡)}/𝑝 (“10% noise”). For test implementation
and analysis we use x̃(𝑡) and ỹ(𝑡) instead of x(𝑡) and y(𝑡),
respectively.

5. PROBABILITY OF DETECTION

Under “local” alternatives, using [5] and [3, Chapter 22], it
follows that asymptotically (as 𝑁,𝑀,𝐾 all → ∞) under ℋ1,
2 ln (ℒ(X,Y)) ∼ 𝜒2

𝑀𝑝2(𝜆), and 2 ln (ℒ(X,Y)) ∼ 𝜒2
𝑀𝑝2

under ℋ0, where 𝜒2
𝑛(𝜆) denotes the non-central chi-square

distribution with 𝑛 degrees of freedom and non-centrality
parameter 𝜆. Typically (see [5] and [3, Chapter 22], for in-
stance) one calculates the first- and second-order derivatives
of the log-likelihood ratio and then take their expectation (es-
sentially one needs the Fisher information matrix in order to
compute 𝜆). We will follow an indirect approach to compute
𝜆 (also used in [14] for scalar signals). We note that asymp-
totically, under ℋ1, we must have 𝐸{2 ln (ℒ(X,Y))} =
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𝑀𝑝2 + 𝜆 since 2 ln (ℒ(X,Y)) ∼ 𝜒2
𝑀𝑝2(𝜆). We now de-

rive an expression for the non-centrality parameter 𝜆 via
𝐸{2 ln (ℒ(X,Y))}.

Consider the test statistic in (7) under ℋ1. Under ℋ1, the
distributions of X𝑘 and Y𝑘 are given by (2), where S𝑥(𝑓𝑘)
and S𝑦(𝑓𝑘) are, in general, different. We also need the distri-
bution of Z𝑘 = (X𝑘 + Y𝑘)/2 under ℋ1.
Lemma 1. Under ℋ1, approximately

Z𝑘 := (X𝑘 + Y𝑘)/2

∼ 𝑊𝐶

(
𝑝, 𝑑𝑘𝐾,

S𝑥(𝑓𝑘) + S𝑦(𝑓𝑘)

2𝑑𝑘𝐾

)
(9)

where S̄𝑘 = S𝑥(𝑓𝑘) + S𝑦(𝑓𝑘))/2 and

𝑑𝑘 =
tr(S̄2

𝑘) +
(
tr(S̄𝑘)

)2
tr(S2

𝑥(𝑓𝑘) + S2
𝑦(𝑓𝑘)) + (tr(S𝑥(𝑓𝑘)))2 + (tr(S𝑦(𝑓𝑘)))2

(10)
Proof. See [8, Sec. 3]. □
By (9) and [1, Theorem 3.8, p. 51], we have

∣Z𝑘∣ ∼ ∣(2𝑑𝑘𝐾)−1(S𝑥(𝑓𝑘) + S𝑦(𝑓𝑘))∣
𝑝∏

𝑙=1

𝑈𝑙 (11)

where 𝑈𝑙 ∼ (1/2)𝜒2
2(𝑑𝑘𝐾−𝑝+𝑙) and 𝑈𝑙’s are independent.

Next we recall some useful results ( [13, Result 1]):
Lemma 2. If 𝑍 ∼ 𝜒2

𝑛(𝜆), then 𝐸{𝑍} = 𝑛 + 𝜆. If 𝑌 ∼
𝜒2
𝑛 = 𝜒2

𝑛(0), then 𝐸{ln𝑌 } = 𝜓(𝑛
2 ) + ln 2 where 𝜓(𝑥) =

𝑑 ln Γ(𝑥)/𝑑𝑥 is the digamma function and 𝜓(𝑥) = ln(𝑥) −
1
2𝑥 − 1

12𝑥2 + ⋅ ⋅ ⋅ . ∙
Using Lemma 2, we have

𝐸{ln ∣Z𝑘∣} = 𝐸

{
ln

∣∣∣∣S𝑥(𝑓𝑘) + S𝑦(𝑓𝑘)

2𝑑𝑘𝐾

∣∣∣∣
𝑝∏

𝑙=1

1

2
𝜒2
2(𝑑𝑘𝐾−𝑝+𝑙)

}

= −𝑝 ln(𝑑𝑘𝐾)+ln

∣∣∣∣S𝑥(𝑓𝑘) + S𝑦(𝑓𝑘)

2

∣∣∣∣+
𝑝∑

𝑙=1

𝜓(𝑑𝑘𝐾−𝑝+𝑙),

(12)

𝐸{ln ∣X𝑘∣} = −𝑝 ln𝐾 + ln ∣S𝑥(𝑓𝑘)∣ +

𝑝∑
𝑙=1

𝜓(𝐾 − 𝑝 + 𝑙),

𝐸{ln ∣Y𝑘∣} = −𝑝 ln𝐾 + ln ∣S𝑦(𝑓𝑘)∣ +

𝑝∑
𝑙=1

𝜓(𝐾 − 𝑝 + 𝑙).

Using (7) and simplifying, we have

𝐸{2 ln(ℒ(X,Y)) ∣ℋ1} = 2𝐾

𝑀∑
𝑘=1

{
2 ln

∣∣∣∣S𝑥(𝑓𝑘) + S𝑦(𝑓𝑘)

2

∣∣∣∣
− ln ∣S𝑥(𝑓𝑘)∣ − ln ∣S𝑦(𝑓𝑘)∣ − 2𝑝 ln(𝑑𝑘) + 2𝐴𝑘

}
, (13)

𝐴𝑘 :=

𝑝∑
𝑙=1

{𝜓(𝑑𝑘𝐾 − 𝑝 + 𝑙) − 𝜓(𝐾 − 𝑝 + 𝑙)} . (14)

Using Lemma 2 and after some tedious algebra

𝐴𝑘 =𝑝 ln(𝑑𝑘) +
𝑝

𝑑𝑘𝐾
+

𝑝2

2𝐾

[
1 − 1

𝑑𝑘

]
− 𝑝

2𝐾
+ 𝒪(𝐾−2).

(15)

It then follows that for “large” 𝑁,𝐾,𝑀 , we have the non-
centrality parameter

𝜆 = 𝐸{2 ln(ℒ(X,Y)) ∣ℋ1} −𝑀𝑝2

= 2𝐾

𝑀∑
𝑘=1

{
2 ln

∣∣∣∣S𝑥(𝑓𝑘) + S𝑦(𝑓𝑘)

2

∣∣∣∣
− ln (∣S𝑥(𝑓𝑘)∣) − ln (∣S𝑦(𝑓𝑘)∣)

}

+𝑀𝑝2 − 2𝑝𝑀 − 2𝑝(𝑝− 2)

(
𝑀∑
𝑘=1

1

𝑑𝑘

)
. (16)

Remark 1. Under ℋ0, the distribution 𝜒2
𝑀𝑝2 is often not

accurate, hence the extra terms and factor 𝜌 in Theorem 1.
Just as Theorem 1 modifies the distribution under ℋ0, we will
simply mimic (8) to modify the distribution 𝜒2

𝑀𝑝2(𝜆) under
ℋ1 exploiting Theorem 1:

𝑃{2𝜌 ln(ℒ) ≤ 𝜏 ∣ℋ0} is given by (8),

𝑃{2𝜌 ln(ℒ) ≤ 𝜏 ∣ℋ1} = 𝑃{𝜒2
𝑓 (𝜌𝜆) ≤ 𝜏}

+ 𝜔2

[
𝑃{𝜒2

𝑓+4(𝜌𝜆) ≤ 𝜏} − 𝑃{𝜒2
𝑓 (𝜌𝜆) ≤ 𝜏}]

+ 𝜔3

[
𝑃{𝜒2

𝑓+6(𝜌𝜆) ≤ 𝜏} − 𝑃{𝜒2
𝑓 (𝜌𝜆) ≤ 𝜏}]

+
{
𝜔4

[
𝑃{𝜒2

𝑓+8(𝜌𝜆) ≤ 𝜏} − 𝑃{𝜒2
𝑓 (𝜌𝜆) ≤ 𝜏}]

+
1

2
𝜔2
2

[
𝑃{𝜒2

𝑓+8(𝜌𝜆) ≤ 𝜏} − 2𝑃{𝜒2
𝑓+4(𝜌𝜆) ≤ 𝜏}

+ 𝑃{𝜒2
𝑓 (𝜌𝜆) ≤ 𝜏}]}+ 𝒪(𝐾−5) (17)

where 𝑓 = 𝑀𝑝2 and 𝜆 is given by (16). Under ℋ0, 𝜆 =
0 and under ℋ1, as signal gets weaker, 𝜆 → 0; under both
these cases (8) and (17) become the same. Also, as 𝑁 → ∞,
we have 𝜌 → 1 and 𝜔𝑟 → 0 for 𝑟 = 2, 3, ⋅ ⋅ ⋅ , and we get
2 lnℒ ∼ 𝜒2

𝑀𝑝2 under ℋ0 and ∼ 𝜒2
𝑀𝑝2(𝜆) under ℋ1. □

6. SIMULATION EXAMPLES

6.1. Authentication

Recently researchers [15], [6] have proposed exploitation of
physical layer approaches to enhance wireless security by
using the unique wireless channel state information (CSI)
of a legitimate user to authenticate subsequent transmissions
from this user, thereby denying access to any spoofer whose
CSI would significantly differ from that of the legitimate
user by virtue of a different spatial location.Let {𝑥(𝑡)} and
{𝑦(𝑡)} denote the received (sampled) downconverted scalar
complex signals for the first frame (authenticated) and the
second frame (yet to be authenticated), respectively. Then
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in the formulation of comparison of random signals [12, 14],
one is interested in testing if {𝑥(𝑡)} and {𝑦(𝑡)} have the same
PSDs. By limiting one’s attention to direct comparison of the
two time series, one avoids the additional burden of symbol
timing synchronization and training sequence knowledge.
Our formulation in this paper extends the approach of [12,14]
to multiple antenna receivers.

A random time- and frequency-selective Rayleigh fading
𝑝×1 vector channel h(𝑛; 𝑙) (it is time-varying in simulations)
is considered with 5 taps, equal power delay profile, mutually
independent components, symbol interval 𝑇𝑠 = 1𝜇s with
QPSK modulation and a Doppler spread 𝑓𝑑 of 40 Hz. For
different 𝑙’s, h (𝑛; 𝑙)’s are mutually independent and satisfy
Jakes’ model (spectrum). The additive noise was zero-mean
complex white Gaussian filtered through a linear filter with
impulse response {0.6, 1.0, 0.6}. Unless otherwise noted, we
also added artificial noise as discussed in Sec. 4. There are
two frames of 256 symbols each (duration 256𝜇s) with a
“gap” of 256 symbols. That is, first the “authenticated” user
transmits a frame of 256 symbols; 256 𝜇𝑠 later another frame
is received. In simulations, when the second frame originates
from the authentic user, in each run we generate a “long”
doubly-selective channel spanning both frames and with the
specified parameters. When the second frame is from the
spoofer, in each run an independent doubly-selective channel
is generated just for the second frame.
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Fig. 1. Time-varying channel of length =5 taps: Authenti-
cation probability refers to fraction of runs (out of 5000) in
which the user was declared to be authentic. The curve la-
beled “authentic” refers to the case where the second mes-
sage originated from the author of the first message. The
curve labeled “spoofer” refers to the case where the second
message originated from a spoofer. The results are based on
5000 runs, design 𝑃𝑓𝑎 = 0.005, colored noise, 𝑁 = 256,
𝐾 = 9, 𝑀 = 28, channel length of 5 taps, Doppler spread of
40Hz for the authentic user while the spoofer is stationary.

We picked 𝑃𝑓𝑎 = 0.005, 𝐾 = 9 and 𝑀 = 28 to de-
sign the test (to pick the threshold 𝜂). Fig. 1 shows our au-
thentic user detection probability results where authentic user

detection probability refers to fraction of runs (out of 5000)
in which the authentic user was selected by the proposed test.
Fig. 1 shows the results for a 5 tap authentic user channel with
a Doppler spread of 40 Hz under colored Gaussian noise and
varying SNR’s for various values of number of receive anten-
nas 𝑝 = 1, 2, 3, 4. Two cases are depicted in Fig. 1: the curves
labeled “authentic” is obtained when the second frame orig-
inates from the authentic user; the curves labeled “spoofer”
are obtained when the second frame originates from a spoofer.
It is seen from Fig. 1 that increasing the number of antennas
from 𝑝 = 1 to 𝑝 = 2 yields a substantial improvement in SNR
threshold at which spoofer can be correctly identified. With
increasing noise (lower SNR’s), it becomes much harder to
distinguish between authentic user and spoofer.

6.2. Corroboration of Performance Analysis

Here we compare the theoretical performance based on the re-
sults of Sec. 5 with the simulations-based performance for the
proposed detector. Fig. 2 shows the probability of detection
(probability of detecting the spoofer when the second mes-
sage originates from a spoofer) versus SNR results based on
5000 runs under the set-up for Fig. 1 except that the channels
are time-invariant and after having been randomly generated,
were then fixed for all runs – the results of Sec. 5 apply to pro-
cesses with fixed PSDs. It is seen from Fig. 2 that the agree-
ment between the theoretical and simulation-based results is
good although not “perfect.”
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Fig. 2. Corroboration of the theoretical performance analysis
for the proposed approach based on 5000 runs: 𝑃𝑑 vs SNR,
𝑃𝑓𝑎 = 0.005, 𝑁 = 512, 𝐾 = 11, 𝑀 = 46.

7. CONCLUSIONS

We analyzed the performance of the GLRT of [13] by deriv-
ing an approximate asymptotic distribution of the test statistic
under the alternative hypothesis. We also provide robustifica-
tion of this approach by adding artificial white noise to the re-
ceived noisy signals. The results are illustrated via computer
simulations which include application to user authentication
in wireless networks with multiantenna receivers.
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