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Abstract—This paper studies robust transmit design to max-
imize the worst-case secrecy rate in AF networks under both
total and individual relay power constraints. Channel state
information (CSI) in the network is assumed to be perfectly
known except for that associated with the eavesdroppers whose
imperfection is modeled as deterministic bounded errors. To
use the power at the relay nodes more efficiently, a joint
cooperative relaying and jamming scheme is considered. Through
some matrix manipulations, we recast the original nonconvex
optimization problem as a sequence of semidefinite programs
(SDPs), which enables us to obtain the optimal relay weights and
the optimal covariance matrix of the jamming signal. Numerical
results are presented to show the efficacy of the proposed scheme.

Index Terms—Physical-layer security, Worst-case secrecy ca-
pacity, Cooperative communications.

I. INTRODUCTION

Exploiting cooperation of multiple single-antenna nodes

to enhance security has attracted considerable attention very

recently [1]–[3]. There are two kinds of cooperation [1],

cooperative relaying (CR) and cooperative jamming (CJ).

Both of them aim to increase the secrecy rate while with

different means: cooperative relaying makes efforts to improve

the source-destination channel quality, whereas cooperative

jamming attempts to degrade the source-eavesdropper chan-

nel quality. However, optimal solutions to the secrecy rate

maximization (SRM) problem are difficult to get due to the

correlated generalized eigenvector problems it involves. To

deal with this issue, a suboptimal null-space beamforming

scheme was proposed in [1]. Further, to get optimal solutions,

a one-dimensional search which involves solving a sequence

of semidefinite programs (SDPs) was proposed in [3].

A rigorous assumption in the above works is that the

source node knows the perfect CSI, even including that of the

eavesdroppers. This assumption, however, may not hold valid

in practical scenarios. In some recent works, a more practical

scenario is considered where the CSI of eavesdroppers is

unknown or partially known [4]–[6]. Specifically, [4] proposed

a suboptimal but tractable scheme to enhance security for

the unknown CSI case. In [5], [6], suboptimal and optimal

solutions were obtained to maximize the worst-case secrecy

rate for the partial CSI case, respectively. In this paper,

we consider a secure AF networks where only partial CSI
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of eavesdroppers is available. Deterministically bounded CSI

error model is employed and a robust transmit design at relays

is studied to maximize the worst-case secrecy rate.

Different from [5], [6] where each node engages in either

cooperative relaying or cooperative jamming, we consider each

relay to forward the information bearing signal and transmit ar-

tificial noise simultaneously. The idea of cooperative jamming

comes from the artificial noise (AN) aided approach which

was proposed in [7]–[9] to confuse the eavesdropper under

the condition of no CSI or partial CSI of the eavesdroppers.

Results have shown that such AN aided approach is helpful

to improve security. Moreover, since there exists a rate floor

for the source-relay-destination (SRD) link due to the noise

amplification at relays, spending extra power in relaying will

not help increase the secrecy rate when a certain point is

reached. On the other hand, distributing a portion of power to

AN to confuse the eavesdropper can be helpful. Based on these

observations, we propose a strategy where the relay nodes

relay the signal and transmit artificial noise simultaneously.

Our main contribution consists of the following two aspects:

1) We maximize the worst-case secrecy rate which guaran-

tees perfect secrecy for any admissible CSI uncertain-

ties, including the worst. Joint cooperative relaying and

jamming is considered. Optimal solutions are obtained

by reformulating the original nonconvex optimization

problem into a sequence of SDPs.

2) We conjecture that the AN aided approach can enhance

security in AF relay networks even when Global CSI

is available. Numerical results are provided to show the

efficacy of the proposed scheme.

II. SYSTEM MODEL

As depicted in Fig. 1, a source node aims to send confi-

dential messages to the destination in the presence of multiple

eavesdroppers with the help of a set of relays. Two phases

including the broadcasting phase and the relaying phase are

required. In the broadcasting phase, the source broadcasts its

message s, E{|s|2} =Ps, and the signals received at relays are

yR = hSRs+ nR (1)

where hSR ∈ C
N×1 represent the channel vector from the

source to the relay. The noise vector at relays nR are assumed

to be additive white Gaussian noise (AWGN), with i.i.d. entries

distributed as CN (0, σ2
R). In the relaying phase, the relays

forward a weighted version of the received signal with the
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weight vector v. Concurrently, the relays transmit artificial

noise nJ , QJ = E{nJn
H
J }, to confuse the eavesdropper.

Finally, the signal transmitted by the relays is

x = diag{v}(hSRs+ nR) + nJ (2)

We focus our study on the relaying link, so we assume that

both the destination and the eavesdropper cannot hear the

message sent by the source but only the message sent by the

relays. The signals received at the destination and the mth

eavesdropper can thus be expressed as, respectively,

yD = hH
RDdiag{v}(hSRs+ nR) + hH

RDnJ + nD

yE,m = gH
RE,mdiag{v}(hSRs+ nR) + gH

RE,mnJ + nE

in which nD ∼ CN (0, σ2
D) and nE ∼ CN (0, σ2

E) are the

AWGN at each receiver. In addition, hRD ∈ C
N×1 and

gRE,m ∈ C
N×1 represent the channel vector from the relay

to the destination and the mth eavesdropper, respectively.

Channel state information in the network is assumed to be

perfectly known except that of the eavesdroppers

gRE,m = ĝRE,m+ΔgRE,m m = 1, . . . ,M (3)

where ΔgRE,m denotes the channel uncertainty whose mag-

nitude is bounded by a constant βm, i.e.,

‖ΔgRE,m‖F ≤ βm m = 1, . . . ,M (4)

In this paper, we aim to maximize the worst-case secrecy

rate [1] subject to both total and individual relay power

constraints, i.e.,

max
{Qv,QJ}

min
m∈{1,··· ,M}

min
{ΔgRE,m}

{1
2
log(1 + γD)− 1

2
log(1 + γE,m)}

s.t. tr{PshSRh
H
SRdiag{Qv}+ σ2

RQv +QJ} ≤ Pr[
PshSRh

H
SRdiag{Qv}+ σ2

RQv +QJ

]
k,k

≤ Pk

k = 1, · · · , N (5)

in which the covariance matrix Qv = vvH , Qv � 0. And the

received signal to interference-plus-noise ratios (SINRs) at the

destination and the mth eavesdropper are, respectively,

γD =
Psh

HQvh

σ2
D + hH

RD(σ2
Rdiag{Qv}+QJ )hRD

γE,m =
Psg

H
mQvgm

σ2
E + gH

RE,m(σ2
Rdiag{Qv}+QJ )gRE,m

where the channel from the source to the destination h =
diag{hSR}hRD, and the channel from the source to the mth

eavesdropper gm = diag{hSR}gRE,m.

III. ROBUST JOINT RELAYING AND JAMMING SCHEMES

The focus of this section is to solve the max-min opti-

mization problem in (5) which is a nonconvex problem and

challenging to solve directly. To this end, the two-layer (TL)

idea [10] is utilized. The key insight is to recast the original op-

timization problem in (5) as a two-level optimization problem.

The inner-level part is dealt with convex optimization methods

SR
h

RD
h

,RE M
g

MN

,1RE
g

Fig. 1. AF relay network with single-antenna nodes

[11], and the outer-level part is dealt with a one-dimensional

search. Specifically, the outer-level part is

max
τ∈[τlb,τub]

1 + f(τ)

1 + τ
(6)

where f(τ) is obtained through solving the following inner-

level part optimization problem for a given τ

f(τ) = max
{Qv�0,QJ�0}

Psh
HQvh

σ2
D + hH

RD(σ2
Rdiag{Qv}+QJ)hRD

s.t. max
{ΔgRE,m}

Psg
H
mQvgm

σ2
E + gH

RE,m(σ2
Rdiag{Qv}+QJ)gRE,m

≤ τ

m = 1, · · · ,M
tr{PshSRh

H
SRdiag{Qv}+ σ2

RQv +QJ} ≤ Pr[
PshSRh

H
SRdiag{Qv}+ σ2

RQv +QJ

]
k,k

≤ Pk

k = 1, · · · , N
rank{Qv} = 1 (7)

Letting η= 1
σ2
D+hH

RD(σ2
Rdiag{Qv}+QJ )hRD

> 0, Q̃v = ηQv,

Q̃J=ηQJ , and using the Charnes-Cooper transformation, we

can recast the problem in (7) as

f(τ) = max
{Q̃v�0,Q̃J�0,η>0}

Psh
HQ̃vh

s.t. σ2
Dη + hH

RD(σ2
Rdiag{Q̃v}+ Q̃J)hRD = 1

max
{ΔgRE,m}

Psg
H
mQ̃vgm

σ2
Eη + gH

RE,m(σ2
Rdiag{Q̃v}+ Q̃J)gRE,m

≤ τ

m = 1, · · · ,M
tr{PshSRh

H
SRdiag{Q̃v}+ σ2

RQ̃v + Q̃J} ≤ ηPr[
PshSRh

H
SRdiag{Q̃v}+ σ2

RQ̃v + Q̃J

]
k,k

≤ ηPk

k = 1, · · · , N
rank{Q̃v} = 1 (8)

in which the perfect CSI gRE,m is not available. To handle

this imperfect-CSI induced constraints in (8), we need the

following S-procedure in [11]

Lemma 1: [11] Let ϕk(x) = xHAkx + 2�{bH
k x} + ck,

where Ak ∈ H
n, bk ∈ C

n, ck ∈ R. The implication ϕ1(x) ≤
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0 ⇒ ϕ2(x) ≤ 0 holds if and only if there exists a μ ≥ 0 such

that

μ

[
A1 b1

bH
1 c1

]
−
[

A2 b2

bH
2 c2

]
� 0

provided that there exists a point x̂ such that ϕ1(x̂) < 0.

For ease of exposition, we first rewrite the second constraint

in (8) as

gH
RE,mΦgRE,m − τησ2

E ≤ 0 (9)

where Φ = Psdiag{hSR}HQ̃vdiag{hSR}−σ2
Rτdiag{Q̃v}−

τQ̃J . Substituting (3) into (9) yields

ΔgH
RE,mΦΔgRE,m + 2�{ĝH

RE,mΦΔgRE,m}
+ĝH

RE,mΦĝRE,m − τησ2
E ≤ 0 (10)

Combined with the S-procedure in Lemma 1, (4)⇒(10) if and

only if, for some μm ≥ 0,[
μmI−Φ −ΦH ĝRE,m

−ĝH
RE,mΦ −β2

mμm − ĝH
RE,mΦĝRE,m + τησ2

E

]
� 0

(11)

Further, diag{Q̃v} =
∑N

i=1 EiQ̃vEi where Ei is the

matrix with all 0 entries except that the ith diagonal entry

is 1. Thus for any matrix A, we have tr{Adiag{Q̃v}} =
tr{diag{A}Q̃v} which enables us to rewrite the optimization

problem in (8) as

f(τ) = max
{Q̃v�0,Q̃J�0,η>0,μm≥0,∀m}

Pstr{hhHQ̃v}

s.t. σ2
Dη + tr{σ2

Rdiag{hRDh
H
RD}Q̃v + hRDh

H
RDQ̃J} = 1[

μmI−Φ −ΦH ĝRE,m

−ĝH
RE,mΦ −β2

mμm − ĝH
RE,mΦĝRE,m + τησ2

E

]
� 0

m = 1, · · · ,M
tr{Psdiag{hSRh

H
SR}Q̃v + σ2

RQ̃v + Q̃J} ≤ ηPr[
Psdiag{hSRh

H
SR}Q̃v + σ2

RQ̃v + Q̃J

]
k,k

≤ ηPk

k = 1, · · · , N
rank{Q̃v} = 1 (12)

which is still a nonconvex problem due to the rank-one

constraint on Qv. To this end, we resort to the semidefinite

relaxation (SDR) technique [12] and drop the rank-one con-

straint. The resulting optimization problem is a SDP and can

be efficiently solved by available softwares, e.g., CVX [11].

Moreover, in Appendix A, we get Proposition 1 as follows

Proposition 1: There exists an optimal solution {Q�
v,Q

�
J}

of (12) such that rank{Q�
v} = 1, provided that a positive

secrecy rate is achieved.
Thus, optimal solutions obtained by the SDR technique

are also optimal solutions to (12). So far, the inner-level

part is solved and f(τ) is dertamined for any given τ . The

remaining issue now is to resolve the optimal τ� maximizing

the objective function in (6). In (6), τlb and τub denote the

lower and upper bound of γE,m, respectively. Firstly since

γE,m is no less than 0, thus we have τlb = 0. Secondly,

according to the security requirement, γE,m should be no

more than γD. Further, γD is upper bounded by the maximal

received SINR value at the destination that can be achieved

by the no-eavesdropper case (SRD Link). Therefore, τub can

be determined by solving the following optimization problem

τub = max
v

Psv
HhhHv

σ2
D + σ2

Rv
HHRDv

s.t. vH(σ2
RI+ PsHSR)v ≤ Pr (13)

where HRD = diag{hRDh
H
RD} and HSR = diag{hSRh

H
SR}.

Solving the optimization problem in (13) which is a general-

ized eigenvector problem, we get

τub = Psh
H(σ2

D(σ2
RI+ PsHSR)/Pr + σ2

RHRD)−1h

By performing one dimension search on τ , the optimal

τ� maximizing the objective function in (6) could be found.

Correspondingly, the optimal solution v�, Q�
J to the original

optimization problem (5) are obtained.

IV. NUMERICAL RESULTS

Channels are are assumed to be independent of each other

with elements distributed as complex Gaussian with zero-mean

and unit covariance. Results are averaged over 1000 indepen-

dent trials. We set parameters as follows: σ2
D = σ2

E = σ2
R = 1,

M = 5, N = 10, βm/
√
N = ε for all gm, Pk = 0.5Pr/N for

k = 1, · · · , N/2, and Pk = 2Pr/N for k = N/2 + 1, · · · , N .
Fig.2 plots the worst-case secrecy rate performance with

varying ε. Note that the proposed robust scheme also applies

to the perfect CSI case where worst-case secrecy rate equals

to secrecy rate. Here, the line labeled as SRD link shows the

data rate that can be achieved by the no-eavesdropper case,

which provides an upper bound on the secrecy rate of all

security schemes. Results show that the worst-case secrecy

rate decreases with the increase of channel uncertainties.

However, perfect secrecy can always be guaranteed. Especially

when the total relay power is large enough, such performance

degradation eases up. In addition, the line labeled as AF

Without Jamming plots the secrecy rate that can be achieved

by the AF scheme without transmitting artificial noise. It can

be observed that even when Global CSI is available, i.e., the

ε = 0 case, the proposed joint cooperative relaying and jam-

ming scheme outperforms the AF Without Jamming scheme.

Correspondingly, Fig.3 plots the optimal percent results of

power distributed to the artificial noise. Results show that the

power distributed to the AN increases with both the total relay

power budget and the channel uncertainties. Besides, we see

that even when Global CSI is available, distributing part of

the total relay power to AN is necessary.

V. CONCLUSION

The problem of robust transmit design aiming to maximize

the worst-case secrecy rate for secure AF relay networks was

considered. To utilize the power at relays more effectively, a

joint cooperative relaying and jamming scheme was proposed.

Optimal relay weight vector and AN covariance matrix were

obtained by carefully reformulating the original nonconvex

optimization problem into a sequence of SDPs.
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Fig. 2. Worst-case secrecy rate versus total relay power for Ps=10dB
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Fig. 3. Power distributed to AN versus total relay power for Ps=10dB

APPENDIX A

PROOF OF PROPOSITION 1

Through simple extensions of the results in [8], omitted for

the lack of space, optimal solutions to the following power

minimization problem are also optimal solutions to the original

optimization problem in (7).

min
{Qv�0,QJ�0}

tr{PshSRh
H
SRdiag{Qv}+ σ2

RQv +QJ}

s.t.
Psh

HQvh

σ2
D + hH

RD(σ2
Rdiag{Qv}+QJ)hRD

≥ f(τ)

max
{ΔgRE,m}

Psg
H
mQvgm

σ2
E + gH

RE,m(σ2
Rdiag{Qv}+QJ)gRE,m

≤ τ

m = 1, · · · ,M[
PshSRh

H
SRdiag{Qv}+ σ2

RQv +QJ

]
k,k

≤ Pk

k = 1, · · · , N
rank{Qv} = 1 (14)

Applying the same derivation steps from (8) to (12) in

Part III, and letting Ψ = Psdiag{hSR}HQvdiag{hSR} −
σ2
Rτdiag{Qv}−τQJ , we can recast the optimization problem

in (14) as

min
{Qv�0,QJ�0,μm≥0,∀m}

tr{Psdiag{hSRh
H
SR}Qv + σ2

RQv +QJ}
s.t. f(τ)σ2

D + f(τ)tr{σ2
Rdiag{hRDhH

RD}Qv + hRDhH
RDQJ}

≤ Pstr{hhHQv}[
μmI−Ψ −ΨH ĝRE,m

−ĝH
RE,mΨ −β2

mμm − ĝH
RE,mΨĝRE,m + τσ2

E

]
� 0

m = 1, · · · ,M[
Psdiag{hSRh

H
SR}Qv + σ2

RQv +QJ

]
k,k

≤ Pk

k = 1, · · · , N
rank{Qv} = 1 (15)

Further, resorting to the SDR technique [12] and dropping the

rank-one constraint, the resulting optimization problem of (15)

is convex with part of the KKT conditions as follows

Y = Psdiag{hSRh
H
SR}+ σ2

RI

+ λ[σ2
Rf(τ)diag{hRDhH

RD} − Pshh
H ]

+
∑M

m=1
diag{hSR}GmBmGH

mdiag{hSR}H

−
∑M

m=1
σ2
Rτdiag{GmBmGH

m}

+
∑N

k=1
vk[Psdiag{EkhSRh

H
SR}+ σ2

REk] (16a)

X = I+ λf(τ)hRDhH
RD −

∑M

m=1
τGmBmGH

m

+
∑N

k=1
vkEk (16b)

YQ�
v = 0 (16c)

Y � 0,X � 0,Bm � 0, ∀m, vk ≥ 0, ∀k, λ ≥ 0 (16d)

in which Gm = [I, ĝRE,m]. Y and X are dual variables

associated with Q�
v and Q�

J , respectively. In addition, λ,

Bm and vk are dual variables associated with corresponding

inequalities in (15). Substituting (16-b) into (16-a), we get

Y =Psdiag{hSRh
H
SR}+ σ2

Rdiag{X}
+

∑M

m=1
diag{hSR}GmBmGH

mdiag{hSR}H

+
∑N

k=1
vk[Psdiag{EkhSRh

H
SR}]

− λPshh
H

=Ỹ − λPshh
H (17)

where we define Ỹ = Y + λPshh
H . Since X � 0, so

diag{X} � 0. Moreover, diag{hSRh
H
SR} � 0 holds in

general, and the other two terms in the sum expression of

Ỹ are always non-negative hermite matrix, therefore Ỹ � 0.

Combing (16c) and (17), we get ỸQ�
v = λPshh

HQ�
v.

Firstly, because rank{ỸQ�
v} = rank{λPshh

HQ�
v} ≤ 1

and Ỹ � 0, so rank{Q�
v} = rank{ỸQ�

v} ≤ 1. Secondly,

rank{Q�
v} = 0 implies Q�

v = 0 which contradicts with the

positive secrecy rate requirement. Therefore, we claim that

rank{Q�
v} = 1. And optimal solutions to the optimization

problem in (14)(15) are always rank-one, which completes

the proof.
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