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ABSTRACT

In systems that allow device-to-device (D2D) communica-
tions, user pairs in close proximity communicate directly
without using an access point (AP) as an intermediary. D2D
communications leads to improved throughput, reduced pow-
er consumption and interference, and more flexible resource
allocation. We show that the D2D paradigm also provides sig-
nificantly improved security at the physical layer, by reducing
exposure of the information to eavesdroppers from two rel-
atively high-power transmissions to a single low-power hop.
We derive the secrecy outage probability (SOP) for the D2D
and cellular systems, and compare performance for D2D sce-
narios in the presence of a multi-antenna eavesdropper. The
cellular approach is only seen to have an advantage in certain
cases when the AP has a large number of antennas and perfect
channel state information.

Index Terms— Device-to-device communications, phys-
ical layer security, secrecy outage probability

1. INTRODUCTION

The problem of improving wireless spectral efficiency to meet
the growing demand for data services remains a challenging
task. One effective solution is to divide network services in-
to wide- and local-area applications and use Device-to-Device
(D2D) communications as an alternative operational mode. In
D2D communications, a direct connection between two local
users is established, allowing them to directly exchange in-
formation instead of relaying the information through the cel-
lular network, including the access point, gateway, core net-
work, etc. The D2D approach has many advantages over stan-
dard cellular communications, such as higher local spectral
efficiency, shorter delays, lower power consumption, etc. [1].
Most literature on D2D communications has focused on re-
source allocation and interference management issues [2, 3].
In this paper, we emphasize instead the enhanced security
that D2D systems can achieve via the physical layer. Physical
layer security generally refers to techniques that exploit wire-
less channel characteristics, modulation and coding, multiple
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antennas, and jamming to reduce the ability of eavesdroppers
to detect and intercept sensitive communications. The inter-
ested reader can refer to [4—6] for an overview of recent infor-
mation theoretic and signal processing advances in this area.
D2D communications should naturally provide enhanced se-
curity due to the fact that the local communication can typ-
ically take place at lower power, and the fact that the infor-
mation is exposed only during a single hop rather than by
relaying through the AP. On the other hand, D2D links are of-
ten used by simple single-antenna devices, while the relayed
message can take advantage of multiple antennas at the AP
to improve directionality, which can increase gain toward de-
sired users and away from potential eavesdroppers. In this
paper we analytically quantify this trade-off and use several
examples to illustrate when D2D links can offer a security
advantage. The only prior work we are aware of on physical
layer security and D2D systems is that of [7], which creatively
considers the D2D pair as a helper that provides interference
to mask the signal of a co-channel cellular user.

2. D2D WIRETAP CHANNEL MODEL

Figure 1 depicts the scenario considered in this paper, with
a transmitting device, Alice, desiring to communicate a pri-
vate message to a receiving device, Bob, in the presence of
an eavesdropper, Eve. Normally, in a standard centralized
cellular network, Alice would first transmit the message to
an access point (AP), and then the message would be sent to
Bob in a second hop. In the figure, we label the AP as a “re-
lay” and use the subscript R to identify it, since in effect the
AP is acting as a decode-and-forward (DF) relay. In the stan-
dard cellular approach, Eve can potentially wiretap both the
uplink message from Alice as well as the downlink message
from the AP. On the other hand, if a D2D link can be estab-
lished between Alice and Bob, then Eve can only wiretap this
single-hop link, which is likely to be at a lower power due to
the need for avoiding interference to nearby cellular users. In
either case, we assume that both Alice and Bob have a single
antenna, while Eve has N and the AP has Ny antennas.
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Fig. 1. D2D Communication Scenario with Eavesdropper.

As shown in the figure, we let h;; (SISO), h;; (MISO)
or H;; (MIMO) represent the channel between a transmitter
i € {A, R} and receiver j € {B, E/, R}. We model all scalar
channels as h;; = hq;/dS; ’» Where hij is a zero-mean unit vari-
ance circular complex Gaussian random variable (denoted as
CN(0,1)), d;; is the distance between transmitter ¢ and re-
ceiver j, and « is the path-loss exponent (assumed here to be
the same for all links). This model is assumed to hold whether
h;j is the scalar channel h4p, or an element of the MISO
or MIMO channels, and we write H re = dgpHgre and
h;; = dizh;j. We assume that the AP has channel state infor-
mation (CSI) for the instantaneous channels {hsr, hrp} to
Alice and Bob, Alice has CSI for the channels to the AP and
Bob {h g, hap}, and Eve has CSI for all channels. Howev-
er, we assume that only the distribution of the eavesdropper’s
channels {h s, Hrp} are known to Alice and the AP.

Letting x represent the single-stream message that Alice
wishes to transmit to Bob, we first describe the data model for
the signal received at Bob (yp), Eve (y£) and the access point
(ygr) under the standard cellular setting. In the first hop, Alice
transmits x to the AP and it is wiretapped by the eavesdrop-
per:

Yr = \/PAwghARx—i—WgnR (1)
ye(l) = Pawp(Dhapzr+wi(ng(l), ()

where P, is Alice’s transmit power, {ng,ng} represent
noise at the AP and eavesdropper, and {wpr, wg} represent
the receive beamformers used at the AP and eavesdropper,
respectively. The noise at the AP and Eve is assumed to be
spatially white with variance 0% and 0%, respectively, so the
optimal beamformers in terms of signal-to-noise ratio (SNR)
are given by the maximal ratio combiner MRC): wr = hp
and wg (1) = hyp. We also write yg (1) to indicate the first
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hop. In the second hop, the AP transmits the message x to
Bob and it is wiretapped by the eavesdropper:

yp = +/Prhigtz 4 np 3)
ye(2) = \/I?RWE 2)Hpptr + wi (2)ngp(2), 4)
assuming the AP has power Pr and uses the linear precoder
t, and the noise at Bob is CA(0, 0]23). Since the elements of
H g are independent CN (0, 1) variables, we assume the AP
uses the maximum ratio transmit precoder t = hpg/||hrz||.
Eve again employs the MRC beamformer, now given by
wg(2) = Hrpt = Hrghgp/||hga||.
The D2D data model only involves a single hop in which
Alice transmits directly to Bob, and it is wiretapped by Eve:

yp = Plhapx +np &)

Yyg = PgwghAEa:—&—WgnE. (6)

Here, Alice’s transmit power P/ will in general be different
than in the cellular case.

3. SECRECY ANALYSIS

We compare the secrecy outage probability (SOP) for the s-
tandard cellular and D2D networks assuming that the uplink
and downlink cellular transmissions each constitute one-half
a D2D channel use. As such, the AP essentially acts as a DF
relay, and the mutual information for the cellular link is given
by [8,9]:

1 .
Ip = §m1n(10g2(1 + par),logs(1 + prB)) 7

where par = Pal|lhar|?/c% is the uplink SNR at the AP
and prp = Pr|lhgp||?/0% is the downlink SNR at Bob.

Unlike Bob, in the cellular scenario Eve sees the message
over both the uplink and downlink channels:

o [ \/RaxluhthEH2 ]x+ JIAEHHE'( ) ®
E — hpgH )
VPR S |2 e g (2)

where yr = [yg(1) yr(2)]”. The mutual information at the

eavesdropper is thus

1 Pallhsmll2 PR”MHQ
Iy = log2(1+ Al AEH Ihno] )(9)
2 o2 o2,
1
= §1Og2(1+PAE+PRE)7 (10)
where pap = #|lhap|” and prp = ZF[|FEAE |

Combining (7) and (10), the secrecy rate in the cellular case
R, . is given by

1 .
Rs.= 3 min(logy(1 + par),logs(1+ prp))—
+
logy (14 par + pre)| (11)



where 2zt = max{z, 0}.
The D2D case corresponds to a standard wiretap channel:

h 2
Is = log, (1+A"4B')=1og2(1+pAB) (12)
B
P llh 2
Ir = log, (1+A||(jfw”>:10g2(1+pf4}5)a(13)
E

where pap = Pjlhap|*/o} and plyp = P|hapl*/o%.
The secrecy rate for the D2D case is thus

1+ +
Roq= {mg2 <1 - [";,AB)] . (14)
AFE

It is well known that the SOP criterion is appropriate for
fading channels, and is often used to determine the likelihood
of achieving a certain secrecy rate, say R; [10,11]. The SOP
for the cellular and D2D cases are respectively given by

in(1 1
P (R = Pr{mm( + PAR; +pRB)<22Rt}15)
1+ paE + prE
1
Pl (R) = P{ ﬂ’AB<2Rt}. (16)
1+ pyp

To derive analytical expressions for the SOP, we first define
pi; = H-di_fa / O’? to be the average SNR at receiver j for
transmitter . We will use the fact that |4 5|2 is exponential-
ly distributed with unit hazard rate, while |[hz|2, ||har|?,
and ||hpp|® have 1-scaled central chi-square distributions
with 2Ng, 2Nk and 2Np degrees of freedom, respectively.
I,

For the term prr = phpll M since the vector insid-

Ihrp
e the squared norm is H RE multlphed by normalized h RB>
one can prove that the real and imaginary parts of these en-
tries are i.i.d. zero-mean Gaussian distributed r.v.s with vari-
ance 1/2. We emphasize the fact that zero-mean Gaussian
r.v.s are independent if and only if they are uncorrelated, and
as a consequence, the squared norm in question is a 1/2-scaled
chi-squared distributed r.v. with 2N degrees of freedom.
Denote random variables min(1 + par,1 + prp) and
(pae + prE) as X and Y, respectively. The CDF of a -
scaled central chi- square distribution can be written as [12]
Fs(s)=1-— Ziv_ol S, e~* where s > 0. Using simple order
statistics, the CDF of X is given by

Nr—1Ngr—1 {L’—1P+q

Fx(z)=1-¢” Z Z r (Php)?

- qopquR

A

where x > 0 and p £ 1/p" + 1/ph . The variable Y is a
weighted sum of chi-square r.v.s, with density [13]

NE 1§

Y

[( Vete E e |Vl )

fyaly) =M w™ NeH=1)

E—l
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in which y > 0, M £ 1/(phgpip)Ve, AL £ CV L s,
L = W and w = (P — Prp)/PapPhe. We note
that a different expression is necessary for the special case
when p = prp [13], but due to space limitations we do
not include it here.

Based on the above, the cellular SOP can be computed as

< 22’*”}

Nr—1 2R
=1 M(—1)Ne—le=p(2"-1) Z (2*™)

(Rt) {min(1+ﬂAR71+PRB)
out 1+ paE + prE
= Ey {Fx (2% 4 228y)}

PAR
Ngp—1 QRt p+q Ng+il-1
T I
Pt (Ng —1)!
q=0
/ yNE+m—l ((_1)NE—le_;U'ly _ e—uzy) dy
0

Nr—1 2R,
P AR ) G cl

p—O PP R)P

Nr—1 (22Rt) p+q Alw (Ng+1-1)

Z )q Z p+qu+q mz

7=0 4'(Prp
(Ng +m —1)! [(_1)NE_1N17(NE+milH)_
where f = ZZi;tl, pr = p2* 4+ 1/plp, and pp =

p2%f 41/t -. While (19) is cumbersome, we can observe
that either increasing Ng or decreasing Nr will increase
P (Re), while clearly PS,,(R:) — 1 as P4 — 0 or
Pr — 0. However, the behavior at high SNR is not immedi-
ately clear from (19).

For the D2D case, let U and V respectively represent the
r.v.s |hap|? and ||hag||®>. As mentioned earlier, U is expo-
nential with unity hazard rate: fy(u) = e™*, while V is a
scaled central chi-square distribution with density fy (v) =
%. The SOP of the D2D mode for a given target se-
crecy rate R, is given by

14+ paB R }
P, R;) =Prq ———— < 2™
ouf( f) {1+PAE’

2 f 1 ”AE oRty,

/ / e w)du fi (v)dy

2Rt 1 ,UNEfl 7(1+P2E/ 2Rt)'u
=1—e ‘anB ——¢ PAB dv

1 Ne 2Rt 1
=1- daB\2a9R 6_ e (20)
1+ (daz)zagR:

The behavior of the D2D SOP is more easily discerned



from (20), clearly showing how the SOP approaches 1 for
increasing Nz, increasing dap/dag, and decreasing p, 5.

4. NUMERICAL EXAMPLES

Here we compare the D2D and cellular SOP for the type of s-
cenario in which D2D communications would be considered,
namely where the D2D distance is considerably less than the
distance to the AP. In particular, we set dap = 20m and
dar = dgp = 100.5m, and we assume the average SNR
of all desired links are identical: p"y 5 = plp = prp- The
noise power is assumed to be the same at all nodes, the path-
loss exponent is chosen as 2ac = 2.5, Ng = 4, and the tar-
get secrecy rate is set to R; = 1 bit per channel use. Four
different eavesdropper locations are considered: Near Alice:
dag = 10m, dgr = 102m; Near AP: dag = 100m, drg =
10m; Semi-remote eavesdropper: dagp = drgp = 158m;
Remote eavesdropper: dy4g = drp = 304m.

Fig. 2 shows SOP as a function of the desired link SNR
when Ni = 4, and we observe excellent agreement between
the simulated SOP (lines) and the analytical results (symbol-
s). The cellular SOP is unity in all cases except for the remote
eavesdropper (Case 4) indicated by the ‘+’ symbol. On the
other hand, the D2D SOP is only unity when the eavesdrop-
per is near Alice; otherwise the D2D SOP is always strictly
lower than in the cellular case, significantly so for high S-
NRs. The best D2D performance is obtained for the remote
eavesdropper (‘x’), next is the semi-remote case (triangles),
followed by the near-AP case (squares).

Fig. 3 depicts the SOP as a function of Ny when p" 5 =
Par = Prp = 15dB. The symbols correspond to the same
eavesdropper locations as in the previous figure, with “*’ rep-
resenting the cellular SOP with a semi-remote eavesdropper.
Here we see that the cellular approach can achieve an ad-
vantage provided there are sufficient antennas at the AP to
provide beamforming gain that allows Alice to transmit with
low power and the AP to precisely focus its transmissions on
Bob. Atleast Np = 7 is required for the remote eavesdrop-
per, while N > 20 is necessary in the semi-remote case.
Note that the ability of the cellular network to exploit Ny in
this way depends on the assumption of accurate CSI, which
can require a higher feedback or training overhead than in the
D2D case. In addition, the performance degradation due to
imperfect channel estimation would be greater in the multi-
antenna cellular case. These two factors would in practice
increase the number of AP antennas required to match the se-
curity offered by D2D communications.

5. CONCLUSION

We have compared the physical layer security offered by a
direct D2D connection between two network nodes with that
achieved if the two nodes communicate indirectly via an AP.
Expressions for the secrecy outage probability were derived
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Fig. 2. SOP versus average SNR for both D2D and cellular
modes, Np = N = 4.
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Fig. 3. SOP versus Ny for both D2D and cellular modes,
Par = Prp = Pap = 15dB and Ng = 4.

for both cases assuming a multi-antenna AP, a multi-antenna
eavesdropper, single-antenna devices and assuming that only
statistical CSI is available for the eavesdropper channels. Re-
sults from numerical examples involving four different eaves-
dropper positions illustrated that in most scenarios, the D2D
mode offers a security advantage over decode-and-forward
messaging through the AP. However, it was observed that the
cellular mode can outperform the D2D link when there are
sufficiently many antennas at the AP. The array gain offered
by the AP antennas allows Alice to significantly reduce her
transmit power, and provides directional gain towards Bob. In
practice, this gain would come at the cost of reduced spectral
efficiency and sensitivity to imperfect CSI.
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