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ABSTRACT

Iris recognition has gained popularity due to factors such as its per-
ceived high accuracy, significant usability advantages attributed to
its non-contact acquisition method, and the availability of low cost
sensors due to improvements in technology. However, non-contact
biometrics authentication systems are vulnerable to different types of
attacks than contact-type biometrics, such as fingerprints, for which
there are a number of simple techniques to guard against attacks. In
particular, the fashion industry has developed designer contact lenses
with patterns that range from a simple change in eye color to the im-
position of stars or other festive decorations. As these lenses are
readily available and can be personalized at a very affordable price,
their use in thwarting or spoofing iris-based authentication systems
becomes plausible. Given the high security nature of many of these
systems, there is a urgent need for a some countermeasure to this
type of attack. In this paper, we describe a novel method to detect
the presence of fake iris patterns, such as designer contact lenses,
during the image acquisition stage to further enhance the basic secu-
rity value of iris biometrics. Exploiting the anatomy and geometry
of the human eye, we present a structured light projection method to
detect the presence of artificial items obscuring the real iris. The de-
tection principle has been verified using an inexpensive experimen-
tal setup consisting of a miniature projector and an offset camera.
We also describe a novel algorithm to process the acquired images
to find patterned contact lenses, and measure its performance using
data collected with our apparatus. We argue that the addition of the
proposed system and algorithm to existing iris biometrics based au-
thentication systems will significantly improve their security.

Index Terms— structured light projection, designer contact
lenses, iris recognition, spoofing iris acquisition

1. INTRODUCTION

Automated biometric authentication systems help to alleviate the
problems associated with existing methods of user authentication
based on possessions and/or knowledge. Often introduction of bio-
metrics is considered to improve security. However, a thorough se-
curity analysis needs to be carried out to identify weak points that
may exist or will be introduced in any biometric-based authentica-
tion system. These weak points will be exploited during operation
of a system by hackers. There have been several instances where
artificial fingerprints [1] have been used to circumvent biometric
security systems. Similar attacks are possible in other biometrics
modalities: e.g., face masks to hide identity, designer iris lenses to
fool iris recognition systems. Often the popular press is very much
concerned with spoofing of biometrics systems which creates a very
negative impression about biometrics for the common users. The
advantages of biometrics based human recognition and its role in a

Fig. 1. Stages of biometrics-based authentication system and enroll-
ment system, with identified points of attack (adapted from [2]).

secure authentication system is very clear and undisputed, particu-
larly when it comes to non-repudiable technologies. The biometrics
system designers need to be aware of the threats and security holes
created by biometrics in the overall system and address them at the
outset to avoid being hacked later. In order to analyze the possi-
ble weak points, we use a pattern recognition model for biometrics
authentication systems [2]. Any biometric system can be described
as a four-stage system as in Figure 1. Using this model (Figure 1)
we identify several basic attacks that plague biometric authentication
systems.

These attacks can be thwarted by several methods applicable to
each weakness:

• Livenesss detection can alleviate issues with fake biometrics
to fool the sensors.

• Channel attacks can be solved by using information security
methods such as encrypting the message.

• Replay attacks can be addressed using challenge-response
techniques.

• Policy based remedies to prevent dictionary attacks.

• Using smartcard based secure storage methods for templates
to address attacks on template databases.

• Trojan horse attacks can be prevented by using secure crypto
hardware such as IBM 4764.

Note that these methods require additional resources in terms of
hardware or extra time to protect and defend against various attacks.
For more details, please refer to [2, 3, 4].

The attacks take on a different dimension when it comes to non-
contact biometrics like iris. For example, very nicely designed con-
tact lenses on the top of the real eye cannot be detected by liveness
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Fig. 2. Examples of designer contact lenses currently available. The
top two are clearly artificial patterns, but the bottom two look nearly
normal.

detection alone. Nearly 20 years ago the first automated iris recog-
nition system was proposed. While the basic recognition algorithms
continue to move forward, the image acquisition systems have also
made very significant progress due to many advances in the sensors
area. Research efforts continue to focus on boosting performance
to a higher level through more robust segmentation methods, bet-
ter matching algorithms, or mechanisms to deal with loosely con-
strained environments and user presentations.

In a very different but related area, the eye care industry around
contact lenses have been making lenses cheaper and more varied for
users. One of the trends seems to be personalizing contact lenses
for different occasions by making contact lenses with various pat-
terns printed on them. Fig. 2 shows several examples of the lenses
available. The top two would obviously not be mistaken as a real
iris by a human observer, yet the bottom two are much more subtle.
Such patterns can pose significant challenges to the iris recognition
methods. First, they may contain random texture that could be con-
strued as iris texture thereby obscuring the user’s true identity. More
importantly, the contact lens could conceivably have the iris image
of another person printed on it to create false positives in the system
thereby allowing unauthorized access.

The paper is organized as follows. In section 2, we review the
prior work in this space and characterize it using the taxonomy out-
lined above. The projector and camera set up, along with the algo-
rithm, is explained in Section 3. The data collected by our setup and
results obtained are presented in Section 4 along with our conclu-
sions.

2. RELATION TO PRIOR WORK

While there are several general biometrics spoofing methods re-
ported in literature ([1, 5]), we will focus on iris spoof methods.
Based on the survey of iris recognition as described in [6], we can
expect the iris images attacks to come primarily at the sensor or
template level. At the sensor level, often liveliness is checked by
the dilation of the pupil. While this is very useful, the real iris can
be obscured by another artifact with a hole in it. Early work on
contact lens detection is described in [7]. The solution proposed
there requires registration of the contact lenses, which can then be

verified at the imaging time using texture analysis. Other ideas
presented in the literature deal with printing a high resolution iris
on paper and presenting it to the camera [8]. The countermeasure
for such attacks is to look for the presence of dither patterns [?], or
analyze the temporal frequency spectrum if the image is displayed
on a screen instead of paper [9]. Chui et al [10] use multi spectral
imaging in both infrared and blue light wavelengths to estimate the
relative number of conjunctival vessels. Similarly, Lee and Park [11]
use additional infrared sensors along with the iris sensor to construct
the full 3-D shape of the iris. The method proposed by He et al. [12]
operates by examining the change of iris texture and light spot using
different wavebands and positions of infrared illumination. This can
then be used to calculate the reflection properties in different parts of
the iris. A countermeasure using the Purkinje image was proposed
by Lee et al. in [13]. Punhan et al. [14] propose a method of detect-
ing semi-transparent contact lenses using the texture dissimilarity
between localized iris regions. A novel fake iris detection algorithm
based on improved LBP and statistical features has been reported in
[15]. A recent paper by Galbally et al. [16] analyzes the potential
of quality assessment metrics to identify real and fake iris samples
using high quality printed images.

There has also been past research focused on creating synthetic
iris textures, which could be used to spoof the overall iris recogni-
tion system. The latest comprehensive results are presented in [17]
where they show how to recreate the iris texture from the iriscode
of the original. Other references ([18, 19]) also discuss ideas for
generating the necessary iris texture using Markov models [18] and
geometric/anatomical models [19]. However, the aim of generating
such synthetic irises is for testing iris system accuracies.

Our proposed method differs from all these techniques in many
ways. Primarily we are using a structured light projection method
to produce contour changes in a stripe pattern to detect a contact
lens, as shown in Figure 3. This takes advantage of the anatomy of
the eye. The iris is a largely flat sheet of muscle unlike the cornea,
where (semi-)opaque contact lenses reside, which is a curved dome
shape. On a more general note, our anti-spoofing approach operates
by adding hardware to the acquisition system rather than using soft-
ware to perform additional analysis of an already acquired image.

3. PROPOSED SYSTEM AND ALGORITHM

In this paper, we propose to address detecting fake iris patterns on
contact lenses. The geometry of the eye can help us if we can exploit
it as shown in Figure 3. A normal eye without a contact lens will
have a straight line over it when a ray of light is projected on it, as
shown on the left. However, in the presence of an opaque contact
lens, the ray of light will hug the lens and hence take the shape of
contact lens, which is different from flat iris. The right side shows
examples from our system using actual eyes and real contact lenses
(bottom). Our solution is motivated by this observation. We design
a set up that can project light rays on the subject’s eye and measure
the curvature of the light ray as observed through the camera. The
curvature will help us decide if there is a patterned contact lens.

The experimental apparatus consists of an LED-based micro-
projector and an offset VGA resolution color camera, as shown in
Fig. 4. The projector generates a pattern of thin vertical black and
white stripes that impinges on the user’s eye about 6 inches away.
Two examples were shown in Fig. 3. Since the pattern is fixed, a
video projector is not really necessary, it is simply easier to adjust
this than use a fixed slide. Note that in a real installation the fake
iris detection system could easily co-exist with the iris reader. This
is because the projector operates in the visible range, while most

8693



Fig. 3. Motivation: a normal eye and one with a patterned contact lens generate different deformations of a projected stripe pattern.

Fig. 4. Our experimental set up is composed of a micro-LED pro-
jector and an offset visible light camera.

iris capture systems operate in the near infrared for better contrast.
Alternatively, if the bright light is objectionably to users, the pattern
could be projected in infrared. Here two images would be acquired:
one with the pattern on to check for contacts, and the other with it
off to analyze the iris.

The goal of the detection system is to determine whether the
stripes appear straight (genuine flat iris) or curved (non-transparent
contact lens on cornea). As Fig. 5 shows, there are a number of steps
needed to implement this. First, the system locates the pupil of the
eye. It starts by looking for a dark area near the center of the image

by setting a threshold based on the lowest 4% of the pixels in the
search box. It then refines the position by histogramming the inten-
sity of the red color channel in a box around the coarse position, and
setting a threshold above the lowest peak in a presumed bimodal dis-
tribution. Finally, it uses connected components analysis to choose
the biggest spot, then applies morphological operators to smooth and
grow the blob. The result is shown in the upper left (cross hairs).

The next phase locates the approximate position of the iris.
Starting with the pupil position it uses the statistics of nearby pix-
els to perform a contrast stretch on the image to enhance color. It
then converts the RGB values into a saturation image and creates
separate horizontal and vertical projections around the pupil. The
falling edges of the color peaks flanking the colorless iris are taken
as potential iris edges. Finally, some sanity checking is performed to
ensure the iris estimation is reasonable in terms of size and position
relative to the pupil. The resulting bounding box is shown in the
upper right of Fig. 5.

We can now identify the stripes that actually lie on the iris itself.
To do this a monochrome version of the image is generated and con-
trast enhanced around the iris. After this, a horizontally elongated
center-surround operator is applied to the grayscale image and sig-
nificant extrema (bright and dark stripes) are thresholded. A mild
thinning operator is applied to both sets of stripes to yield the com-
bined version shown in the lower left of the figure.

To determine if the resulting stripes are straight or curved, they
are artificially split along a horizontal line passing through the center
of the pupil. Next a connected component analysis is run to discard
small blobs, or blobs with low elongation. The remaining stripe frag-
ments are shown in the lower right of Fig. 5. Finally, we extract the
orientation and area of each such blob and compute an area-weighted
standard deviation of all the orientations. This spread value is taken
as a proxy for curvature. Note that since we broke long flanking
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Fig. 5. To determine stripe curvature the system first finds the pupil and iris area (top row). It then detects the projected stripes and breaks
them into fragments (bottom row).

stripes into a top half and a bottom half, the resulting linear approx-
imations will point in different directions if the stripe is curved.

4. RESULTS AND CONCLUSIONS

We have tested the system on only one (blue-eyed) individual due to
the limited supply of fake contact lenses and hygiene requirements
of single use contact lenses. We collected 6 images of the subject’s
naked eyes (both left and right). We also collected 6 images with
normal (lightly tinted) prescription contact lenses in place. Finally,
we collected 24 images across 6 different kinds of designer contact
lenses installed on the user’s eyes. We then measured the standard
deviation of blob angles, as described above, for all 36 images. The
results are shown in Table 1. Note that the maximum deviation ob-
served in both the naked (6.9 degrees) and normal contact (6.4 de-
grees) cases is less than the minimum deviation observed in the pat-
terned contact case (9.1 degrees). This means, at least for our small
sample, that the patterned contacts can be reliably detected (i.e. us-
ing a fixed threshold around 8 degrees). While the approach has no
inherent dependency on user, in the absence of any public image set
this single user data is all we could readily obtain to evaluate our
system’s performance.

Recognizing the need for a robust fake iris detection to allevi-
ate the security challenges in iris recognition systems, we have pre-

Eye condition images min std max std
Naked eye 6 4.0 6.9

Normal contact 6 2.8 6.4
Patterned contact 24 9.1 22.2

Table 1. Results on our test data show that patterned contacts gener-
ate a larger variation of angles for the stripe fragments.

sented a novel, inexpensive technique based on structured light. The
method uses a projector and camera to image the subject’s eye. Our
system can be integrated with existing iris scanners since the pro-
jected pattern is in visible light. Our experimental results suggest
that the proposed method has the potential to improve the detection
of printed contact lenses. Future work would include looking at far
more individuals. We could also search for the optimal pattern (be-
yond stripes) to detect contact lenses efficiently. The usability aspect
of the system needs a thorough evaluation, which has not been ad-
dressed in this study. Finally, our system should be integrated with
an iris scanner to evaluate end-to-end performance and crosstalk.
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