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ABSTRACT

Cooperative beamforming and jamming are two efficient schemes to
improve the physical-layer security of a wireless transmission in the
presence of a passive eavesdropper. However, in most works they
are discussed separately. In this paper, we propose a joint cooper-
ative beamforming and jamming scheme to enhance the security of
a cooperative relay network, where some intermediate nodes adopt
distributed beamforming while the others jam the eavesdropper, si-
multaneously. Subjected to the more practical individual power con-
straint of each node, we propose a null-space beamforming based se-
crecy strategy. The beamformer design can be optimized by a bisec-
tion method and second-order convex cone programming (SOCP).
Simulations show the joint scheme greatly improves the security.

Index Terms— Physical-layer security, cooperative beamform-
ing, second-order convex cone programming

1. INTRODUCTION

Exploiting multiple-node cooperation to improve the physical layer
security of wireless communications has attracted increasing inter-
est very recently [1]-[11]. For a system where all terminals only
equipped with single antenna, generally, there are two efficient ways
to take advantages of the multiple-nodes in the system: cooperative
beamforming and cooperative jamming. Cooperative beamforming
helps to improve the channel quality to the legitimate destination,
while cooperative jamming (also called artificial noise) degrades the
channel condition of the eavesdroppers. In [1]-[3], multiple relay
nodes use cooperative beamforming to help to maximize the achiev-
able secrecy rate. In [4]-[7], relay nodes transmit jamming signals to
eliminate the information leakage to the eavesdropper.

However, the data transmission in relay networks requires two
phases, i.e., phase I (broadcasting phase) and phase II (relaying phase),
due to the half-duplex constraint of the transceivers (let’s assume that
there is no direct link between source and destination), which grants
the potential eavesdropper two opportunities to intercept the infor-
mation. However, in almost all the above works, all relay nodes
need to listen to the signal from the source during phase I, so that no
procedure is taken to protect information secrecy [1]-[3]. Coopera-
tive beamforming or jamming is only taken in phase II. The situation
is similar for two-way relay networks (TWRN) [8]-[9]. All the relay
nodes listen to the broadcasted signals from two terminals in phase
I so that the information is revealed to the eavesdropper without any
protection. Obviously, this will greatly harm the security.

To overcome this problem, in this paper, we propose a joint co-
operative beamforming and jamming scheme for physical layer se-
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curity of an amplify-and-forward (AF) based relay system, where
each node is equipped with only single antenna. In the joint scheme,
during both phases, some intermediate nodes are helpers to relay
the signal using distributed beamforming and the others are jam-
ming nodes to confuse the potential eavesdropper. Under such a
scheme, both phases are secured. We consider the scenario when
the eavesdropper’s CSI is known. It corresponds to the case when
the “eavesdropper” is actually a legitimate user in the network but
not the target one. We propose a null-space beamforming based ap-
proach, subjected to the more practical individual power constraint
of each node. We optimize the beamformer weights by using a bi-
section method together with an SOCP programming.

In [5], the authors proposed joint relay and jammer selection
schemes to improve the security of a decode-and-forward (DF) one-
way relay network. The idea is generalized into AF and DF TWRN,
respectively, in [10] and [11]. However, in all of these works, out
of a bunch of intermediate nodes, only one node is selected as relay
to help transmit signal, which may not take full advantage of the
multiple nodes. On the other hand, the jammer will also interfere the
relay node and degrade the receiving performance. However, in our
scheme, all the intermediate nodes are exploited so that these two
problems have been overcome by cooperative beamforming.

2. SYSTEM MODEL

We consider a wireless network in which a source S wants to send
information to the destination D under the existence of an eavesdrop-
per E. There are IV intermediate relay nodes R,,,n = 1,2,--- | N,
between S and D. Each node in the whole network is only equipped
with a single antenna, and is subject to the half-duplex constraint.
We assume there is no direct connection between S and D. In this
paper we propose a joint cooperative beamforming and jamming
scheme, where the intermediate nodes are divided into two groups:
the relay nodes and the jammers. The relay nodes will forward the
received signal using cooperative beamforming while the jammer
transmit interference signals to confuse the eavesdropper. For con-
venience, we assume that only one node is jammer J and all the other
N — 1 are relay nodes, as shown in Fig. 1. However, it can be gen-
eralized to more than one jammer case easily. The quasi-stationary
flat-fading channel between S, R, J and E are also shown in Fig. 1.
Signal transmission under AF protocol requires two phases. Dur-
ing phase I, S broadcasts its data. In conventional schemes [1]-[3],
all N relay nodes will listen to the signal while in our scheme, the
N — 1 relay nodes listens and the jammer sends interference signal
to cover the information transmission. The signal vector received at
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the relays is

yr = VPsfrs+ P}I)hnz(l) +ng, (1)
where yr 2 [yr1, -, yrN-1] s Fr 2 [fr1, frv-1)T,
and similarly for hr, Ps and P}l) are the transmit powers of the
signal and the jammer, respectively, z(*) is the jamming signal, nr
is the additive noise at the relay nodes. We normalize E{|s|?} = 1
and E{|2)?} = 1. Concurrently, the eavesdropper will receive

vy = VPifps +\/ P apz™ + 0, 2

where ng“ is the additive noise at the eavesdropper.

In phase II, the NV — 1 relay nodes do a distributed beamforming
to forward the received signal to the destination. The transmitted
Signal TR é [1’1?“,17 TR,2," " IR,N—l] iS

zr = Wyr, 3)

where W is the weight matrix in the form of W = diag([w?, w3, - - ,
wi_1]), and diag is a diagonal matrix. Due to the individual power
constraint of each relay node, we should have E{|zg,5|?} < Pn,n =
1,---,N—1.

Concurrently, the jammer transmits interference signal again as
2 with power P}Q). The received signals at the destination D and
the eavesdropper E are, respectively:

yp =V Psg£WfRs + P§1>g£WhRZ(1) +np, “4)

U\D = /P kW frs + @chth(l) +ag, 6

PY)(JEZ(Q)-F

T (2) A T (2)
cgWngr +ny’, eg £ [cB1,¢E2, * ,CEN=1] . D, Ny’ are

additive noises at D, E during phase II, respectively. (4) can be re-
formulated as

whereip 2 1/ P\ g2 +gfWnptnp, af) &

yp = VPaw asys + 1/ PP wagnzY +np, ()
whereay, = [frR19R,1, fR29R,2, ", fR,N—lgR,N—l]T, and sim-
ilarly for @, and w £ [w1,ws, - - ,wn-1]%.

For the eavesdropper, each transmission phase grants it an op-
portunity to get the information. Combining (2) and (5) yields the
receiving model of the eavesdropper in the whole procedure as

Yy = Hps+ng, @)
where
=(1)
HE_|: \/Pst :| ng = g
- H ) - )
VPsw"acy \/ Pﬁl)c}T;Wthm + ﬁ(E2)
R (g)
withacy = [ce1fr1,¢E2 R 2,CE3fR3, "+ ,CE.N-1fR,N-1] ,

a T
acg = [CE,19R,1,CE,29R,2,CE,3JR,3, " sCE,N-1gR,N—1] , and

ﬁg) = \/PL(,l)qEz(l) + ng). ‘We assume that all the noise terms

np, ng), ng) ,and np are zero-mean and time-spatially white inde-

pendent complex Gaussian random variables with variance 0. We
also assume that the jamming signals zM and z? are both complex
Gaussian random variables.
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Fig. 1. The proposed joint security scheme, where the solid lines,
and dash lines are the transmissions in phase I and II, respectively.

3. SECRECY SCHEME WITH EAVESDROPPER’S CSI

To consider the physical layer security, we adopt the achievable max-
imum secrecy rate as the measurement

Cs =max[I (yp;s) — I (¥g;9)] T, (€

where [a]" = max(0,a), and I(-,-) is the mutual information.
Specifically, since the eavesdropper sees an equivalent 1 x 2 SIMO
system, it can do maximum ratio combination (MRC) so we have
I(yp;s) and I (yy;s) at the top of the next page with Rs; 2
diag(|fr11%, |fr.2?, -, | frR.v—1]?), and similar for R4, and R,
respectively, Ry, & a,fga?g, and similar for R.y, Rgn, Rcn. We
hope to achieve the maximum secrecy rate by searching the optimal
w, Pﬁl), and P;Q) (We assume that Ps is fixed).

However, it can be shown that the objective function is a product
of two correlated generalized Rayleigh quotients problem. Further-
more, there are multiplicative terms of the arguments in the objec-
tive function, such as P}l)wH s P}l)Pf) , which makes the problem
more difficult to solve. In the following, we propose a suboptimal
secure scheme assuming the eavesdropper’s CSI is known. It corre-
sponds to the case when the “eavesdropper” is actually a legitimate
but not the target user.

Observing (9)-(11) we can see that we hope to increase I (yp; s)
as large as possible while keeping I (y;s) as small as possible.
Therefore, we can do the following.

a) Design w in the null space of a.s to completely eliminate
the information leakage in phase II, i.e., let wla, ¢ = 0 so that the
second row of H g in (8) can be eliminated;

b) Design w in the null space of a4, to eliminate the interference
to the destination by the jamming signal in phase I, i.e., wHagh =0
(it has been forwarded by the relay nodes in phase II );

¢) Since no information leakage happens in phase II (by a)),
the jammer should stop sending interference so that D will not be
jammed in phase IL, i.e., P;Q) =0.

With all these considerations, (10)-(11) can be re-written as

1 P, w R;w
I(yp;s)=zlog |1+ —2— 02— 12
(yp;s) 2 og( +021—|—'LUIHU‘Z_(N,'¢1)>7 12)
1 P|frl?
1 ;8) = =1 1+ ——]. 1
(Yg:s) 2 0g < + o2t P‘;l)‘QEP (13)

(2)

We can see (13) is only related to P;”’, and to make information

leakage as small as possible, we should let Py) = P; where P;



Paw" Ry w

1
I(yp;s) = §log (1 +

PS‘fE‘Q

c2(1+wHRyqw) +

) (10)
Pﬁl)wHRghw + P}2> |g‘]|2 >

Paw™ R jw

1
I(yE;s)zilog 1+

is the maximum power constraint of the jammer. Then I (y; s) is
fixed so the objective now is to maximize I (yp;s) over w under
the conditions of a), b), and the individual power constraint. The
consumed power of each relay node is

E{|zrnal*}
2
:E{ wl (\/ngR,ner PWVhg 2t +nR,n) }
- [wwH] [T],,, n=12-- ,N—1 (14)

where T £ P,Rs¢ + PyRpy, + 0”1, and []m,y is the (m, n)-th
element of a matrix. Mathematically, our optimization problem can
be expressed as

P, w'Rsqw
o% 1+ wiRygw 15
W e Trw R (15)
s.t. wHa,Cf =0, '“’Hagh _o,
[ww] T, < Pun=12 N1

n,n

Let H £ [as,a41], and H | is the projection matrix onto the
null space of H. Then the equation constraint can be transformed
into w = H v where v is any vector. Substituting this into (15)
yields

.
max Y ¥ (16)
v 1+vHER v
st [Hiw"HY] T, <P/,

where Ry, 2 HYR; H |, and Ryy 2 HT Ry, H | .

We can see that without the individual power constraint, this is
a Rayleigh quotient problem and can be elegantly solved by taking
the generalized eigenvalue decomposition (GED) of a matrix pair
(Ryg,Rgg). However, under individual power constraint, this does
not work any more. To address this, we transform (16) into an equiv-
alent form

matx t (17)
s.t. v¥Rpv >t <1 + 'UHRgg'U> )
[HLU’U HJ_] < Pn/ [T}n,’n )

Note that now the problem (17) is quasi-convex. In fact, for any fixed
t, the feasible set in (17) is convex. To see this, we rewrite (17) as

max t (18)
2
\/ 1
s.t. H RgiHLv ‘ < ¥|’UHTIf.q‘27

’Hf)v( <P/ [T), o= 1,2, \N — 1,
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an

where af, £ H'ay,, HT) is the n-th row of H 1, and /Ry,
means taking the element-wise square root of R,,. Note that the
constraint functions are based on Euclidean vector norm. Multiply-
ing the optimal v° by an arbitrary phase shift /¢ will not affect the
constraints. Thus we can assume that v @, is a positive real num-
ber, without loss of generality. Therefore, when ¢ is fixed, the first
constraint is a second-order convex cone, and the second constraint
is always an ellipsoid, both of which are convex.

Based on this observation, for any given ¢t > 0, if the following
convex feasibility problem

find v (19)

2
\/ 1
s.t. Rgi’HLv ' < ;|’UH&fg‘27

’HT)U‘ S \/P"/[T]n,n’n: 1727.” 7N7 1’

is feasible, it means ¢ has not reached its maximum tpyax, 1.€., t <
tmax. Conversely, if the problem (19) is not feasible, we have ¢ >
tmax. The feasibility problem (19) is an SOCP [12] problem. Due
to the convexity, the optimal v° is unique and global, which can be
efficiently solved using interior point methods [12].

Therefore, we can solve the quasi-convex problem (18) using bi-
section method. Starting with an interval [0, fmax] known to contain
the optimal value, we solve (19) at its midpoint to determine whether
the optimal value is larger or smaller. We shrink the interval until the
required precision is met. The algorithm is shown in Tab. I, where
tmax can be obtained by solving (16) using GED, ignoring the power
constraints. After we get max I (yp; s), we calculate the achievable
secrecy rate under the proposed scheme according to (9).

The Selection of the Jammer: Since the information leakage can
be completely eliminated in phase II while the security in phase I
depends only on the jamming level, to improve the security further,
we can select the node with the largest |gz|? as the jammer.

4. SIMULATION RESULTS

In the simulation cases, all the channel coefficients are randomly
generated in each simulation run, as complex zero-mean Gaussian
random vectors with unit covariance. The noise power ¢ is normal-
ized to be at 0dBm and P is fixed as 10dBm. We use CVX toolbox
[13] to solve the SOCP problem.

In Fig. 2, we compare the achievable secrecy rate of the pro-
posed joint beamforming and jamming scheme with the scheme us-
ing all N nodes to do null-space beamforming without jamming in
phase I (labeled as “relay only” in the figure). We illustrate cases
with different N = 8,12, 16, respectively. To make the comparison
fair, the x-axis is the total power consumed by all the relay nodes and
the jammer, and each node has the equal individual power constraint
P, = Py /N,n=1,2,---, N. We can see in the joint scheme, the
jammer plays an important role in phase I and greatly reduces the
information leakage so the secrecy has been significantly improved.
Also we can see although the total power is equal, as N increases,



Table 1. The proposed algorithm

o Initialize ;o0 = 0, tup = tmax-

® Repeat the following until £, — tiow < €.

1) Sett + L (tiow + tup)-

2) Solve SOCP problem (19) with ¢ using interior point method.

3) Update ¢: If (19) is feasible, set ¢, = t; otherwise, tup = t.

the achievable secrecy rate increases as well. This is obviously due
to the power gain provided by the more relay nodes.

In Fig. 3, we illustrate the advantage of the jammer selection.
The x-axis is still the total power and each node has the equal indi-
vidual power constraint. We can see the jammer selection improves
the secrecy rate further. However, as the total power increases, the
improvement gets smaller. This is also reasonable since with more
power, the function of jammer selection becomes insignificant.

5. CONCLUSION

In this paper, we propose a joint null-space beamforming and jam-
ming scheme to enhance the security of an AF cooperative relay net-
work so that both two phases of the cooperative transmissions are
well protected. Subjected to the more practical individual power
constraint, we optimize the secrecy rate of the system using bisec-
tion method and SOCP convex optimization techniques. We show
the security of the joint scheme is greatly improved compared to the
conventional relay only scheme.

The scheme can be generalized to the scenarios when the eaves-
dropper has more than one antennas, or when more intermediate
nodes are used as jammers, which will be investigated in the future.
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