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ABSTRACT 

 
Physical layer energy-secrecy tradeoffs for wireless networks are 

investigated from an information theoretic perspective.  An 
application layer characterization of physical layer secrecy is 
introduced to quantify the partial secrecy that can be achieved on a 
wireless transmission. Best effort and guaranteed partial secrecy 
channel models are introduced and analyzed. It is shown that a 
range of energy-secrecy Pareto optimal operating points can be 
achieved with an appropriate allocation of power resources between 
private and non-private data sub-streams. 
 

Index Terms— physical layer security, application layer 
security, partial secrecy, wire-tap channel, energy efficiency 
 

1. INTRODUCTION 
For many wireless networks applications, energy efficiency, 

transmission reliability, and security constitute key performance 
requirements. In the context of energy efficiency for individual 
devices in wireless sensor networks, energy efficient security 
solutions are of prime interest. One possible security solution for 
wireless ad hoc networks, for which key distribution for encryption 
algorithms may be difficult to implement in a distributed fashion, is 
physical layer security. Secrecy assurance comes as a natural 
property of the physical layer, and can be exploited at the expense 
of a lower transmission rate, and higher energy per bit expenditure. 

While secrecy and energy efficiency of communication systems 
are traditionally analyzed independently, in this work we consider 
jointly the secrecy and energy efficiency requirements, and we 
propose an information theoretic framework to analyze the energy-
security tradeoffs that can be achieved by physical layer enforced 
secrecy. We introduce the notion of partial secrecy, which applies 
when the equivocation rate is smaller than the transmission rate, and 
thus the eavesdropper may potentially successfully decode part of 
the transmitted message. For many practical applications, such as 
sensed measurements and image data, a certain percentage of loss 
will be sufficient to render the decoded data useless for the 
eavesdropper. To characterize the partial secrecy metric we look 
jointly at the physical layer secrecy and application layer secrecy 
requirements. At the physical layer, the equivocation rate 
characterizes the uncertainty remaining at the eavesdropper after 
receiving the signal corresponding to a given transmitted message. 
At the application layer, the utility of the collective information 
obtained from all the physical layer messages potentially 
successfully decoded by the eavesdropper is characterized, and the 
application layer secrecy would require a close to zero utility for the 
eavesdropper. The utility that an eavesdropper would obtain at the 
application level can be related to how accurately the eavesdropper 
can decode (represent) the application layer message (e.g. image), 

which from an information theoretic perspective can be 
characterized by the rate-distortion function. We introduce thus a 
new metric to measure partial secrecy at the application level, as the 
minimum distortion that can be guaranteed at the eavesdropper.   

Our work builds on the rich literature on information theoretic 
secrecy, which provides capacity regions for various channel 
models.  For the classic Gaussian wire-tap channel [1] the secrecy-
capacity region was first derived in [2], while analysis for fading 
channels and multiple antennas can be found for example in [3,4]. 

An extension of the wire-tap channel in which a common 
message is also transmitted was first proposed in [5]. This channel, 
which is known as the Broadcast Channel with Confidential 
Messages (BCC), serves as a paradigm for the study of security in 
networks involving both multicast and unicast transmissions. The 
work in [5] characterized the capacity-equivocation region and the 
secrecy capacity region of the discrete memoryless BCC, while in 
[6-11] we find a more general channel model for the fading BCC. 

Our work departs from previous approaches by incorporating 
energy constraints and the notion of partial secrecy, which suitably 
characterizes the application layer secrecy requirements for some 
applications for which perfect secrecy is not required. Our proposed 
framework leads to derivation of Pareto optimal energy-secrecy 
curves that will enable a system designer to understand how the 
transmission system can dynamically adjust to varied system 
conditions with a soft degradation of secrecy.  
 

2. SYSTEM MODEL 
We consider the problem of transmitting information from a source 
to a destination node, via a Gaussian channel with multiplicative 
fading gain coefficients, having some security protection 
requirements against eavesdropper nodes, and under energy 
constraints.  For illustrative purposes we assume that the channel 
state information (CSI) is known at both transmitter and receivers.  

As opposed to previous work that has considered perfect 
secrecy requirements for a typical wireless data transmission, in this 
work, we address a specific set of applications (e.g. multimedia) for 
which a certain percentage of loss will render the decoded file 
unusable for an eavesdropper. As a consequence, for these 
applications, a requirement of partial secrecy rather than perfect 
secrecy will be sufficient.  

We conjecture that partial secrecy can be achieved at a reduced 
energy per bit cost, and thus for suitable applications the source 
may tradeoff energy expenditure for secrecy rate. We define as the 
secrecy capacity, the maximum rate at which the source message 
can be transmitted with perfect secrecy.  

In general, the secrecy level of a source message at the 
eavesdropper can be characterized by the equivocation rate [14], 
which measures the quantity of information that the eavesdropper 
gets about the source message, given its observations.   
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Previous work on physical layer security has focused on 
characterizing the perfect secrecy capacity, which requires that the 
achieved equivocation rate at the eavesdropper is equal to the 
message source rate. In this work we address the partial secrecy 
scenario, in which the equivocation rate may be smaller than the 
source rate for the confidential message, and it is equal to a 
percentage of the message rate being sent. 

We define the partial secrecy metric at the application layer, as 
the minimum distortion Dmin for the transmitted message that can be 
guaranteed to be incurred at the eavesdropper node. The minimum 
distortion is tightly related to the rate required to accurately 
represent the information in the source message, and it is 
application specific, being characterized by the rate-distortion 
function [14]. 

Since the eavesdropper will potentially decode the transmission 
partially, the quality of its decoded messages can be characterized in 
the same way as we characterize lossy compression.  According to 
Shannon’s rate distortion theory [14], the secrecy rate can be 
associated with the minimum distortion that the eavesdropper will 
experience on this transmission:  

( ) ( )Ste RRfRfD −==min
,   (1) 

where f is a decreasing function, Rt  is the total transmission rate for 
the source and RS is the secrecy rate.  

We assume that a maximum transmission power P can be used 
by the source node, which has limited battery energy, and as such 
we consider as a performance metric the energy consumed per bit. 

Using standard information theoretic notation, Rt bits of 
information are encoded and transmitted by the source, and the 
capacity Rt is measured in bits per transmission.  

The energy per bit metric can be readily computed if we assume 
that Rt bits per transmission are being sent by the source in a given 
time unit interval (T), with power P. (The actual transmission rate 
will be related to the system bandwidth, but this metric is beyond 
the scope of this discussion.)  

Then, the consumed energy per bit is given as 
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We note that a higher source transmission rate Rt can be 
achieved if no secrecy requirements are imposed, and that Rt 
decreases when secrecy is desired, due to coding requirements. 
Higher energy consumption is expected in order to guarantee a 
higher level of secrecy at the physical layer. 

We achieve partial secrecy by relaxing the requirement that the 
entire data stream must not be decoded by the eavesdropper. We 
thus allow for a fraction of the data to be potentially decoded, and 
based on how this can be achieved, two different partial secrecy 
models are proposed: (i) best effort and (ii) guaranteed.  
Best effort partial secrecy model. In this model, the entire stream 
of data is treated equally, and a certain level of coding provides an 
information theoretic guarantee for a secrecy rate that is smaller 
than the source rate. In this case, part of the source transmission 
may be occasionally successfully decoded by the eavesdropper.  
Guaranteed partial secrecy model. From the rate-distortion theory 
point of view, for many sources, the message’s distortion does not 
usually decrease linearly with the percentage of rate used to 
describe the message. As such, following a reverse approach as for 
the classic lossy compression algorithms, a portion of the rate RS 
that causes a maximum distortion (among all other RS rate 
messages) could potentially be identified and transmitted securely. 
In this model, the initial stream of data is split into a private and a 
non-private stream. The “most significant” data (i.e. the stream that 

impacts most the distortion) will constitute the private stream and 
the rest of the data will be sent on a common channel. 
 

3. BEST EFFORT PARTIAL SECRECY CHANNEL 
In this scenario, the source transmits the message using a rate 

R0, and part of that rate (RS) can be transmitted securely.  
The channel model that captures this scenario is a particular 

case of a wire-tap fading channel for which only a partial secrecy 
condition is imposed: the achieved secrecy rate, RS < R0. The energy 
– secrecy tradeoff is characterized by the required energy per bit to 
achieve a certain secrecy rate, which in turn corresponds to a 
guaranteed minimum distortion rate for the eavesdropper. The 
equivalent partial secrecy fading wire-tap channel mathematical 
model description follows.  

We consider a fading wire-tap channel as in [3,4,6], in which 
the legitimate receiver and the eavesdropper experience different 
noise powers, µ2 and σ2, respectively, and different fading gain 
coefficients h1 and h2 (we assume quasi-static fading channel), 
respectively. The assumption on different noise power levels is 
fairly reasonable for wireless networks, where interference from 
other nodes often is approximated as adding to the background 
noise power.  

As we have previously discussed, the source will transmit 
messages from a message set W0 ={1, 2, …, 2nR0}. 

A (2nR0 ,n) code consists of the following elements: 
• One message set W0, with the messages W0 uniformly 

distributed over W0; 
• One stochastic encoder at the source node that maps each 

message w0 ∈ W0 to a codeword xn; 
• One decoder at the receiver that maps the received vector 

yn  to an estimate of the message 0ŵ  ∈ W0;  

• One decoder at the eavesdropper that tries to map the 
received vector zn to a message estimate 0ŵ̂  ∈ W0; 

The achieved secrecy level of transmission at the eavesdropper 
is measured by the equivocation rate defined as  )3).(|(1

0
nZWH

n
 

Based on previous work [6] on the secrecy capacity region for 
the fading wire-tap channel, we can readily determine the capacity 
region for the best effort partial secrecy channel, by accounting for 
the partial secrecy constraint: 
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The energy-secrecy tradeoff can be explored based on (2) and 
(4), where Rt = R0 in (2). The budget power P allocated for the 
transmission of the stream will influence the partial secrecy capacity 
and the energy-distortion tradeoff curves.  

 
4. GUARANTEED PARTIAL SECRECY CHANNEL 
For this scenario we consider that the initial stream of data can 

be split into a private and a common information stream, which can 
be modeled as a variation of a fading broadcast channel with 
confidential messages (fading BCC), but without imposing the 
condition that the common stream needs to be correctly decoded by 
the eavesdropper as in [6]. We again assume different noise power 
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levels and different constant fading gain coefficients for the 
intended receiver and the eavesdropper. 

As we have previously discussed, the source splits the original 
messages into a regular part and a confidential part, and as such, we 
define two message sets for the source: W0 ={1, 2, …, 2nR0}, and 
W1 ={1, 2, …, 2nR1}, as the regular and confidential set. 

A (2nR0 ,2nR1,n) code consists of the following elements: 
• Two message sets W0 and W1, with the messages W0 and 

W1 uniformly distributed over W0 and W1, respectively; 
• One stochastic encoder at the source node that maps each 

message pair (w0, w1) ∈ (W0 and W1) to a codeword xn; 
• One decoder at the receiver that maps the received yn 

vector to an estimate of the message pair )ŵ ,ŵ( 10  ∈ (W0 and W1);  

• One decoder at the eavesdropper that tries to map the 
received zn vector to a message pair estimate )ŵ̂ ,ŵ̂( 10  ∈ (W0 and 
W1); 

The secrecy level of the confidential message W1 achieved at the 
eavesdropper is measured by the equivocation rate similar to (3).  

The overall secrecy rate achieved at the eavesdropper can be 
bounded as  

           
)|(1)|(1)|(1

101
nnn ZWH

n
ZWH

n
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≥+ .             (5) 

The bound in (5) on the overall secrecy rate is determined based 
on the observation that the equivocation rate is always nonnegative. 
In what follows we will neglect the potential partial secrecy 
achieved by the NP (common) stream, and impose total secrecy to 
be achieved for the confidential message (Pr stream). 

Following on the work on the secrecy capacity region for the 
fading BCC, under a total transmitted power constraint P and 
superposition encoding [6], and adjusting for our partial secrecy 
conditions, we show that the partial secrecy-capacity region for the 
guaranteed partial secrecy channel can be determined as 
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where (1-β) is the fraction of the total power allocated to the 
common message, and β is the fraction of the power budget that is 
allocated to the confidential message. 

We note that the condition on R1 in (6) represents the worst case 
R1 guarantee, for the case in which we assume that the eavesdropper 
is able to decode the common message and cancel the interference 
from the common message to try to decode the private message. 

As in [6], given the power budget P, β can be optimized to 
achieve the secrecy-capacity boundary, under the observation that 
the secrecy-capacity region is convex: 

{ })()(max 1100)1,0(
βγβγ

β
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By taking the derivative and setting it to 0 we get the optimal 
power allocation between the common and the confidential streams: 
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         We note that for β∈(0,1), we have the condition 
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The choice of the ratio γ1/γ0, characterizes the energy-secrecy 
tradeoff, by influencing both the achievable RS, as well as the 
achievable Rt  in (2), Rt = R0 + R1. The range of values for the ratio 
γ1/γ0, determines the Pareto optimal curve that characterizes the 
secrecy-energy tradeoffs, i.e., the collection of points that give the 
best secrecy-energy performance, and for which one performance 
metric cannot be improved without negatively impacting the other. 
In the next section, numerical results are provided to illustrate these 
tradeoffs. 

 
5.  NUMERICAL RESULTS 

We consider a system corrupted by Gaussian noise with signal-
to-noise ratios µ2/σ2 of 0.2, 0.4 and 0.7 (σ2=1). For illustration 
purposes, we define here as a minimum guaranteed distortion metric 
(Dmin) the percentage of the source rate that achieves secrecy, and 
thus will not be available at the eavesdropper: Dmin = Rs/Rt.  

Best Effort Partial Secrecy Channel: To illustrate the results 
for this scenario, a range of SNRs at the eavesdropper were 
considered, ranging from 0.5dB to 5dB.  

Fig. 1 depicts the total transmission rate, the achieved secrecy 
rate, the achieved minimum distortion at the eavesdropper and the 
energy per bit for µ2/σ2 = 0. 4 and two different ratios for the link 
gains:  |h1|2/|h2|2=1 (solid lines) and |h1|2/|h2|2=2.5 (dashed lines). Fig. 
2 depicts the energy-distortion tradeoff curves.  

We note that although the overall rate and the secrecy rate 
increase with the increased transmission power (for fixed levels of 
noise), the achieved distortion decreases, while the energy per bit 
increases. As a consequence, the best energy-secrecy tradeoffs are 
achieved at lower power transmissions, but at the expense of a 
lower overall transmission rate. We further note that the best effort 
scheme does not offer much control on the energy-secrecy tradeoffs 
that can be achieved. Reducing the power at the expense of rate is 
one way to improve the energy and secrecy. Furthermore, we note 
that the energy-secrecy performance curves are greatly improved 
with better link gains for the intended receiver, which suggests that 
intelligent scheduling of transmission when the link gains are better 
for the intended transmission can greatly improve performance. A 
better control on the energy-secrecy tradeoffs can be achieved by 
the guaranteed partial secrecy scheme. 

The Guaranteed Partial Secrecy Channel.  For this channel 
model, the energy-secrecy performance will depend on the selection 
of β, the fraction of power allocated to the private stream. We recall 
that β was optimized to determine the boundary of the capacity 
region as in (6). The selection of the γ1/γ0 ratio will influence the 
achieved energy per bit consumption as well as the achievable 
distortion rate.  We can see in Figure 3 how the common rate, 
secrecy rate and the achievable distortion depend on this ratio. For 
very small values of γ1/γ0, the emphasis is put mostly on R0, and 
consequently all of the rate is transmitted as a common message. At 
the other extreme, large values for γ1/γ0 lead to only transmitting 
securely, while moderate values yield a combination of common 
and private streams. Due to space limitations, we have selected 
µ2/σ2 = 0.4 and |h1|2/|h2|2=1 to illustrate our results in Fig.3, noting 
that similar trends for the plots were obtained for different values of 
the noise and link gain ratios. 
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Fig.1. Best Effort Partial Secrecy µ2/σ2 = 0.4; |h1|2/|h2|2=1 (solid 
line), |h1|2/|h2|2=2.5 (dashed line) 
 

 
Fig.2. Energy-Distortion for Best Effort Partial Secrecy  
 
In Fig. 4 we illustrate the energy-distortion tradeoffs for P/σ2 = 
3dB. We note that any distortion value can be obtained by 
appropriately allocating power between the private and non-private 
streams. Higher distortion levels come at the expense of a higher 
energy per bit requirement. 
Finally, we illustrate via an image transmission example the impact 
of partial secrecy. While image transmission typically is not 
considered a secure transaction, a certain level of privacy can be 
achieved by enforcing a partial secrecy requirement.  
We take as a transmission example the image Lena. The initial 
image is split into a private (Pr) and a common (NP) stream, 
according to the EZW compression algorithm [18]: the base image 
(low resolution) of rate cRt is allocated to the common stream, while 
the difference image of rate Rt-cRt = pRt  is allocated to the private 
stream (Fig. 5). The eavesdropper will be able to decode the 
common image, but not the private one, while the intended receiver 
will be able to decode both, and successfully reconstruct the initial 
image. The achieved distortion is equal to p. For the example in 
Figure 4, p = 0.6. We can see that the eavesdropper will only be 
able to decode the common image (Fig. 5(a)) with a distortion of 
0.6, which will result in sufficient level of privacy. Analyzing Fig. 
4, we can see that by enforcing only a partial secrecy level, a 
significant energy-per-bit gain can be obtained, especially for more 
difficult transmission situations (eavesdropper channel noise close 
to the one of the intended receiver, and equal channel gains). For 
example, for µ2/σ2 = 0.7 we note about 36% energy savings for 
achieving 60% distortion (illustrated in Fig 5(a)) compared with the 
perfect secrecy case.  

 
Fig.3. Performance metrics for Guaranteed Partial Secrecy  

 
Fig.4. Energy-Distortion tradeoffs,  P/σ2 = 3 dB, |h1|2/|h2|2=1 

  

     

 

 
Fig.5. Lena image: (a) common image, (b) private image.  
 

5. CONCLUSIONS 
In this paper we have explored the energy-security tradeoffs for 

physical layer security in Gaussian wire-tap channels affected by 
multiplicative fading gains. Using an information theoretic 
framework, we have shown that security can be traded off for 
energy efficiency, and thus it allows for a graceful degradation of 
secrecy when energy resources are scarce. A new partial secrecy 
metric was defined as the minimum distortion rate that can be 
guaranteed at the eavesdropper.  

We have shown that various Pareto optimal energy-secrecy 
operating points can be achieved by appropriately allocating the 
transmission power between private and non-private data sub-
streams. 
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