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ABSTRACT

Wireless communications are susceptible to eavesdropping.
To interfere the eavesdropper having multiple antennas, secret
information signals and interference signals that are transmit-
ted from multiple antennas are designed. It is shown that our
design can be cast into a semidefinite program, which can
be numerically solved efficiently. Simulation results are pro-
vided to demonstrate the efficiency of the proposed design.

Index Terms— security, physical-layer secrecy, eaves-
dropping, beamforming, convex optimization

1. INTRODUCTION

Wireless communications have become indispensable for our
daily life but are susceptible to eavesdropping, since they can
be overheard by receivers within a certain range in nature.
Cryptography is commonly used to provide information se-
curity. However, secret key distribution necessary for the en-
cryption remains vulnerable to eavesdropping. In this context,
physical-layer secrecy, which may not have to rely on encryp-
tion, is attractive.

Physical-layer secrecy is not so new, as it can be dated
back to the seminal work [1] in 1975. If the channel state
information (CSI) of the eavesdropper is known, theoretically,
secrecy is guaranteed if the communication rate between the
transmitter and the legitimate receiver is lower than the so-
called secrecy capacity, which is the maximum rate at which
the transmitter can send secret information to the legitimate
receiver without the secret information being decoded by the
eavesdropper.

Recently, multiple-input and multiple-output (MIMO)
systems, have become available and are utilized to achieve
high performance. For multiple antenna systems, many ef-
ficient transmit and/or receive antenna beamforming tech-
niques have been developed (see [2] and the references
therein). Accordingly, the importance of physical-layer se-
crecy has been re-acknowledged, since physical-layer secrecy
can be enhanced by using multiple antenna systems.

Secrecy capacity has been investigated in [3] for systems
where the transmitter equipped with multiple antennas sends
secret information signals as well as interference signals to
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interfere the eavesdropper using eavesdropper’s CSI. In the-
ory, physical-layer secrecy is improved by using cooperative
relays [4] and separate transmitter that sends an interference
signal [5]. Physical-layer secrecy has been characterized in
[6] also, when the transmitter does not know locations and
CSIs of eavesdroppers. Although physical-layer secrecy has
been well studied in terms of information theory, its realiza-
tion has not yet been established.

If eavesdroppers are not passive but active, then the trans-
mitter may be able to obtain their CSI. One candidate to re-
alize physical-layer secrecy when eavesdroppers’ CSIs are
available at the transmitter is the system in which the trans-
mitter can degrade the quality of the received signals of eaves-
droppers by sending interference signals, while keeping the
quality of the received signals of the legitimate receiver.

In [7], designs of the signals transmitted from multiple
antennas are proposed: The signal-to-interference-and-noise-
ratios (SINR) of eavesdroppers are constrained to be low
enough for decoding the secret information, while the SINR
of the legitimate receiver is kept sufficiently large for de-
coding or is maximized under the transmit power constraint.
Since the designs cannot be cast into convex optimization
problems, semidefinite relaxation (SDR) techniques have
been developed. Moreover, [7] studies the case when mul-
tiple eavesdroppers cooperate to form a joint receive beam-
forming to improve their SINR, which can be mathematically
equivalent to the case when one eavesdropper having multiple
receive antennas forms an optimal receive beamforming. In
this paper, we deal with the latter case and propose a design
method for the signals to be transmitted.

In addition to the minimum SINR constraint on the legit-
imate receiver, we set the maximum allowable SINR of the
signal beamformed by the eavesdropper as in [7]. Unlike [7],
we do not impose any SINR constraints on each receive an-
tenna but impose additional constraints on the transmit beam-
former and interference signals. This enables us to formulate
our design problem as a convex optimization problem, which
can be solved efficiently by numerical method. Simulation
results are provided to demonstrate that our proposed design
attains the two SINR constraints with lower transmit power
than the design in [7].
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2. SYSTEM MODEL AND PROBLEM STATEMENT

Let us consider a digital communication from a transmitter
having N, transmit antennas to a legitimate receiver having
one receive antenna over quasi-static flat fading channels. Let
x(t) be the transmitted signal vector at time ¢ whose nth entry
is the signal transmitted from the nth transmit antenna. The
signal y,,(t) of the legitimate receiver is modeled as

y(t) = h*@(t) + n(t) (1)

where h is an N; x 1 channel vector, whose nth entry is the
complex conjugate of the channel coefficient from the nth
transmit antenna to the receiver, ()7 stands for the complex
conjugate transpose of a matrix or a vector, and n(t) denotes
an additive noise, which is assumed to be independent and
identically distributed (i.i.d.) complex circular Gaussian with
zero mean and variance 2.

Suppose that there is an eavesdropper having M receive
antennas. The signal at the mth receive antenna can be ex-
pressed as

Yen(t) = gha(t) +vpn(t), m=1,....M  (2)

where g,,, is an [V; x 1 channel vector, whose nth entry is
the complex conjugate of the channel coefficient from the nth
transmit antenna to the mth receive antenna of the eavesdrop-
per, and the additive noise v,,(t) at the mth receive antenna
is i.i.d. complex circular Gaussian with zero mean and non-
Zero variance a%_ym > 0. We assume that M < N, and that
{0 (t)}M_, are independent of each other and of n(t).

Following the convention, we call the transmitter, the le-
gitimate receiver, and the eavesdropper, as Alice, Bob, and
Eve, respectively.

Let the secret information data that Alice wants to inform
only to Bob be s(t), which is assumed to have zero mean and
unit variance. Suppose Eve tries to eavesdrop s(t) from the
received signal vector defined as

Yolt) = [We1(t), -y Yemr (t)]F 3)

by using receive beamforming. It should be remarked that
the same model can be obtained if there are multiple eaves-
droppers that collude by using their M received signals, for
example, if there exist M eavesdroppers, each of which has
only one receive antenna, but can utilize all {y. ,, (¢)}2_, by
exchanging their received signals.

To improve the signal-to-interference-and-noise-ratio
(SINR) at Bob, Alice utilizes transmit beamforming. At
the same time, to interfere the eavesdropping, Alice sends the
interference signal z,,(¢) from its nth transmit antenna. This
is so-called artificial noise (AN) aided (transmit) beamform-
ing, whose transmitted signal vector is expressed as

x(t) = ws(t) + z(t) )
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where the nth entry of w denotes the weight at the nth trans-
mit antenna and the interference noise vector z(t) is given by

2(t) = [21(b), ..., 2n, (D] )

We assume that z(t) is i.i.d. circular Gaussian with zero mean
and covariance matrix 3 which is positive semidefinite.
From (1) and (4), the SINR at Bob is found to be

[wh?
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SINRy(w, X) =
On the other hand, if Eve utilizes the maximum SINR receive
beamforming vector, then from (3) and (4), the SINR at Eve
is expressed as

HGH HG
SINR,. (w, ¥) = max —— > W =T

7
r;?(}){ r(G"EG + D*)r @

where 7 denotes the receive beamforming weight at the an-
tennas of Eve,

G:[gl7"'7gM] (8)

and
D2 = diag(gz%,la'-'aa?),M)' (9)

Our problem is to design the transmit beamforming vector
w and the covariance 3 of the interference signal vector when
G is available at the transmitter. More specifically, we would
like to design w and X that minimizes the transmit power
subject to the constraints that the SINR of Bob is larger or
equal to the threshold v; and that the SINR of Eve is smaller
or equal to ... Mathematically, our problem can be described
as a minimization (optimization) problem:

min (||w||* + trace X) (10)
w, X
subject to
SINRb(w, E) 2 b (11)
SINR e (w, ) < ~ee. (12)

A similar problem has been studied in [7], where each
SINR of Eve’s receive antenna is constrained to be less than
or equal to a threshold ~., such that

Hapw™
gnWW "Gy,

SINR, , (w, %) = —m 22 Im
o ait¥g,, +o2,,

m=1,...,M.

(13)
Since the problem in [7] is NP-hard and cannot be cast into
a convex optimization problem, a semidefinite relaxation
(SDR) technique has been developed to obtain the solution.
However, since SINR..(w,X) is the upper bound of
SINR attained by eavesdropping, that is,

S 767

SINR,,,, (w, ) < SINR..(w, %), Vm € [1,M], (14)

then we do not require the constraints (13) in our design. This
enables us to develop an efficient algorithm based on semidef-
inite program [8] as shown in the following section.



3. CONVEX OPTIMIZATION TO DESIGN SIGNALS
TO BE TRANSMITTED FROM ALICE

Without loss of generality, we assume that G has full column
rank. We also assume that h is not in the column space of G.

Since SINR . (w, X)) is not degraded by sending interfer-
ence signal vectors orthogonal to the column space of G, a
possible candidate for the interference signal vector is given

by
2(t) = G(G™G)'2(t) (15)

where E{Z(t)} = 0 and
E{zt)z"t)} =2 >0 (16)

in which F/{-} stands for the expectation operator and A = B
means that A — B is positive semidefinite.

To avoid degrading Bob’s SINR and to improve Bob’s
SINR, we would like to impose

h'z(t) =0, Vt. (17)
Eq. (17) can be accomplished by using
2(1) = Q,G(G"Q,G) ' 2(1) (18)
in place of (15), where @), is a projection matrix defined as

1

- H
Hthhh . (19)

Q,=1
It is easy to see from (18) that
T =Q,G(G"Q,G)'2(G"Q,G)'GHQ,.  (0)

If we define a matrix B as B = G"'XG + D? | then it
follows from (20) that

B=3+ D" 2n

Since from our assumptions, B is positive definite, we
1
can define BZ. If we put

u=Bir (22)
then SINR...(w, X) can be re-expressed as

"B~ GHw|?

SINR,. (w, ) = max (23)

u£0 uHu
Thus, SINR,..(w, X) is given by
SINR..(w, %) = w*GB 'G"w (24)
withu = B2 GMw
By defining an auxiliary vector
w=G"w (25)
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the constraint SINR .. (w, 3) = wiGB G w < 7. can
be rewritten by using Schur’s complement [9, p.472] as

o
(Eff ’”)zo 26)
w Yee

which is convex in X and @.
It follows from (17) that the Bob’s SINR is given by

SINR) (w, ) = |w:%h|2 . @7
If we impose an additional convex constraint such as
S{w™h} =0, (28)
then the constraint (11) can be re-expressed as
R{w*h} > /o, (29)

where S{-} and R{-} denote the imaginary and the real part
of a complex value.
From (20), the objective function can be expressed as

F(w, ) = [Jw||? + trace (GHQhG)*lfD} (30)

which is also convex in w and . [8] In summary, under (17)
and (28), the problem reduces to a convex optimization prob-
lem:
min f(w,3) 31
w, %
subject to the convex constraints (16), (25), (26), (28) and
(29), which can be posed as a semidefinite program and can be
numerically solved efficiently by using existing semidefinite
programming solvers.

4. SIMULATION RESULTS

The proposed design is compared with the SDR design devel-
oped in [7] by numerical simulations.

First of all, we would like to clarify the difference between
our optimization problem and the corresponding SDR prob-
lem in [7]. The objective function in [7] is the same with our
objective function given by (10). However, our problem has
the constraints resulted from (28) and (17) that the SDR prob-
lem does not have, while the SDR problem has the constraints
given by (13) that our problem does not have. As proved in
[7, Prop.1], solving the SDR problem with the instantaneous
channel h leads to the exact solution theoretically. However,
the rank one approximation is necessary when the problem
is solved numerically. For fair comparison, we compute the
minimum of the transmit power of the SDR problem with the
same .. as the proposed design. This means that the thresh-
old 7¢,m, defined by Eq. (25) in [7], of the SDR problem is
set to be e /M.
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Fig. 1. Average transmit power by the proposed design (with

o) and the referenced SDR design for N; =4, M = 3,y =
10dB, and .. = 5dB.

The channels h and {g,,}}_, are randomly generated
such that they are i.i.d. complex Gaussian with zero mean and
covariance matrix I y, /Ny, where Iy, is an identity matrix of
size Ny x N;. Bob’s noise power is afl = (0 dB, while Eve’s
noise power at each receive antenna is U?,m = o2 for each
m € [1, M]. CVX [10], a package for specifying and solv-
ing convex programs, is utilized to numerically solve the opti-
mization problems. The results are averaged over 103 channel
realizations.

Fig. 1 compares the average transmit power obtained by
the proposed design (with o) with the average transmit power
by the referenced SDR design for different noise power 1/02
at Eve, where N; = 4, M = 3, v, = 10dB, and 7., = 5dB.
As can be seen, our design attains smaller average transmit
power than the SDR design, that is, our design exhibits better
performance than the SDR design.

For a fixed number N; = 11 of Alice’s transmit antennas,
Fig. 2 depicts the average transmit power for different num-
ber M of Eve’s receive antennas at v, = 10dB, v.. = 5dB,
and 1/02 = 10 dB. Since the thresholds 7, = 10dB and
Yee = HdB are fixed, Alice has to consume more transmit
power as increasing the number of Eve’s receive antennas, as
observed in Fig. 2. There could not be found significant dif-
ferences between the two designs for M = 1,2, 10. Except
for them, our design clearly outperforms the SDR design in
this example.
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