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ABSTRACT

We investigate the secrecy outage performance for a cooperative
unauthenticated relay network where antenna selection is employed
at the multi-antenna relay. Both traditional amplify-and-forward
(AF) relaying and a cooperative jamming (CJ) protocol are studied.
We characterize the exact secrecy outage probability (SOP) for the
AF scheme, and analyze the asymptotic behaviour in terms of SOP
for the CJ scheme. Although both the unauthenticated relay and the
destination perceive diversity gain from antenna selection, we show
that as the number of antennas grows, the SOP approaches one for
AF, while it approaches zero for CJ. For a fixed number of antennas,
we demonstrate that the CJ scheme is better than AF relaying for
high SNR, and its SOP approaches zero when the SNR goes to infin-
ity. The theoretical analysis is also validated via several numerical
examples.

Index Terms— Wiretap channel, wireless security, amplify-
and-forward, cooperative jamming, antenna selection.

1. INTRODUCTION

Security is an important issue for both single-hop links and relay
networks [1,2], in which secure transmissions may be compromised
by external eavesdroppers that are distinct from the source and the
relay nodes. However, even if external eavesdroppers are absent, it
may still be desirable to keep the source signal confidential from the
relay node itself in spite of its assistance in forwarding the data to the
destination [3]. For example, the unauthenticated relay may belong
to a heterogeneous network without the same security clearance as
the source and destination. This scenario has also been denoted as
cooperative communication via an untrusted relay in [4], where the
authors presented bounds on the achievable secrecy rate.

When multiple antennas are employed in relay networks, any
potential performance benefits must be balanced against increased
hardware complexity and power consumption. As a reduced-
complexity solution that can maintain full diversity, antenna selec-
tion has received extensive attention in amplify-and-forward (AF)
relay networks, especially for cases where only one RF chain is
available at the relay. In [5], a low-complexity near-optimal antenna
selection algorithm was proposed for maximizing the achievable
rate. The bit error rate performance obtained by choosing the best
antenna pairs over both relay hops was examined in [6]. However,
the open problem addressed in our paper is the tradeoff between
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the diversity gain for the legitimate receiver versus the inadvertent
diversity gain of the information leaked to an unauthenticated relay
in the first hop.

This paper analyzes a three-node network where a single-
antenna source can potentially utilize an unauthenticated multi-
antenna relay with antenna selection to augment the direct link to
its destination. We use the secrecy outage probability [7, 8] (SOP)
as the performance metric, which describes the probability of simul-
taneously reliable and secure data transmission. Both conventional
AF relaying and cooperative jamming (CJ) [2, 9, 10] schemes are
investigated for the unauthenticated relay channel. We prove the
interesting result that the SOP of AF increases with the number of
antennas deployed at the relay and ultimately converges to unity as
the number of relay antennas approaches infinity, while the SOP
of CJ behaves in the opposite way. We also show that in the high
SNR regime, it is in fact better to ignore the direct link in the first
hop and perform CJ, since the outage probability of CJ is arbitrarily
small when the transmit power approaches infinity, while the outage
probability of AF converges to a non-zero constant.

2. MATHEMATICAL MODEL

We consider a half-duplex two-hop relaying system composed of a
source (Alice), a destination (Bob), and an unauthenticated relay that
employs the AF protocol. Alice and Bob are both single-antenna
nodes, and the relay is assumed to be equipped with K antennas.
This model is similar to that in [9], except the external eavesdropper
in this paper is also the relay. The channel is assumed to be quasi-
static (constant during the two hops) with Rayleigh fading. We also
assume all nodes in the network have the same power budget P. A
single antenna at the relay is selected for reception and transmission
during each relaying phase [11], and a direct link between Alice and
Bob is assumed to be available.

2.1. Relay Protocol

We now provide the signal model for the AF relaying channel. Dur-
ing the first phase, the relay receives

YR = QAmZA+ Nm (D

where m € {1,2,..., K} represents the selected receive antenna
on the relay, x4 is the zero-mean signal transmitted by Alice with
variance E{zf{z} < P, a;; ~ CN(0,7;;) is the complex circu-
larly symmetric Gaussian channel coefficient between node ¢ and j,
with i,j € {A, B, m} denoting which of the terminals or antennas
is involved, and n; ~ CAN(0, No) is additive white Gaussian noise.
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For simplicity, we assume that the noise at all nodes is Gaussian with

power No. Let v;; 2 |au;|* be the instantaneous squared channel

strength, so that ~y;; is exponentially distributed with hazard rate %,
k¥

and the probability density function (p.d.f.) is given by

(fi) , x>0.
Vij

During the second phase, the relay normalizes its received signal
yr and selects an antenna n € {1,2,..., K} to transmit a scaled

version 2r = YLyr where ¢ = /E{[yr[?}. The received signal
at Bob over both phases is
Jea]

The subscripts 1 and 2 refer to the first and second transmission
phases, respectively. Since the antennas on the relay are much closer
together compared to their distances to the source and the destina-
tion, we assume {"yAm}f(n:l = 4ar and {A’/HB}ff:l = ARB.
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2.2. Cooperative Jamming

For the cooperative jamming scheme, we use a model similar to [8],
where Bob ignores the direct link and transmits jamming signals dur-
ing the first phase. Thus the received signal at the relay is

YR — XAMT A + amBzB + NR

where zp is a noise-like signal transmitted by Bob to jam the relay
and degrade its eavesdropping capability. We assume a reciprocal
channel between the relay and Bob, so that &y = aBm.-

Similar to the AF scheme, during the second phase the relay
scales yr and forwards it to Bob, and thus the received signal at Bob
can be written as

P P
yB = TanBOéAmxA + TOénBamBZB + Taanm +np2

where the intentional interference term can be removed by Bob since
zp is known to him.

3. SECRECY OUTAGE ANALYSIS

In this section, we characterize the secrecy outage probability for
AF and CJ. We consider an antenna selection scheme in which the
unauthenticated relay chooses the receive antenna with the largest
channel gain for maximizing her wiretapping ability in the first hop,
while still assisting Alice by using the best transmit antenna to for-
ward the message to Bob in the second hop, i.e., the relay is unau-
thenticated but not malicious. In other words, we consider the same
selection scheme as the traditional one that chooses the best antenna
pair in the first and second hop respectively [11].

3.1. Amplify-and-Forward (AF)

When the unauthenticated AF relay is employed for coopera-
tion, the channel is equivalent to the conventional wiretap chan-
nel where Bob receives the signal from two orthogonal chan-
nels [4], and thus the achievable secrecy rate can be computed

from R = 157 — IQF}+, where [z]T £ max{0,z}, [5¥ and

I4Y represent the mutual information between Alice and Bob and
between Alice and the relay, respectively, and are given by

Tn* BYAm*

1
15" = Zlogy | 1+ pyap + p— 2 B1Am° “
R e B +Yar +

%

where p £ N% is the transmit SNR, and the receive and transmit
antennas on the relay are selected using the following criteria:

1
IR = 5 logz (14 pyam:),

6)
)

The SOP of the AF scheme for a given secrecy rate R is defined

m” = arg max{yam }

n* = arg max{ynp}.
n
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and an expression for the exact SOP is given by the following propo-
sition.

Proposition 1. The secrecy outage probability for AF relaying with
antenna selection can be expressed as

rarm =1 3 () (K o

m=1n=1
22—
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[F ettt
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Correspondingly, Y* = yam» and V* = TR ART Since

Y is exponentially distributed as in (2), using the theory of order
statistics [12], we have

pye(y) = —— Kf(—l)" exp {—,i(n + 1)} .0

VAR —4 YAR

For V, using the Jacobian transformation, we have

. {_ (ar + 1/0)0]
Fre(1—v) |’
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and the corresponding p.d.f. of V* can be expressed using order
statistics as

Ku = 70,
py+(v) = m Z(fl)m exp [7m(m+ l):| , (D
m=0
where 1 = Japtl/e

TYRB
(10) and (11) into
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. The proof of (9) is completed by inserting
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Corollary 1. When AF relaying is used, the secrecy outage proba-
bility converges to a non-zero constant at high SNR.

This corollary can be directly inferred from (8). In the high SNR
regime, (8) can be approximated as

"YAB+ 'YRB’Y:QR
PAE(R) ~ P (”‘“B“AR <2 (12)

YAR

which is a function independent of p. More specifically, as seen
from (9), only 1 is a function of p, and u — p’ = % as p — oo.
Therefore, the asymptotic result can be obtained by replacing p with
1/ in (9). This result indicates that the AF scheme does not approach
zero SOP even as the transmit power is increased. Intuitively, this is
reasonable since any increase in the transmit power will bolster the
SNR at both the legitimate user and the eavesdropper.

Corollary 2. The secrecy outage probability of AF relaying ap-
proaches unity as the number of relay antennas grows: Pk — 1
as K — oc.

Proof. This corollary can be proved by showing that a lower bound
for PAL goes to 1 as K — co. Following the notation in the proof
of Proposition 1, we have

< 22R>
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where it is obvious that (14) converges to 1 as K goes to co. Note
that inequality (a) holds since V* < 1. Since the fraction in (13)
is a quasi-linear function of p, and is monotonically increasing with
respect to p since X +Y ™ > Y*, inequality (b) is obtained by letting
p — oo. To obtain (14), we have used the result

K
. 4
)} (14)

YARU
Yap/ram (W) YAB + YARU
Corollary 2 shows that although both the relay and the desti-
nation receive diversity gain from increasing the number of relay
antennas, the unauthenticated relay accrues a proportionally greater
benefit to the detriment of the information confidentiality.

3.2. Cooperative Jamming (CJ)

In this scheme, according to the signal model in Section 2.2, Bob will
transmit jamming signals during the first phase and remove its own
artificial interference from the received signals in the second phase.
We thus have the following expressions for the mutual information
at Bob and the relay for the cooperative jamming scenario:

1 Yn* BYAm*
157 = Zlog, [ 1+ (15)
B 2 g2< p’yn*B—l—’_yAR-F’_YRB-i-%
1 -
177 = Slogy (14— ), (16)
2 Ym*B + »
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where the antennas are chosen according to (6) and (7).
The corresponding SOP for the CJ protocol is then given by

1 In*BYAm*
Yp* BTIARTIRE T 5
1+ YAm* .
Ym*Bt,

PSA(R) =P < 22k (17

which is difficult to characterize with an exact analytical expression.
In the following, we analyze the asymptotic behaviour of CJ in terms
of SOP with respect to the values of p and K, and subsequently
validate our results through simulation.

Proposition 2. The secrecy outage probability of CJ approaches
zero as the SNR increases: PS5, — 0 as p — oQ.

Proof. We first give an upper bound for PS,7. It is obvious that the

fraction in (17) is monotonically increasing with respect to vyn*B.
For 7y am=*, the fraction can be rewritten as

1+ QY Am*

f('YAm*) = 1 4 /B'YAm* ’

where & = pynrp/(Yn B +5AR+VRE + %) and 8 = 1/(ym=5+
%). The existence of a positive secrecy rate requires o > [3, which
implies that f(vam=) is a monotonically increasing function of
Yam=*. Therefore, the SOP of CJ with antenna selection is up-
per bounded by the SOP with random selection. That is, since
Yam < Yam* and yn5 < 7yn* B, we have
YnBYAm
! p"/nBJr”YARJr’T/RBJr% < 223

1 + YAm =
YmBt,

o) 2R
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and the derivation of (a) is skipped due to space constraints. Since
t — 0and h(z) — oo as p — oo, we have PSA(R) — 1 —

e ¢ 7rB dz = 0, and thus PSJ(R) also approaches zeré

Proposition 2 indicates that compared to the AF protocol where
PAL converges to a non-zero constant as p increases, CJ is a better
alternative at high SNR when security is paramount. Also from the
above proof, since the fraction in (17) is a monotonically increasing
function of both v+ and v,+ B, and due to the fact that both v 4, *
and v, p increase as K grows, we can conclude that 7306;{ — 0
as K — oo, i.e. the legitimate user with CJ can obtain diversity

benefits from antenna selection.

4. NUMERICAL RESULTS

In this section, we present numerical examples of the outage perfor-
mance for AF and CJ. The SOP is evaluated for various values of
the transmit power and number of antennas. For comparison pur-
poses, we also simulate the direct transmission (DT) case where Al-
ice treats the relay as a pure eavesdropper and no relaying occurs.
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Fig. 1. Secrecy outage probability versus P, K = 6, yap = 5dB,
Yar = 0dB, Yrp = 5dB.
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Fig. 2. Secrecy utage probability versus number of antennas, P =
6dB, YAB = 5dB, Yar = 0dB, Arp = 5dB.

The normalized target secrecy rate is set equal to R = 0.1 bits per
channel use [7], and the noise power Ny is set to unity.

Fig. 1 depicts the SOP as a function of P, where the average
channel gains are yap = 5dB, yar = 0dB, yrp = 5dB, and
K = 6. The analytical result of the outage probability for AF is
evaluated through Eq. (9), which is seen to agree well with the sim-
ulation result. This figure shows that when P — oo, the SOP con-
verges to a non-zero constant for AF while it goes to 0 for CJ, which
agrees with the discussion in Section 3. This is due to the fact that
the jamming signals from Bob only interfere with the relay and have
no impact on the overall quality of the two-hop information signal.
Therefore, the SOP for CJ is better than AF and DT in the high SNR
regime, while the converse is true in the low SNR regime, since the
fact that CJ ignores the direct link from Alice to Bob considerably
degrades its performance. We can also see that for the most part, DT
performs worse than both AF and CJ when the unauthenticated relay
has multiple antennas and thus has enhanced wiretapping capabili-
ties.

The impact of the number of relay antennas K on the SOP is
illustrated in Fig. 2, where y4p = 5dB, yar = 0dB, yrr = HdB,
and P = 6dB. Observe that when K increases, the outage proba-
bilities for DT and AF gradually approach 1, indicating that growth
in the number of antennas only provides diversity benefits for the
unauthenticated relay. On the other hand, the SOP for CJ decreases
as K grows and gradually approaches zero, which suggests that the
legitimate user can obtain diversity benefits from antenna selection
on an unauthenticated relay, as analyzed in Section 3.2. Note that

the SNR is relatively high in this example, and thus the performance
gain of CJ over AF and DT is obvious.

5. CONCLUSIONS

This paper has analyzed a three-node network where a single-
antenna source can potentially utilize a cooperative unauthenticated
multi-antenna relay to supplement the direct link to its destination.
The goal of the work is to study when a jamming signal can be used
by the destination to degrade the ability of the relay to obtain infor-
mation from the relayed signal. We characterize the exact SOP for
conventional AF relaying, and study the asymptotic outage perfor-
mance for CJ. We also provide analytical and numerical illustrations
showing that CJ outperforms AF in the high SNR regime, or in the
case when the number of relay antennas grows.
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