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ABSTRACT

The electrocardiogram (ECG) is a new and promising modal-
ity for biometric recognition. This signal is typically collected
within welfare monitoring environments along with other vi-
tal signals. As opposed to static biometric modalities like the
iris or the fingerprints, ECG is time-dependent thereby pre-
senting the opportunity of continuously authenticating sub-
jects in such environments. However, ECG is affected by both
physical and psychological activities, which have to be taken
into consideration for successful deployment of this biomet-
ric. This paper demonstrates the effects of psychology on the
performance of ECG biometric systems and proposes a novel
methodology for automatic template updating in order to mit-
igate the risks associated with poor biometric matching.

Index Terms— Electrocardiogram, autocorrelation, dis-
criminant analysis

1. INTRODUCTION

Medical biometrics comprise physiological characteristics
that are typically used within health care environments for
clinical diagnoses. However, there is evidence that some
physiological signals such as the ECG, phonocardiogram
(PCG), plotoplethysmogram (PPG) and blood pressure(BVP)
carry information which is unique for every individual [1-5].
With the advances in the sensing technology, the potential of
using these signals for biometric recognition is great. This
work deals with the problem of human authentication using
the ECG signal, however similar concepts are valid for most
medical biometric modalities.

If the ECG signal is established as a biometric modality
then the respective systems will have unique benefits. First,
this biometric provides inherent liveness detection which has
computational advantages, since most of the existing modali-
ties would require additional mechanisms to validate the live-
ness of the sensor’s reading. In addition, ECG is naturally
immune to falsification or replay attacks, as it is extremely
difficult to steal and inject someone’s ECG into a biometric
system.

978-1-4673-0046-9/12/$26.00 ©2012 IEEE

2241

Francis M. Bui

Electrical and Computer Engineering
University of Saskatchewan

francis.bui@usask.ca

Heart signals are universal, stable over a large period of
time, and sufficiently unique. The inter-subject variability
comes from the fact that ECG pictures the electrophysiolog-
ical variations of the myocardium and is affected by factors
such as the heart mass orientation, conductivity of cardiac
muscles and activation order [6, 7]. This variability has been
extensively investigated in the medical research, for the estab-
lishment of universal diagnostic standards [8].

This work investigates the effects of psychological activ-
ity on the ECG signal. This aspect of the ECG is very impor-
tant when deploying it for biometric recognition, because it
can significantly affect the overall accuracy. In welfare mon-
itoring environments, where the collection of the signal is
continuous, and the modality is constantly flowing in the rec-
ognizer, one has the option of addressing the temporal vari-
ations of the ECG signal with biometric template updates.
This work discusses the advantages of this operation and in-
troduces algorithms for automatically detecting an emotional
change which requires template updating.

2. THE AC/LDA ALGORITHM

The proposed solution is evaluated with the help of the Au-
tocorrelation - Linear Discriminant Analysis (AC/LDA) al-
gorithm which was originally proposed in [9]. However, the
proposed solution can be generalized for any ECG biomet-
ric template. The AC/LDA is a fiducial points independent
method for the design of ECG-based biometric templates.
This method, relies on a small segment of the autocorrelation
of 5 sec ECG signals. The 5 sec duration has been chosen ex-
perimentally, as it is fast enough for real life applications, and
also allows for a sufficient amount of ECGs repetitive prop-
erties to be captured in AC. The reader should note that this
ECG window is allowed to cut the signal even in the middle
of pulse, and it does not require any prior knowledge on the
heart beat locations. The autocorrelation (AC) is computed
for every 5 sec ECG using:

N—|m|-1

> a(i)a(i+m) (1)
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where x(4) is an ECG sample for i = 0,1...(N — |m| — 1),
x(i + m) is the time shifted version of the ECG with a time
lag m, and N is the length of the signal.

Out of f%m only a segment ¢(m), m = 0,1...M, de-
fined by the zero lag instance and extending to approximately
the length of a QRS complex' is used for further process-
ing. This is because this wave is the least affected by heart
rate changes, thus utilizing only this segment for discriminant
analysis, makes the system robust to the heart rate variability.

3. ECG TEMPLATE DESTABILIZATION

The heart rate changes is only one source of variability for
the ECG biometric modality. In essence, the heart is affected
by several sympathetic and parasympathetic factors of the au-
tonomic nervous system, which suggests that the signal may
vary under different psychological conditions. This variation
may be significant enough, and may affect the accuracy of
biometric matching if not treated appropriately.

While the exact effects of emotion on the ECG waveform
are not explicit and cannot be analytically modeled, a biomet-
ric template designed under one psychological state will not
correlate adequately with ECG readings under different emo-
tional states. This problem has been identified in [2], and is
herein referred to as template destabilization. Even though
the degradation of the biometric matching is not extreme un-
der various emotional states, one should take into account this
variability before deploying real life ECG biometric systems.

One way to address this issue is to train the machine learn-
ing algorithm on ECG waveforms under various psychologi-
cal conditions. This approach is similar to face recognition,
when during enrollment the subjects may be required to per-
form several facial expressions, for the system to learn the
particular variability. However, this option is not trivial for
ECG biometrics; first, because it is inherently difficult to in-
duce emotional states during enrollment, and second, because
there is no straight-forward way of guaranteeing that one suc-
ceeded in doing so. In addition, there is no finite set of psy-
chological conditions on which system training would suffice
with high confidence. Therefore, in this work this problem is
solved with template updating at strategic times i.e., when an
emotional change is automatically detected.

4. TEMPLATE UPDATING

The objective of the subsequent analysis is to update the bio-
metric template at instances corresponding to the destabiliza-
tion (or decoherence) of the ECG biometric template. Since
the purpose is to detect state changes, and not to classify emo-
tions, a coherence analysis approach is herein adopted. Ev-
ery new ECG reading will be compared against the previous

'A QRS complex lasts for approximately 100 msec

recordings in order to assess whether variability has been in-
troduced or not. The reader should note that this solution ap-
plies to monitoring environments i.e., environments where the
ECG is collected continuously from the subjects (ex. first re-
sponders, patients, law enforcement, military) as part of wel-
fare monitoring.

The idea is to design variable-length accumulated dura-
tions (or ECG segments) based on some fundamental time du-
ration [2]. ECG segments need to accumulate until decoher-
ence is observed whereby a biometric template update is per-
formed. There is a trade-off between frequency of template-
updates and computational effort. Frequent template updating
implies accurate tracking of events, but increases the compu-
tational effort. On the other hand, infrequent template up-
dating may cause inadequate system performance in terms of
increased false rejection.

Taking these considerations into account, the idea of
defining a fundamental time duration (which is application
dependent) is to consider some acceptable minimum dura-
tion, over which the system makes a decision about whether
the template needs to be updated. The extreme case is to
define this fundamental duration to be equal to the small-
est time-resolution in the system (for instance 5 seconds for
the AC/LDA algorithm). However, this is computationally
inefficient and therefore the updating instances need to be
strategically chosen.

In essence, a variable-length accumulated duration (or
burst) is constructed by accumulating various fundamental
durations (for the proposed AC/LDA algorithm, these funda-
mental durations correspond to ECG segments of 5 seconds
length). The following iterative description can be made.

Consider the following fundamental durations {d1, da, . . .},
where each d; corresponds to time duration of 5 seconds. This
duration is chosen to acceptably accommodate the time res-
olution requirement of the AC/LDA algoritm. Now suppose
that at the current iteration, the current burst,Dcyent, cONtains
o fundamental durations, i.e., Deyrrent = {di, - - -, dip—11}-
For the subsequent segment, dj,{,,, the two choices are:

(C1) Add dj, to the current burst, forming Dpoental =
{dk,...,drsp}. Continue the operation with dj4 11
as the next candidate.

(C2) Reject dj4y, and terminate Deypren. Re-initialize with
dy+,, as the start of a new burst.

The correlation coefficient between all ECG segments
within a burst are utilized to decide between (C1) or (C2).
The following procedure is performed:

1. Compute the correlation profile for D pgengar Telative to
starting point dy.

2. Find the minimum correlation value cyin 0ver Dyotengial-
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3. Compare to a threshold ¢y, for decision:

<
Cmin — Cth = 0. ()
Ca

It should be noted that, in using the described algorithm,
a maximum burst size dsize,,q, should be enforced. In other
words, after dsize,,q, bursts, template updating is executed.
Such a strategy could be necessary to deal with buffering re-
quirements (since the entire accumulated data needs to be
stored), as well as to reset the algorithm in case of misde-
tections.

5. PERFORMANCE EVALUATION

The performance of the proposed template-updating scheme
is evaluated over ECG recordings with psychological label-
ing. The purpose of the following analysis is to validate that
every coherent burst, as detected by the proposed algorithm,
describes an true emotional state.

5.1. ECG Signals

For the evaluation of the proposed algorithm, ECG signals un-
der different emotional states were recorded at the Biometrics
Security Laboratory of the University of Toronto.In this ex-
periment, a commercial video game was used to elicit active
mental arousal. The game was designed to present increas-
ing difficulty. The goal was to have the player gradually im-
mersed in the gaming experience, by increasingly concentrat-
ing in order to meet the game requirements. The subjects got
motivated with deception, by letting them know that the pur-
pose of the experiment is to measure game completion time.
In total 43 volunteers participated in this study. Data from one
person were discarded due to noise.

Depending on the familiarity of the subject with game
playing, the duration of the experiment varied between 20-
45 minutes. During the game, ECG was monitored using
Hidalgo’s Equivital> sensor, which is portable and wire-
less. ECG was recorded from the chest, and digitized at
256Hz. Because of the chaotic nature of the game, and the
unforeseeable order of events that can take place, arousal
annotation was self-determined. For this reason, a video of
the player’s facial expressions was captured during the game
(synchronous to ECG). Upon game completion, the subjects
were asked to watch a playback video of the game and their
facial expressions while continuously reporting arousal us-
ing FEELTRACE [10]. The arousal states were classified as
either high or low.

Zhttp://www.equivital.co.uk/
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Fig. 1. Verification performance without template updating
(EER = 15.1%).

5.2. Experimental Results

In order to quantify the performance of the proposed system, a
measure g; is herein introduced to describe the system’s con-
fidence that burst ¢ represents consistently one emotional state
(i.e, high or low arousal). Let N}, and N? be the number of
ECG windows marked as high and low arousal respectively.
Then ¢; can be calculated as:

B max(Ni, Nt)

4 Ni + NI 3)

Essentially, every burst that is identified by the updating
algorithm will be shown to have a high ¢;, which means that
with high confidence each burst corresponds to either high or
low arousal. Even though this measure relies on the subjects’
self-reports, and discrepancies are expected, the average state
confidence for the bursts was estimated to be 96.47%. This
performance is illustrative of the accuracy of detecting homo-
geneous emotional states, which leads to successful template
updating.

Returning to our original problem, we are interested in
template destabilization for biometric recognition. When a
burst is terminated due to decoherence, the biometric tem-
plate is updated. While the above results show that each burst
corresponds to either high arousal or low arousal, the ques-
tion that naturally arises is the following: do two consecutive
bursts correspond to opposite arousal labels? In other words,
is change in arousal the only factor that is responsible for
burst termination?

In practice, the template updating algorithm is not only
affected by emotional states. A burst may be interrupted due
to one of the following three reasons:

1. A state change i.e., a transition from one psychological
state to another.

2. Buffer overflowi.e., when dsizé,,q. is reached. dsize, ,qz
can be adjusted according to the requirements of the
application environment. For the present simulation
dsizemas Was set to 10 minutes.
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Fig. 2. Histogram of Equal Error Rates after template updat-
ing (Average is 3.96% )

3. Noise artifacts (e.g. due to a sudden movement), that
are not sufficiently treated by the filter.

Nevertheless, a template update is necessary in all cases. For
the purpose of comparison, the verification performance is
estimated for two cases namely with and without template
updating. Figure 1 demonstrates the baseline false accep-
tance and rejection rates (i.e., without template updating).
The equal error rate is /5%, which is typical for LDA training
without template updating.

For every individual in the database, a template is updated
every time a new burst is detected. As such, the number of up-
dates is highly dependent on the subject. To quantify the ver-
ification accuracy after template updating, false acceptance
and rejection rates are estimated for every individual sepa-
rately. Figure 2 shows a histogram of the equal error rates
that were achieved with this treatment, for all subjects in the
database. The average equal error rate in this case is 3.96%,
which represents a significant improvement from 75%.

6. CONCLUSION

This paper presented a solution to the problem of template
destabilization of ECG biometrics. The perils of ignoring the
destabilization of the template were originally demonstrated
in [2].

In monitoring environments where the ECG signal is con-
stantly acquired, it is critical to address this problem. In most
real life settings, the emotional activity that affects the ECG
signal is characterized by high arousal, since the individual
is usually actively engaged in some everyday task. Auto-
matic detection of template destabilization due to psycholog-
ical variations is therefore very important in order to control
false rejection.

The proposed template updating methodology was eval-
uated over an active arousal database of ECG signals. The
purpose of this analysis was two-fold. First, it was shown
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that the accumulated bursts that were detected with the pro-
posed solution correspond to homogeneous emotional states
with high probability. Furthermore, the verification accuracy
was evaluated for every subject when the respective biometric
template was updated in the beginning of a burst. On average
an equal error rate of 3.96% was achieved, which represents
a dramatic reduction from the EER of /5% for the particular
dataset in the absence of template updating.
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