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ABSTRACT

Frequency hopping (FH) system, which is robust under jamming
interference, was originally developed for secure military communi-
cation applications. However, the efficiency of the conventional FH
scheme is very low due to inappropriate use of the total available
bandwidth and transmission collisions. To improve the system ca-
pacity, we develop a space-time coded collision-free frequency hop-
ping (STC-CFFH) system based on the OFDM framework. The ca-
pacity and performance analysis of the proposed scheme is presented
under frequency selective fading and partial-band jamming through
both theoretical analysis and simulation examples. Our analysis in-
dicates that the STC-CFFH scheme improves the spectral efficiency
and inherent anti-jamming features of conventional FH systems.

Index Terms— Frequency hop communication, Jamming,
MIMO systems

1. INTRODUCTION

The combination of space-time coding [1, 2] and orthogonal fre-
quency division multiplexing (STC-OFDM) has the potential to ex-
ploit multipath diversity and achieve high speed high quality trans-
missions. However, the STC-OFDM system must co-exist with var-
ious forms of jamming to provide reliable communication. This is
especially true for military communication systems, which must be
robust under hostile jamming. Frequency hopping (FH) system is
widely used to mitigate the effects of hostile jamming [3]. Mainly
limited by the collision effect, the spectral efficiency of the FH sys-
tem is very low.

As an effect to develop a spectrally efficient FH system, in this
paper, we present a space-time coded collision-free frequency hop-
ping (STC-CFFH) scheme based on the OFDM framework and a
secure subcarrier assignment algorithm. STC-CFFH’s secure sub-
carrier assignment is designed to ensure that: (i) Each user hops to
a different set of subcarriers in a pseudo-random manner at the be-
ginning of each new symbol period; (ii) At each symbol period, dif-
ferent users always transmit on non-overlapping sets of subcarriers,
hence are collision-free [4].

In [5], the effect of partial band interference in OFDM frame-
work is studied and shows partial band interference can severely de-
grade the system performance. In this paper, we analyze the perfor-
mance of STC-CFFH under partial band interference environment.
The study is carried out for the conventional OFDMA system, an
OFDMA system based on CFFH, and the proposed STC-CFFH sys-
tem. Analysis and simulation for various jamming scenarios demon-
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Fig. 1. Block diagram of STC-CFFH transmitter

strate that STC-CFFH outperforms the traditional OFDMA system
and CFFH system.

2. SYSTEM DESIGN

2.1. Collision-Free Frequency Hopping

Assume there are U users in the OFDMA system, which has a to-
tal of K subcarriers {fo,---, fic—1}. The idea is that: at each
OFDM symbol period, a specific subset of the total OFDM sub-
carriers are assigned to each user, such that each user transmit on
non-overlapping subcarriers. Assuming that at the ¢-th symbol, the
ith user is assigned a set of subcarriers C} = {ftyis s fein. b
where NN; is the total number of subcarriers assigned to the ith user.
For a given OFDM symbol period, the system is designed in a way
such that

Ci(\C =0, if i#j, ()
to ensure there are no collision between the users. Ideally, for full
capacity of the OFDM system, all subcarriers are assigned to a user
such that,

U
JCi={fo, -, fr}. @)
i=1
Each user transmits zeros on subcarriers which are not assigned
to him/her, and hence ensures collision-free transmission among the
users. In the following, we will first discuss the transmitter design,
and then explain the receiver design.

2.2. Transmitter Design

We consider a wireless communication system employed with nr
transmit antennas and n r receive antennas. A block diagram of the
STC-CFFH transmitter is depicted in Figure 1. Initially, a block of
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information bits are transformed into a stream of baseband constel-
lation complex symbols through a mapper. Then, the space-time
encoder maps the complex symbols to a code matrix. We now con-
catenate the STC block with the OFDM modulator. Note that we are
using an OFDMA system, at each OFDM symbol period, each user
is assigned a specific subset of the total available subcarriers via the
advance encryption standard (AES) based secure subcarrier index
assignment algorithm. A detailed description of the secure subcar-
rier is provided in [4]. To ensure collision-free transmission among
different users, each user transmits information symbols only on as-
signed subcarriers, and transmits zeros on subcarriers which are not
assigned to him/her. Fori =1,2,--- ;np,andk =1,2,--- , K we
denote the signal transmitted from the ith antenna, the kth OFDM
subcarrier at the ¢-th symbol period as

th = [x;,17x7i,27"' 7x7i,K]T7 (3)
where T’ is the transpose operator. We define X 2 [th, cee Xt”T]T
to denote the overall signal vector transmitted through all the an-
tennas in ¢-th symbol period. After the OFDM symbols are gener-
ated, cyclic prefixes of length P are inserted in the guard interval
and transmitted through a frequency selective channel of order L.
Inter-symbol interference (ISI), is eliminated by ensuring the guard
interval P satisfies P > L.

2.3. Receiver Design

At the receiver, following the cyclic prefix removal, the received
OFDM signal is demodulated using fast Fourier transform (FFT).
Forj=1,2,--- ,nr, k=1,2,--- , K, the received signal for the
kth subcarrier at jth receive antenna is given by

’!LT
R}, = Hjjlz,x+ N, @)

i=1

where H Z i is the channel frequency response at the ¢-th symbol for
the path from the ith transmit antenna to the jth receive antenna cor-
responding to the kth OFDM subcarrier. It is assumed that the chan-
nel frequency response remains constant during each OFDM frame
(quasi-static) and the channels between the different antennas are un-
correlated. th, « 1s the OFDM demodulation output for the additive

white Gaussian noise (AWGN) with zero-mean and variance o3 at
the jth receive antenna and the kth subcarrier. Following OFDM
demodulation, the secure subcarrier de-assignment algorithm is ap-
plied to separate and extract the signals of each user. Finally, the sig-
nal is space-time decoded with maximum likelihood decoding and
mapped back into bits by the symbol de-mapper.

3. PERFORMANCE ANALYSIS OF STC-CFFH

3.1. Under Partial Band Interference

In partial band interference, the enemy uniformly distributes its jam-
ming power Iy over W contiguous subcarriers [6]. We denote the
jammer occupancy (p) as the fraction of subcarriers that experience

interference as
Wy

Wss
where W is the total spread spectrum bandwidth. The interference
signal J(t) can be modeled as

)= > du(t)e

meA

p= <1, (5)

J(wmt+dm) (6)
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where d,, is the baseband jamming signal with power /o, the carrier
frequency is wy,, the initial phase is ¢,, and A is the set of channels
that suffer interference.

The received signal for the subcarriers that experience interfer-
ence is

R, =" Hplawiw+ N+ J7 ), (7)

where JJ & is the interference signal at symbol period ¢ for the jth
receive antenna on the kth OFDM subcarrier. The signal-to-noise
ratio (SNR) is represented by SNR = f,(’) ,where E is the average
signal power and N is the noise power.

The signal to interference plus noise ratio (SINR) at the receiver
is represented by SINR = ﬁ where I is the interference power.
When the signal is dominated by interference, the SINR can be rep-
resented as the signal-to-interference ratio (SIR) where SIR = ﬁ.

Note, orthogonal space-time codes are capable of perfectly de-
coding the transmitted symbols under partial band interference and
noise-free environments when at least one frequency band is not
jammed. For example we consider a 4 x 4 space-frequency orthog-
onal code design, which is depicted in Table 1. Each column repre-
sents the symbols transmitted on each frequency band, whereas each
row represents the symbols transmitted on each transmit antenna.
The 4 x 4 orthogonal code design is represented by the inner block
matrix with transmit symbols x1, x2, 3, and 4. The OFDM modu-
lation converts the time diversity into frequency diversity. Due to the
orthogonality of the code design, during a given symbol period, each
frequency band contains full information about the transmitted sym-
bols. As a result, the transmitted symbols are recovered perfectly
when there is at least one un-jammed frequency band.

Table 1. A 4x4 Space-Frequency block with Orthogonal Code De-
sign.

Tx Jreq. fo fi f2 f3

1 T T2 3 T4
2 —XI2 X1 —XT4 X3
3 —I3 T4 X1 —T2
4 —x4 —x3 T2 T

In this case, the average probability of error P., due to partial
band jamming, is the sum of the probabilities that ¢ out of 4 fre-
quency bands are jammed for ¢ = 0,1, --- ,4. The average proba-
bility of error can be expressed as

4
P. = Z Pe; Pri{iout of 4 bands are jammed}, (8)

1=0

where P. ; is the probability of error when ¢ out of 4 bands are
jammed.

3.2. Under Rayleigh Fading

In this section, we analyze the pairwise error probability of the STC-
CFFH system under Rayleigh fading. Assuming ideal channel state
information (CSI) and perfect synchronization between transmitter
and receiver, the maximum likelihood decoding rule of the transmit-
ted signal is given by

nr K
Xt—argml ZZ
j=1 k=

nr

7,] i
§ thtk

i=1
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where X, denotes the recovered codeword. Note that the minimiza-
tion is performed over all possible space-time codewords.

The pairwise error probability of transmitting X; and deciding
in favor of another codeword X+, given the realizations of the fading
channel H, is given by

P(X,, Xu|H) < exp (—dQ(Xt, 4%0) . (10
where Hz = {Hfi} fori = 1,2,--- ,np,j =1,2,--- ,ng, and
k=1,2--- K. Inother words Ht is a three- dlmensmnal matrix
of size nt X ng X K that contains the channel frequency response
corresponding to each transmit-receive antenna pair. d” (X7, X, ¢)isa
modified Euclidean distance between the two space-time codewords
X; and Xt, and is given by

K ngr |nr
(X, X)) =) DD Hyl( - m) (11)
k=1j=1 |i=1
where ;%@ & 18 the estimated version of (L'; -
Let us define a codeword difference matrix C'(X¢, Xt) =X; —

Xi and define a codeword distance matrix B(X¢, Xi) with rank 75
as B(X, Xt) = C(Xqy, Xt) -C( Xy, Xt)T, where T denotes the Her-
mitian of a matrix. Since the matrix B(X¢, Xt) is nonnegative def-
inite Hermitian matrix, the eigenvalues of B(X,, X;) are nonnega-
tive real numbers.

After averaging with respect to the Rayleigh fading coefficients,
the pairwise error probability is upper bounded by [7]

~ B "R —rgn
P(Xe, Xo|H) < <1‘[1A].) (2)7" o
=

where \; are the eigenvalues of the codeword distance matrix
B(X¢, X4t).

In the case of low signal-to-noise ratio (SNR), the upper bound
in (12) can be expressed as [8],

—ngr

~ B
P(X,, X, |H,) < (1+5;0_21Aj) . (13)

3.3. Under Rayleigh Fading and Partial Band Interference

In the presence of Rayleigh fading and partial band interference, the
pairwise error probability can be expressed in terms of the interfer-
ence power /o and average signal power E. In the case of high
SNR, the upper bound in (12) can be expressed as

P<Xt7Xth<HAJ> (fri)ﬁwv (14)

where Iy is the dominant degrade factor. In Section 4, the simulation
results indicate that the limiting performance factor is the interfer-
ence power Io.

In the case of low SNR, the system is severely degraded by the
interference /o and noise power Ny. From (13), the upper bound in
the presence of Rayleigh fading and partial band interference can be
expressed as

B "R
o Es .
P(Xy, Xi|Hy) < (1 + TNy Z&) ENGE)
j=1
At low SINR the diversity gain is low, however at high SINR the
diversity gain becomes noticeable by the STC-CFFH system.
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3.4. Capacity

In this section, we compute the capacity of the STC-CFFH system in
the presence of partial band interference. Assuming perfect channel
state information at the receiver, the ergodic capacity of a nt X ngr
multiple-input, multiple-output (MIMO) system can be calculated as

Co = logs(det (I, + %HHT)) (16)

where [ is an nr X nr identity matrix, H is the realizations of the
fading channel, SNR is the signal to noise ratio per receive antenna,
t represent the Hermitian matrix, and det is the determinant.

In the frequency-hopped system, the transmitted signals are
frequency-hopped over a band much larger than the required com-
munication bandwidth. Under partial band interference, the proba-
bility of any subcarrier being jammed is equal the jammer occupancy
p. The per-subcarrier SINR is given by [9]

0% SNR
SNR

if jammed
otherwise

SINR = {

No
where § = NorTo

The ergodlc capac1ty of the STC-CFFH system under partial
band interference parameterized by SNR, 4, and p is given by

C(SNR,5,p) = pCo(5 - SNR) + (1 — p)Co(SNR).  (17)

4. SIMULATION RESULTS

In this section, the performance of the symbol error rate (SER) of the
proposed STC-CFFH system and the OFDM systems are evaluated
by simulations.

The simulations are carried out over a frequency selective
Rayleigh fading channel with partial band jamming. An Alam-
outi space-time coding system with two transmit antennas and one
receive antenna is applied to the proposed STC-CFFH system. We
assume perfect timing and frequency synchronization, as well as un-
correlated channels for each antenna. The total number of available
subcarriers is K = 256 and the number of users is U = 16; therefore
each user is assigned 16 subcarriers.

We consider the performance of three systems: (i) A conven-
tional OFDM system, (ii) an STC-OFDM system, and (iii) the pro-
posed STC-CFFH system. For systems (i) and (ii), each user trans-
mits on 16 fixed subcarriers. In system (iii), each user transmits on
16 pseudo-random secure subcarriers. We assume the jammer inten-
tionally interferes 8 contiguous fixed subcarriers per user.

Figure 2 depicts the SER versus SNR over frequency selective
fading with SIR equal to 0dB. Due to the secure subcarrier assign-
ment, the proposed STC-CFFH system outperforms the STC-OFDM
and OFDM systems. The pseudo-random secure subcarrier assign-
ment randomizes each users’ channel occupancy at a given time,
therefore allowing for multiple access over a wide range of frequen-
cies. We also notice that at high SNR levels, the performance limit-
ing factor for all systems is the partial-band jamming. Interference
suppression methods can be included in the system design to further
reduce the affect of jamming, however such methods may compli-
cate the system design.

In Figure 3, the SER versus the jammer occupancy (p) is eval-
uated with SNR = 15dB and SIR = -5dB for the STC-CFFH and
STC-OFDM systems. Recall the jammer occupancy is the fraction
of subcarriers that experience interference. As the jammer occu-
pancy ratio approaches full jammer occupancy (p = 1), STC-CFFH
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Fig. 2. Comparison of the SER over frequency selective fading chan-
nel with partial-band jamming. Number of subcarriers K = 256,
number of users = 16 and SIR = 0dB.

and STC-OFDM systems increase in SER as expected. However,
the STC-CFFH outperforms the STC-OFDM system at full jammer
occupancy. Note, the spectral efficiency of the proposed STC-CFFH
system is the same as the corresponding OFDM system.

5. CONCLUSIONS

In this paper, a spectrally efficient anti-jamming space-time coded
collision-free frequency hopping system is presented and evaluated
in the presence of partial-band jamming. The STC-CFFH system
is based on the OFDM framework and the secure subcarrier assign-
ment scheme. The secure subcarrier assignment ensures at the start
of each new symbol period, each user hops to a different set of sub-
carriers in a pseudo-random manner and each user always transmits
on non-overlapping sets of subcarriers. The pairwise error probabil-
ity is derived for the STC-OFDM system under frequency selective
fading and partial-band jamming. Analysis and simulation exam-
ples are provided to demonstrate the effectiveness of the proposed
STC-CFFH system. As an effort to meet the increasing demand for
highly reliable and capacity reaching wireless communications, the
proposed scheme can be applied directly to commercial and military
applications.
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