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ABSTRACT

This paper presents a novel lossless data hiding technique
for electronic inks. The proposed algorithm first computes
the analytical ink-curve function for each stroke as a set of
smoothly concatenated cubic Bezier curves. During
embedding, a set of data carrier points on the ink-curve are
computed, perturbed and inserted back into the original
point array together with some marker points. In extraction,
data carrier points are identified and compared with their
original positions in order to decode the secret message.
Through experiments, we demonstrate that significant
mount of secret message can be embedded and the ink-
curve computed from the marked ink data closely resembles
the original ink-curve.

Index Terms— Authentication, Bezier curve, data
hiding, electronic ink, lossless, Tablet PC

1. INTRODUCTION

The advent of Tablet PCs has given birth to a new and
emerging data type named “ink”. With “ink”, Tablet PC
users can preserve their electronic handwriting in ink format
and none of the original handwriting features are lost. The
electronic ink need not be converted to text or images in
order to be saved, sent, resized or otherwise manipulated by
pen-based applications or exported across different
platforms.

As the world is moving towards electronic automation,
the electronic inking technology is getting popular with
stronger software support and it gradually replaces our

traditional way of writing in various verticals of our life, e.g.

in education and healthcare industry. However, similar to
other digital media types such as image and videos,
electronic inks can be easily tampered without any traces
left. This affects people’s confidence in using electronic
inks especially when security is needed. In this paper, we
consider protecting the raw electronic ink data through
lossless data hiding for several reasons: 1) the protection is
self-contained as the protection data can be seamlessly
integrated with the raw ink data with little perceptional
differences; 2) hybrid image authentication systems of data
hiding and cryptography have been demonstrated to be
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highly secure [4-6]; 3) the original ink data can be
recovered hence the temporal features are preserved.

To the best of our knowledge, this is the first lossless
data hiding work proposed for electronic inks. Several
related early works either embeds secret message into image
curves on a map [3] or into parametrically represented
curves such as non-uniform rational B-spline (NURBS)
curves [1, 2]. These methods are designed either for
fingerprint tracing or copyright protection. Very often, the
cover media is required to decode a hidden message, which
makes them inapplicable to the authentication scenarios
where the cover media is not present.

This paper is organized as follows. Section 2 describes
our parametric ink-curve representation as smoothly
concatenated cubic Bezier curves. Section 3 describes the
embedding and extraction algorithms. Section 4 shows some
experimental results and section 5 concludes this paper.

2. INK CURVE REPRESENTATION

A raw ink stroke typically consists of a discrete set of points
{Pn= (x4, yu), for 1<n<N} sampled from the trajectory when
the stylus pen travels on a digitizer surface. Our proposed
algorithm employs a piecewise cubic Bezier curve [7]
model to represent the ink-curve. The unknown off-curve
Bezier control points are computed by iteratively
reinforcing smoothness constraints at the locations where
two consecutive curve pieces segments meet. In the
following section, we describe the steps in greater details.

2.1. Piecewise Cubic Bezier Curve

A cubic Bezier curve is defined on a third-order
Bernstein basis and each curve segment is associated with
two off-curve Bezier control points whose relative positions
determine the curve shape. As illustrated in Fig. 1, if we
join every two consecutive segment points with a cubic
Bezier curve segment and the overall ink-curve

f(¢)=(x(¢),»(t)), where ¢ is a continuous variable, can be
written as
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Fig. 1 An ink curve ‘S’ as smoothly concatenated cubic Bezier curves, (a) Raw ink as a discrete set of segment points; (b) The
computed Bezier control points and the corresponding ink-curve; (¢) An enlarged view of the n™ cubic Bezier curve
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where s, (1)=Yb,,Z, (¢)is the n" piece of cubic Bezier
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{b,, =[60.607) the
corresponding Bezier control points and the cubic Bernstein
basis for the n” piece is defined as
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and ¢, <---<¢, <---<t, are the variables that satisfy

f(z,)=s,.(z,)=s,(z,)=np, 3)

Since f(¢) is continuous, the on-curve Bezier control points

curve, for 0<i<3 denote

are b, =p, and b, =p, . By evaluating the left-side and

right-side derivatives of f(¢) at¢,, we obtain
f,(tn_) =S, (tn ) = 3(b3,n71 =by, )/(tn _tnfl)
t'(t7) =5 (t,)=3(b,, = by, )/ (. ~1,) )
or equivalently

bzi,n-] = bsi,n-] —f’(t;)x(tn _tn—] )/3

)
bl,n = bO,n + f'(tr-:- )X (tn+1 _tn )/3

2.2. Off-Curve Bezier Control Points

To analytically represent each curve segment, we need to
determine the off-curve Bezier control points {b;, , b,,}.
Equation (5) shows that b, and b, are computable from

d; = f'(t;)x(tnﬂ _tn) and d;+1 = f'(t;ﬂ)x(tnﬂ =1,

f’(z*) , f’(tn’ﬂ) and ¢, —¢, are all unknown, d’ and d

n

Since

n+l

cannot be directly computed. Assuming the ink-curve is C*-
smooth (i.e. up to second-order derivatives are continuous)
at each joint where two curve segments meet, we can

approximate d; and d, in the following steps:

Step 1: Initialize the ratios {r, =(z,, -¢,)/(t, ~t,,) =1};

Step 2: With known {r,}, based on the right-side and the
left-side sliding windows of p, respectively, the

estimates of {d’.d | can be obtained from a
regularized least square solution [8] by employing a
second-order Taylor’s approximation;

Assume perfect C'-smoothness condition is met at
each joint, update the ratios using

d;|/

where ||| denotes Frobenius norm;

Step 3:

d,

r, =

(6)

Step 4: Repeat step 2 and 3 until the ratios {r,} stabilizes.
Experimentally, we found that the change of {r,}
sharply reduces for a few initial iterations and
gradually stabilize to a low-level for all 20 test ink
strokes we captured from a digitizer;

Step 5: Based on the refined {r,} and a central sliding

window of p, Wwe compute {d* d

n? " n+l

}asa

regularized least-square solution;

Step 6: Compute {b,, , b,,} using equation (5).

(a) (b)

Fig. 2 Computed Ink Curves; (a) Raw Ink Strokes and (b) the
Corresponding Ink-Curves

With {bg, by, b2, b3,,} computed for 1<n<N, all curve
segments are known analytically. A large number of raw ink
strokes are used to display ink-curves based on the steps
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above. In all cases, our method generates visually pleasing
smooth curves from a limited number of raw ink points and
Fig 2 shows two such examples.

3. EMBEDDING AND EXTRACTION
3.1. Embedding

Marker also ending
segment point
''''''''''''''''''''''''''''''''''''' i}';—?

Perturbed data

carriers \ /
7
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Zoom in__y

N Original data
carriers
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Fig. 3 Embedding in a curve segment

A secret message is embedded in several steps: selection of
embeddable curve segments, evaluation of data carriers,
perturbation and insertion of perturbed data carriers into the
original point array. Heuristic rules are designed to first
select a set of embeddable curve segments with large arc-
distance. As illustrated in Fig. 3, for each selected segment,
we then compute a set of data carriers {q;} on the curve to
divide the curve segment evenly and the minimum straight-
line distance between two consecutive data carriers is no
less than a certain threshold /. To embed a secret message
{w;}, we first partition it and map it into a sequence of unit-
length perturbation vectors {u;} through a pre-defined

lookup table and the perturbed data carriers {(1/.} is derived
by q, =q, +au,, where « is a scaling factor controlling the

perturbation strength. The perturbed data carriers are then
inserted back into the point array of the original ink. Besides
the data carriers, for each embeddable segment, we also
insert a unique marker point to signify the end of an
embedding stream and this marker is chosen to be identical
to the ending segment point as illustrated in Fig. 3.

3.2. Extraction

In extraction, compatible heuristic rules together with
detection of the marker points are used to separate the

embedded data carriers {q, } and the original points. Based

on the original point array, we re-compute the original ink-
curve as well as the original set of data carriers {qj} . By

subtracting {q,} from {q,}, we derive a sequence of

scaled perturbation vectors and the secret message is
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decoded from these perturbation vectors using the same
lookup table as in the embedding process.

3.3. Payload, Distortion and Parameter Selection

The payload, i.e. the amount of secret message that can
be embedded, depends on both the total number of data
carriers as well as the number of bits D that each data carrier
can carry. The total number of data carriers is proportional
to the total arc length of the embeddable curve segments and
inversely proportional to /. With total arc-length fixed for a
given cover ink, the smaller / we choose, the denser the data
carriers, hence the larger the payload. Another important
parameter is the scaling factor « , which is usually chosen
large enough to withstand some practical distortions, e.g.
quantization error due to limited precision but not too large
to affect fidelity of the original curve.

——
Original perturbation

vector with magnitude &
I >
Distortion vector with
magnitude emay

—>
Extracted perturbation
vector

° Original data
carriers

. Further distorted
" data carriers

Perturbed data
carriers

Fig. 4 Worst distortion scenarios for perturbation vectors: (a)
Maximal angular distortion and (b) maximal magnitude distortion

Area of distortion

A cover ink
curve

---% Aggregate distortion vector with maximal magnitude d = +e_,

X

® Original data carriers @ Perturbed and distorted data carriers

Fig. 5 A worst angle distortion scenario for a tiny straight-line
segment bounded by two adjacent data carriers

Assuming the practical distortion e on the perturbed data
carriers is bounded by e, the lower bound of o can be
computed to ensure successful extraction under two worst
distortion scenarios of perturbation vectors shown in Fig. 4.
Practically, we choose « to be close to its lower-bound
value in order to have least ink-curve distortion. With «
selected, we study another worst distortion scenario is in Fig.
5, where the maximal angular distortion A& of a tiny
straight-line segment bounded by two consecutive data
carriers can be computed. It is usually desirable to constraint
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Fig. 6 Data hiding in “ok” ink where black dots denote the segment points; (a) Cover “ok” ink as a discrete set of points; (b) Marked “ok”
ink after embedding 282 bits with 94 data carriers and 14 markers inserted (=0.002, /=2); (c) Marked “ok” ink after embedding 1380 bits
with 460 data carriers and 14 markers inserted (e=0.002, /=0.5); (d), (e) and (f) are ink-curves of (a), (b) and (c) respectively

A to be smaller than a threshold A8 in order to ensure

that no noticeable zigzags can be observed on the marked
ink-curve, especially at the smooth curve region. A@  can

be selected through perceptional study. From this distortion
scenario, we can determine the lower bound of parameter /
based on ey, and the predefined oz and A, .

4. EXPERIMENTAL RESULTS

Experimentally, we have tested the proposed lossless data
hiding technique with more than 100 handwriting ink
strokes captured from a digitizer. In all cases, the embedded
pseudo-random messages are correctly extracted and the
cover inks are losslessly recovered. Fig. 6 shows an
embedding example for the cover ink “ok”, where =0.002
is chosen and A6, =1°. The angle of each perturbation

vector is used to encode 3 secret bits (D = 3), which
correspond to 8 equal-size angular zones defined in the
lookup table. From the results, we can see that significant
amount of bits can be embedded and the payload is largely
dependant on /. A smaller / typically results in much denser
data carriers and significantly increased payload. In both
cases (/=2 and [=0.5), the marked ink-curves closely
resembles the original ink-curve. Since people usually see
the ink-curves instead of the raw ink data, little human-
perceptible distortions have been introduced to the ink-
curves even if a large number of points have been inserted.

With a similar framework to [6], the security of this
lossless data hiding technique can be enhanced by the
existing public-key infrastructure (PKI) to secure integrity
of electronic inks from malicious tampering.

5. CONCLUSION

In this paper, we have presented a novel lossless data hiding
approach for electronic inks through insertion of data-
carrier points into the original point array of a cover ink. We
first compute the ink-curve as a set of smoothly
concatenated cubic Bezier curves by iteratively reinforcing
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a smoothness constraint at the joints. Experimental results
show our method tends to generate visually pleasing smooth
ink-curves. Once the ink-curve is known, a set of data-
carrier points on the ink-curve are evaluated, perturbed and
inserted back into the original points array to carry the
secret message. As the embedded points can be extracted
and the original ink data can be restored, lossless data
hiding is achieved. With properly selected parameters,
results of the data hiding experiment show that large amount
of secret data can be embedded and at the same time, the
marked ink-curves still closely resemble their original
curves.
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