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ABSTRACT

Copy-move forgery is a specific type of image tampering,

where a part of the image is copied and pasted on another part

of the same image. In this paper, we propose a new approach

for detecting copy-move forgery in digital images, which is

considerably more robust to lossy compression, scaling and

rotation type of manipulations. Also, to improve the compu-

tational complexity in detecting the duplicated image regions,

we propose to use the notion of counting bloom filters as an

alternative to lexicographic sorting, which is a common com-

ponent of most of the proposed copy-move forgery detection

schemes. Our experimental results show that the proposed

features can detect duplicated region in the images very ac-

curately, even when the copied region was undergone severe

image manipulations. In addition, it is observed that use of

counting bloom filters offers a considerable improvement in

time efficiency at the expense of a slight reduction in the ro-

bustness.

Index Terms— Digital Forensics, tamper detection, copy-

move forgery, duplicated region detection

1. INTRODUCTION

Powerful digital media editing tools made it possible to pro-

duce good quality forgeries for almost anyone. One of the

specific type of forgeries, which is the main interest of this pa-

per, is copy-move forgery, that can be done very easily by us-

ing the tools such as Cloning in Photoshop. This type forgery

usually aims to cover an unwanted scene in the image, by

copying another scene from the same image, generally a tex-

tured region, and pasting it onto the unwanted region. In Fig.

1, an example of copy-move forgery can be seen, where the

leaves of the trees are duplicated to remove a person from the

image. Therefore, the goal of copy-move forgery detection

techniques is detecting the duplicated image regions. How-

ever, these regions might not be the exact duplicates, since the

tamperer could use retouching tools, add noise, or compress

the resulting image. Furthermore, in real life copy-move forg-

eries, it is very likely for the copied and moved image part to

Fig. 1. Left is the original, right is the tampered image.

be subjected to slight rotation, scaling, or blurring for bet-

ter blending purposes. Hence, a copy-move forgery detection

technique should be robust to such operations as well.

One direct approach to this problem is proposed by Fridrich

et al. [1], which essentially performs an exhaustive search by

comparing the image to every cyclic-shifted versions of itself.

Since this approach requires (MN)2 steps for an image sized

M ×N , it is not practical. The same authors also proposed to

use the autocorrelation properties of the image to detect the

duplicated regions. Although this method is more efficient

as compared to exhaustive search, it requires the duplicated

region to be impractically large to perform reliably.

Another approach for detecting copy-move forgeries is

the block-matching procedure, which first divides the image

into overlapping blocks. The aim of this approach is to de-

tect connected image blocks that were duplicated, instead of

detecting the whole duplicated region. Since the copied re-

gion would consist of many overlapping blocks and moving

the region means moving all the blocks by the same amount,

the distance between each duplicated block pair would be the

same. Therefore, the decision of forgery can be made only

if there are more than a certain number of duplicated image

blocks within the same distance and these blocks are con-

nected to each other.

One of the challenges here is to find the robust represen-

tations for the image blocks, so that the duplicated blocks

can be identified under modifications. Several authors pro-

posed to use different features for this purpose. Fridrich et

al. extracted DCT coefficients, which are known to be robust
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to certain modifications that include (low-pass) filtering and

compression [1]. Later, in [2], Popescu and Farid proposed to

apply principal component analysis to obtain compact repre-

sentations for the blocks. These representations were also ro-

bust to additive gaussian noise as well as medium level JPEG

compression. In a similar manner, Li et al. extracted features

by applying singular value decomposition to low frequency

wavelet transform bands [3].

Another challenge is detecting the duplicated block pairs,

which would expected to have same/similar features, in a rea-

sonable time. Since brute-force search would be computa-

tionally very expensive, in [1], [2], and [3], the authors pro-

posed to lexicographically sort the feature vectors, so that

blocks with similar features would follow each other.

In this paper, we propose to extract features from the im-

age blocks by using Fourier-Mellin Transform (FMT). These

features would not be only robust to lossy JPEG compression,

blurring, or noise addition, but also known to be scaling and

translation invariant. In our experiments, we first used lexico-

graphic sorting method and we compare the robustness of our

features with the ones utilized in [1], and [2]. Furthermore,

we attempt to reduce the detection time by using counting

bloom filters, instead of lexicographic sorting.

The rest of the paper is organized as follows. In Section 2,

we give a brief summary of the proposed features. In Section

3, we explain the different detection schemes, and in Section

4, we describe the decision process. The experimental results

and our discussions are given in Sections 5 and 6, respec-

tively.

2. ROTATION SCALE AND TRANSLATION
INVARIANT FEATURES

Unlike the previous works in the area, we assume that the

tamperer would scale, rotate and/or blur the image part be-

fore pasting it over to reduce the visual artifacts. Therefore,

the utilized features should be insensitive to those operations

as well. It should be noted that, the tamperer can only af-

ford to slightly rotate, scale or blur the duplicated image re-

gion. Aside from visual intactness considerations, since the

type of traces introduced by these modifications depend on

the strength of the modification, various other tamper detec-

tion techniques could be effectively used for their detection.

In this paper, we rely on the properties of Fourier-Mellin

Transform [4], which includes translation, scaling, and rota-

tion invariancy. These properties of FMT were previously

exploited in the context of watermarking to combat against

desynchronization attacks due to geometric transformations

[5]. To achieve these properties, we first divide the image into

b × b overlapping blocks. Consider a block i(x, y) and its ro-

tated, scaled, and translated version i′(x, y) where i′(x, y) =
i(σ(xcosα + ysinα) − x0, σ(−xsinα + ycosα) − y0) and

(x0, y0), σ and α indicates translation, scaling and rotation

parameters respectively. The following procedure is applied

to the blocks:

* Take the fourier transform of the block. This will en-

sure that the transform is translation invariant.

|I ′(fx, fy)| = |σ|−2 ∣
∣I(σ−1(fxcosα, fysinα),

σ−1(−fxsinα + fycosα)) (1)

* Re-sample the resulting magnitude values into log-polar

coordinates.

|I ′(ρ, θ)| = |σ|−2 |I(ρ − logσ, θ − α)| (2)

* Project the log values onto 1-D

g(θ) =
∑

j

log(|I(ρj , θ)|) (3)

Here we only compute g(θ) for θ ∈ [0o, 2o, ..., 180o]

* Add two halves of g(θ) together.

g1(θ′) = g(θ′) + g(θ′ + 90o) (4)

* Quantize the values of g1(θ′) and obtain 45 features.

Essentially, these features are invariant of translation and scal-

ing but not rotation. To obtain rotational invariancy one should

consider every cyclic shift of the feature vector but since the

number of blocks is very large this cannot be realized. There-

fore, our feature vector is expected to be only scale and trans-

lation invariant; however, the experimental results showed

that these features are invariant to rotation to small degrees

as well.

3. DETECTION SCHEMES

For detecting duplicated regions, the blocks that yield the

same and/or similar feature vectors have to be determined.

In this section, we describe two methods for this purpose.

3.1. Lexicographic Sorting

After obtaining a feature vector for each block as described in

Section 2, a matrix A is constructed by inserting the feature

vectors into the matrix in a way that the rows of A would cor-

respond to the blocks and columns would indicate the feature

vectors. For an image of size M × N , matrix A would have

(M−b+1)x(N−b+1) rows and F columns, where F is the

number of features. Note that if the two blocks in the image

are very similar, their feature vectors and the corresponding

rows in matrix A would be similar as well. The detection can

be done by lexicographically sorting the rows of A matrix, so

that the features of the duplicated block pairs will come suc-

cessively. This step would require MNlog2(MN) steps. For

example, for an image of size 1000x1000, it would take 106

steps which would be computationally very expensive.
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3.2. Counting Bloom Filters

To improve the efficiency of detection step, we propose to use

counting bloom filters as followed, which essentially com-

pares the hashes of features as opposed to features themselves.

This is realized as following.

• Form an array K with k elements which are all zero

initially.

• Hash the feature vector fi of each block such that each

hash value will indicate an index number in the array

K.

• If the feature vectors of two blocks are identical they

would give the same hash value yielding same index

value, increment the value of the corresponding ele-

ment in K. That is,

h = hash(fi) (5)

K(h) = K(h) + 1 (6)

We assume any element of array K that is higher than 2 indi-

cates duplicated block pairs.

One can imagine this scheme would require the duplicated

blocks to be exactly same, and the resulting image to be saved

without any compression. Although we chose our features to

overcome this problem, we don’t expect these scheme to be

as robust as lexicographic sorting, due to the fact that lex-

icographic sorting scheme requires the duplicated blocks to

have similar feature vectors only. On the other hand, these

approach would reduce the computational time significantly,

since the hashing and forming the array K will be executed

at the same step as feature extraction. So the only compu-

tation time added by this scheme will be due to finding the

elements which has value more than 2, at a complexity of

O(length(MN)).

4. FORGERY DECISION

Finding the duplicated blocks is not enough for deciding the

forgery, since most of the natural images would have many

similar blocks. There should be more than a number of con-

nected blocks within the same distance to make such a deci-

sion. We can calculate the distance between the two blocks

that are detected to be the duplicated pairs, as described in

Section 3, ai and aj , whose starting positions are (xi, yi) and

(xj , yj) respectively, as follows:

dx(i, j) = |xi − xj | , dy(i, j) = |yi − yj | (7)

Note that in the lexicographically sorting scheme, ai and aj

would correspond to the blocks which were coming succes-

sively in matrix A, and in the bloom filter scheme, ai and aj

would indicate the blocks whose feature vectors yielded to the

same hash value. To measure how many blocks are detected

as duplicates within the same distance, a distance vector D is

constructed. The values of D are set to zero initially. When a

distance between two blocks are calculated, the correspond-

ing index value of D is incremented by one :

D(dx, dy) = D(dx, dy) + 1 (8)

Any value of D(dx, dy), which is more than the threshold TH
indicates the blocks that are copied and moved along the same

distance. If these blocks are connected to each other, then a

decision of forgery can be made.

5. EXPERIMENTAL RESULTS

In our experiments, we tampered several images by copying

and pasting one image block over another, in the same im-

age. We also downloaded several images from the Internet.

In the first set of our experiments, we have extracted FMT

features and by using lexicographic sorting we analyzed the

performance of the proposed scheme. We also implemented

the methods, described in [1], and [2] and compared the ro-

bustness of these three methods. We used b = 16 as a block

size and we slide the blocks one pixel each time. We assumed

that the smallest size of duplication would be at least 32x32.

In this case, there would be (32−16+1)x(32−16+1) = 289
connected duplicated blocks. Considering the modifications,

we chose our preset threshold TH to be 150.

Fig. 2 displays the results for the images, where no modi-

fication is applied on the copied and moved image region and

the images were saved under high quality JPEG compression.

The methods based on DCT coefficients, and Eigenvalues that

are obtained by principal component analysis, gave similar re-

sults for these images as well.

Table 1. Performance Results

Manipulation Type FMT DCT Eigenvalues

JPEG 20 40 50

Rotation 10o 5o 0o

Scaling 10% 10% 0%

In the second set of our experiments, we have copied and

moved a small block of size (32x32) in Lena image. We ob-

tained a set of images by saving this image with various JPEG

quality levels. We have also obtained images by rotating and

scaling the copied block before pasting. One can see the com-

parison of performance results for the three methods in Table

1. The values in this table indicate upper limits where the

methods can successfully detect the forgeries under the mod-

ifications. Here, we see that our features are very robust to

JPEG compression and forgeries can be detected even if the

forged image is saved at JPEG quality factor 20. The method

can also detect rotations of up to 10o while DCT coefficients

are successful up to 5o and Eigenvalues are not sensitive to
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Fig. 2. Each row represent different images and for each row the first

column is the original image, second column is the forged image and the last

column is the detection result with our algorithm. Third and fourth images

are taken from [2].

rotation at all. We can also see that FMT and DCT features

are insensitive to scaling up to 10%-scaling while Eigenvalues

can not detect scaling at all. (see, Fig. 3).

In the third and last set of our experiments, we have used

counting bloom filters in the detection step. So far we have

tested this scheme only on JPEG compressed images. Fig.

4 displays the results for the scheme when the forged image

is compressed under JPEG quality factors of 90, 80, 70 and

60. One can see that, with this form, the detection is robust to

quality levels of 70 or more. For quality factor 60, since the

number of connected blocks did not reach the threshold value

we set, the forgery decision is not made by the system.

We have also compared the computation times for the two

detection schemes. For a 200x200 Lena image, while lexi-

cographic sorting step takes 25 seconds, the scheme based on

counting bloom filters take only 2 seconds. Hence, to utilize

the computational advantage, the quality of the image has to

be first determined prior to testing. If the image is not heav-

ily compressed counting bloom filters offers a computational

advantage; otherwise, lexicographic sorting should be be pre-

ferred.

6. CONCLUSION

In this paper, we studied the problem of copy-move forgery

detection. To detect the forgeries under the modifications, we

proposed to use FMT features which are invariant to scaling

Fig. 3. Shown are the detection results for tampered Lena images. First

image has no operation, second saved with JPEG quality of 20, the copied

area in the third image scaled 5% and it is rotated 5o in the forth image.

Fig. 4. Shown are original image, tampered image and detection results for

JPEG compression with 90,80,70 and 60 respectively.

and translation. Our experimental results show that we can

detect copy-move forgery very accurately even if the forged

image is rotated, scaled or highly compressed. We compared

the robustness of our method with the previously proposed

schemes which use DCT coefficients and Eigenvalues as fea-

tures, and we showed that our method is more robust to var-

ious types of processing. We also presented a new detection

scheme that make use of counting bloom filters. We have seen

that while this detection scheme improves the efficiency, the

robustness of the method is reduced. Our experiments for all

schemes is going on for additive gaussian noise and blurring

type of operation.
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