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ABSTRACT

Biometric matching decisions have traditionally been made based
solely on a score that represents the similarity of the query biometric
to the enrolled biometric(s) of the claimed identity. Fusion schemes
have been proposed to benefit from the availability of multiple bio-
metric samples (e.g., multiple samples of the same fingerprint) or
multiple different biometrics (e.g., face and fingerprint). These com-
monly adopted fusion approaches rarely make use of the large num-
ber of non-matching biometric samples available in the database in
the form of other enrolled identities or training data. In this paper,
we study the impact of combining this information with the existing
fusion methodologies in a cohort analysis framework. Experimental
results are provided to show the usefulness of such a cohort-based
fusion of face and fingerprint biometrics.

Index Terms— cohort analysis, multi-modal biometrics, classi-
fier fusion

1. INTRODUCTION

Biometrics refers to the measurement and analysis of physical and
behavioral traits of humans [1]. Such an analysis is often directed
towards the goal of verifying or determining the identity of humans.
Biometrics provide a more authentic alternative to establish identity
as compared to passwords, ID cards, etc. which can be stolen or
passed on to others fairly easily. A biometric characteristic should
have the following characteristics for it to be truly useful in real sce-
narios:

e Universality (every person should have the biometric),

e Uniqueness (every person’s biometric signature should be dif-
ferent from others),

e Permanence (the biometric should be invariant over time),

e Collectibility (an easy, quick, inexpensive, non-intrusive way
to acquire the biometric),

e Acceptability (acceptable to people),
e Difficult to circumvent (spoof-proof), and
e low underlying system errors (FAR, FRR, etc).

No matter how good a matching algorithm is, it may not be possible
for a single biometric to have all the mentioned desirable proper-
ties. This has led to the rise of research in multi-biometric systems
that rely on fusing information from multiple biometric evidences.
Fusion of multiple biometric characteristics has been shown to in-
crease accuracy while decreasing the vulnerability to spoofing [2].
In addition, use of multiple biometrics provides a better coverage
of population to deal with situations like indistinguishable unimodal
biometric characteristic (like illegible/indistinguishable fingerprint).
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Biometric fusion research so far has concentrated on fusing mul-
tiple (independent) biometrics, multiple samples of the same bio-
metric and fusing matching scores for a single biometric sample ob-
tained using multiple matching algorithms. Not much has been done
to fuse vast number of non-matching biometric samples available in
the database in the form of other enrolled biometrics and training
data. The earlier works that make use of non-match templates have
mostly been restricted to unimodal biometrics like speech [3] and
fingerprint [4].

In this paper, we extract and combine information from the non-
matching templates in a multi-biometrics framework. In cohort anal-
ysis [4], neighbors for each enrolled identity are identified as the
pre-processing step. In the absence of a suitable statistical model
for biometrics like face and fingerprints, the neighbor (cohort) se-
lection is performed based on the raw similarity scores as provided
by the available matcher. No assumption whatsoever is made on
the nature of the biometric or matching algorithm. Given a query,
it is compared not only with the claimed identity but also with the
neighbors (cohort) of the claimed identity. The final similarity score
is determined by combining the similarity score of the query with
the claimed identity and its cohort. For multi-biometrics scenar-
ios, the fusion of biometric characteristics can be performed either
before cohort determination or late fusion after computing cohort-
normalized scores independently for the multiple biometrics. Ex-
perimental evaluation shows that both the fusion strategies perform
significantly better than direct fusion of raw similarity scores from
the matcher.

1.1. Organization of the paper

The rest of the paper is organized as follows. The following section
describes related literature on biometric fusion. Section 3 provides
an insight into the cohort formulation for biometric fusion. Section 4
describes the proposed cohort-based approach to combine multiple
biometrics for improved matching performance. Results of experi-
mental evaluation performed to test the approach are shown in Sec-
tion 5. The paper concludes with a brief summary in Section 6.

2. PREVIOUS WORK

There exists a large number of techniques for fusing biometric char-
acteristics. Fusion has been performed at feature level, matching
score level and decision level [5]. Kittler et al. [6] evaluated several
fusion rules on frontal face, face profile and voice biometrics. Jain et
al. [7] examine the effect of different score normalization techniques
on the performance of a multimodal biometric system. Snelick et
al. [8] compare combinations of several different normalization and
fusion rules for matching level fusion of face and fingerprint bio-
metrics. It was observed that though fusing biometrics perform bet-
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Fig. 1. A typical verification system. A matcher determines the
similarity score s between two biometrics. The decision is made by
comparing the similarity score with a suitable pre-set threshold 7.

ter than unimodal systems, the performance gain is limited by the
high performance of the unimodal systems. Ross and Jain [9] fuse
face, fingerprint and hand geometry features for biometric verifica-
tion. Their experimental results indicate that the sum rule performs
better than the decision tree and linear discriminant classifiers.

3. COHORT ANALYSIS

Most biometric matching approaches make verification or identifi-
cation decisions based purely on the similarity of the query with the
enrolled biometric samples of the claimed identity (Fig. 1). The sim-
ilarity is usually determined based on the distance of the query from
the enrolled biometrics as determined by matching algorithm. To
perform well, such approaches expect the biometric classes to be
reasonably compact (around the available sample for each enrolled
identity) with respect to the inter-class distances, and similarly dis-
tributed. When the class distributions vary across identities, the ver-
ification threshold (Fig. 1) may turn out to be too stringent for a few
classes while too lenient for others. Additionally, biometric classes
may not be isotropically distributed around the available sample(s)
in feature space, making it difficult to even set a good threshold sep-
arately for each class. The performance of biometric systems gets
particularly affected in situations when there are significant pecu-
liarities that are not modeled by the matching algorithm. For exam-
ple, illumination or pose variations in face, scanner quality in fin-
gerprint, phone/microphone quality for speaker verification, etc. If
the matching algorithm is unable to factor out these peculiarities ef-
fectively, the raw similarity scores obtained are dependent on these
factors. This increases inter-class similarity scores while decreasing
the intra-class ones.

Potentially these situations can be dealt with if the knowledge of
class distributions is available. In most practical scenarios, learning
these distributions is infeasible with just a few (often just one) sam-
ples per enrolled identity. It is in these situations that one can make
use of large number of non-match biometric samples already present
in the database. Normalizing the raw similarity score of the query
with the claimed identity using its similarity with the neighbors of
the claimed identity provides a sense of class distributions and nor-
malizes for any unwanted peculiarities involved in raw similarity
computation. Such a score normalization using neighbors of the
claimed identity is termed as cohort analysis and has been shown to
improve biometric matching performance significantly in unimodal
scenarios [4]. In this paper, we build on our previous work [4] and
perform biometric fusion in a cohort analysis framework to reap the
benefits of the availability of multiple evidences and the non-match
templates in the database for improved matching performance.

It is worthwhile to note that the cohort analysis differs from other
popular techniques like Z-norm (zero normalization). These tech-
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niques are often based on the hypothesis that the output scores of
each biometric class follow normal distribution which is not the case
with cohort analysis [4]. Z-norm scheme normalizes each query us-
ing same impostor mean and variance (can be different for each en-
rolled identity but does not depend on the query). Unlike Z-norm,
cohort analysis normalizes each query differently based on its simi-
larity with the impostors of the target identity.

4. COHORT-BASED BIOMETRIC FUSION

In this section, we describe the proposed cohort analysis framework
for biometric fusion using example of face and fingerprint fusion.
Therefore, each biometric identity is characterized by a fingerprint
and a face. It is assumed that we have access to matcher(s) that can
provide fingerprint and face similarity scores. No assumption what-
soever is made on the nature of features or representation used or
the goodness of the matching algorithm(s). All the similarity scores
are normalized to lie in the range [0, 1] by subtracting the minimum
score in the database and dividing by the maximum one for each
modality.

4.1. Cohort-based normalization

In cohort analysis framework for biometric matching [4], the simi-
larity of a query with the claimed identity is computed as the ratio
of its raw similarity with the claimed identity divided by the raw
similarity with the cohort of the claimed identity w, i.e.,

s(z,w)

Q)
Here s(x, w) is the similarity score of the query with the cohort. The
raw similarity with the claimed identity can directly be determined

using the available matcher. Assuming the cohort set to be of size &,
s(z,w) is determined using the following max-rule

Ls(zwt)), @

where {s(z,w"), s(z,w?),...,s(z,w")} is the set of similarity
scores of the query with the cohort w’’s for the enrolled identity
w.

Biometric fusion in this framework can be performed in the fol-
lowing two different ways.

s(z, @) = max{s(z,w"), s(z,w?),..

e Late fusion: In this scheme, the two (can be more) biomet-
rics are treated independently for cohort normalization and
the combined score is obtained by fusing the final cohort-
normalized scores of individual biometrics as follows

St(z,w) = f(S1(z,w), S2(z,w)) 3)

Here, S¢(x,w) denotes the final combined score of the two
biometrics and f is a fusion function like simple sum rule
or product rule. Si(z,w) and Sz(x,w) denotes the cohort-
normalized scores of the two individual biometrics as deter-
mined using (1). Quite clearly, one can use such a scheme for
more than two biometrics.

e Early fusion: An alternative approach is to perform early
fusion by combining the raw similarity scores before cohort-
normalization. In early fusion, the raw similarity score s(z, w)
in (1) is replaced by the corresponding fused raw similarity
score as follows

Sf(iL'ﬂU):f(81($7w)782(1'7’w)) (4)



Here, s¢(x,w) is the fused raw similarity score and s1(x, w)
and sz (x, w) are the raw similarity scores for the two biomet-
rics. Scores {s(z,w'), s(x,w?),...,s(z,w")} in (2) are
also replaced by the corresponding fused scores in a simi-
lar fashion. Using these combined raw similarity scores, the
final cohort-normalized score is obtained using

S¢(z,w) = s1(@,w) (5)

sf(z,w)’

Experimental results indicate that both these schemes signifi-
cantly outperform simple fusion of raw similarity scores.

4.2. Cohort selection

The described normalization scheme assumes knowledge of cohort
(neighbors) for each enrolled identity. Though one can potentially
use all available samples in the database as the cohort set, a large
cohort set will make the proposed normalization scheme extremely
inefficient. Therefore, as a pre-processing step, we need to deter-
mine cohort for each enrolled identity. Cohort can be chosen from
a separate training data or from the enrolled identities themselves as
done in this paper. For each enrolled identity, we compute its neigh-
bors based on a combination of its face and fingerprint biometrics.
The scores from the two modalities are combined using the simple
sum rule, which is a simple addition of the scores obtained from
the two modalities. Other combination rules we used included the
product rule and L2-norm of the two dimensional similarity vector
(one dimension for face similarity and other for fingerprint). A pre-
selected suitable number (10 in our experiments) of closest neigh-
bors for each enrolled identity are selected based on the combined
similarity measure. This corresponds to early fusion of biometrics
for cohort selection. For late fusion scheme, one can select separate
cohort sets for each biometric independently.

5. EXPERIMENTAL EVALUATION

We present the results of experimental evaluation performed to show
the efficacy of the proposed cohort-based biometric fusion approach.
We present biometric fusion results using a combination of early and
late fusion alternatives described in the previous section. Fingerprint
and face modalities are combined in our fusion experiments. We
combine face and fingerprints from different datasets and associate
them with each other to create a virtual multimodal face-fingerprint
biometric dataset. The PIE dataset [10] is used for facial data while
FVC 2002 [11] DBI (Set A) database is used for fingerprints.

5.1. Database and matching algorithms

The FVC 2002 fingerprint dataset consists of eight fingerprints each
of 100 different subjects. There is a significant variation in the qual-
ity of the eight copies of the same print. The raw similarity scores
are computed using the NIST Fingerprint Image Software 2 [12].
The Bozorth 3 matcher included in the software is a minutiae-based
matcher. The PIE face database consists of 68 subjects with vari-
ations in illumination, pose and expression. We use only the illu-
mination part of the PIE dataset in our experiments. There are 21
images of each subject in 21 different illumination conditions. The
face recognition approach proposed in [13] is used to generate the fa-
cial similarity scores. The combined bimodal dataset we create con-
sists of 68 subjects with 8 copies of face-fingerprint signatures for
each. For each verification experiment, one face-fingerprint sample
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per identity is enrolled in the gallery while the remaining 7 samples
per identity are used as queries. Therefore, there are 68 X 7 genuine
pairs while 67 x 68 x 7 impostor pairs in each experiment.

5.2. Performance evaluation

Fig. 2 compares performance of the proposed cohort-based fusion
approach with the simple raw similarity score based fusion. The
fusion is performed using the simple sum rule for both raw and
cohort-normalized scores. In the early fusion scheme, cohort se-
lection is performed on the two biometrics jointly. In the late fusion
scheme, cohort selection and cohort-based normalization for the two
modalities is performed independently followed by fusion of cohort-
normalized scores using the simple sum rule. As shown in Fig. 2,
though fusion of raw scores performs worse than fingerprint by it-
self, both early and late cohort-based fusion schemes show signifi-
cant performance improvement. The bad performance of the raw fu-
sion is probably due to the poor performance of the face signatures.
Interestingly, cohort-based approaches are able to account for this,
thereby improving the overall fusion performance. We also perform
fusion of raw scores using weighted sum rule giving higher weight to
fingerprint similarity scores. As shown in the figure, though weighted
sum rule improves the performance of raw fusion, the performance
is still much worse than the cohort-based fusion schemes.
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Fig. 2. Receiver Operator Characteristic (ROC) curves showing the
verification performance of the proposed cohort-based biometric fu-
sion approach. Simple sum rule is used to fuse both raw and cohort-
normalized scores. (Best viewed in color)

Fig. 3 and Fig. 4 shows the genuine-impostor score distributions
for the two modalities and fusion approaches. There is a big over-
lap in genuine and impostor score distributions for the face modality
(Fig. 3) leading to bad verification performance which negatively af-
fects the raw similarity score based biometric fusion (Fig. 4). This
leads to a verification performance which is worse than using finger-
print alone for matching. On the other hand, the proposed cohort-
based fusion scheme nicely separates the genuine and impostor dis-
tributions leading to good matching performance.

We also evaluate the biometric fusion performance using the
product rule. In the product rule, the [0, 1]-normalized scores from
the two modalities are multiplied to obtain a combined score. For
cohort-based fusion, this amounts to using product rule-based com-
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Fig. 3. Genuine and impostor score distributions of the raw similar-
ity scores for face (left) and fingerprint (right) modalities
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Fig. 4. Genuine and impostor score distributions of the fused simi-
larity scores using raw similarity scores (left) and proposed cohort-
based fusion approach.

bined similarity for cohort selection and cohort-based normalization.
Fig. 5 shows the verification performance obtained in this experi-
ment. As shown in the plot, the raw score-based fusion performs
much better than it did using the simple sum rule in the previous ex-
periment. The proposed cohort-based fusion again performs signif-
icantly better than raw-similarity based fusion and only fingerprint
based similarity measure.

6. SUMMARY

In this paper, we combined popular biometric fusion techniques with
cohort analysis to improve biometric matching performance. Unlike
existing multi-biometrics approaches, the proposed approach utilizes
the information present in the form of large number of non-match
biometric samples present in the database, resulting in matching per-
formances significantly better than those of the existing techniques.
Both early and late fusion schemes in the cohort framework show
much better performance than direct fusion of the similarity scores.
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