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ABSTRACT

It is well known that a non-zero secrecy capacity of the wire-
tap channel is only possible when the legitimate receiver is
less noisy than the wiretapper. This work shows that user
cooperation is an efficient solution to this limitation. In par-
ticular, the four-terminal wiretap relay channel is considered
in our work where several cooperation strategies, that enable
secure communication, are constructed and the correspond-
ing rate-equivocation regions are characterized. Of particular
interest is the novel noise forwarding strategy which estab-
lishes the deaf helper phenomenon. Here, the relay is able to
facilitate secure communication over the main channel while
being totally ignorant of the transmitted message. The gain
offered by the proposed strategies is proved theoretically and
validated numerically in the additive white Gaussian noise
(AWGN) channel. Overall, our work establishes the utility
of user cooperation in facilitating secure communication over
wireless channels.

Keywords: cooperation, wiretapper, relay, secure com-
munication

1. INTRODUCTION

Most, if not all, of the cryptosystems widely used nowadays
are based on the unproved difficulty of solving some mathe-
matic problems. For example, the RSA scheme is based on
the assumption that it is difficult to factorize big prime num-
bers. These systems are only computational secure since the
proper operation of these system depends on the difficulty of
solving some mathematical problems and the limited compu-
tation ability assumption of the wiretapper. With the rapid
developments of computing technologies and algorithm de-
sign techniques, cryptosystems that are based on assumptions
of enemies’ computation ability and unproved mathematical
problems will eventually be outdated.

The strong notion of information theoretic security was
introduced by Shannon [1]. Perfect information theoretic se-
crecy requires I(W; Z) = 0, which means that the signal Z
that the wiretapper receives provides no further information
about the message W sent by the source than its a prior in-
formation about W. The model in [1] assumed that the trans-
mission is noiseless, hence the signal Z that the wiretapper re-
ceives and the signal Y received by the legitimate destination
are identical with the signal X. Under this model, Shannon
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proved a negative result stating that perfect secrecy requires
the entropy of the private key K, used to encrypt the mes-
sage W, to be larger than the entropy of the message, that is
H(K) > H(W). Taking the channel uncertainty into consid-
eration, Wyner introduced the wiretap channel in [2]. In this
model, a source wishes to transmit confidential messages to
a destination while keeping the message as secret as possible
from a wiretapper, who has unlimited computation ability and
knows the coding/decoding scheme used in the main channel.
Wyner characterized the trade-off between the information
rate to the receiver and the level of secrecy, as measured by
equivocation, under the assumption that the wiretapper chan-
nel is a degraded version of the main channel. In particular,
Wyner showed that the secrecy capacity (i.e., perfectly secure
rate) is nonzero. Csiszar and Korner [3] extended this work
to the broadcast channel, where the source sends a common
message to both the receiver and the wiretapper, and a confi-
dential message only to the receiver. They showed that if the
main channel is less noisy than the wiretap channel, it is pos-
sible to achieve a positive perfect secrecy capacity. The relay
channel with confidential messages was studied in [4], where
the relay node acts both as wiretapper and helper. The source
sends common message to the receiver under the help of the
relay node, but sends a private message to the receiver while
keeping it secret from the relay.

This paper investigates the role of user cooperation in en-
hancing network security. This work is stimulated by the fact
that the conditions in [2, 3], such as degradedness, less noisy
or more capable, are not always true. In this situation, the
perfect secrecy capacity of the channel is zero, implying the
infeasibility of secure communication. Here, we show that
that a relay (helper) node can play a critical role in facilitating
secure communication under this assumption. In our model,
contrary to [4], the relay node is a trusted partner different
from the wiretapper. Therefore, this model generalizes the
relay channel [5] and the wiretap channel [2].

2. MODEL

We consider a discrete relay wiretap channel consisting of fi-
nite sets X7, X, Y, V1, Vo and a transition probability distri-
bution p(y, y1, y2|T1, T2), as shown in Figure 1. Here, X7, X
are the channel inputs from the source and the relay respec-
tively, while ), V1, Vs are the channel outputs at the receiver,
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the relay and the wiretapper respectively. We consider the
memoryless channel, hence the channel outputs (v;, y1,i, y2,i)
at time ¢ only depend on the channel inputs (z1;,x2,;) at
time ¢. The source wishes to send message W7 € W,

XZ
ﬂ»| Encoder l—X~>| P YLy, |x,,x2)|—Y>| Decoder l—W>
v, [
~

Fig. 1. The relay wiretap channel.

{1,2,---, M} to the destination. An (M, n) code consists
of the following elements: 1) a stochastic encoder f,, at the
source that maps the message w; to a codeword x; € A7,
2) a relay function at the relay node that maps the signals
(y1,1,Y1,2, - ,Y1,i—1) received before time 4 into the chan-
nel input x5 ;, using the mapping ¢;: (Y1,1,Y1,2,---,Y1,-1) —
X2 i, 3) adecoding function ¢: Y™ — W;. The average error
probability of a (M, n) code is defined as

P = Z ﬁPr{qﬁ(y) # w1 |wy was sent}. 1

w1 EW1

The equivocation rate at the wiretapper is R. = + H(W1[Y3).

The rate-equivocation pair (R1, R.) is said to be achiev-
able if for any € > 0, there exists a sequence of codes (M, n)
such that for any n > n(e), we have

1
Ry = =logy M, 2)
n
Pl < e 3)
1
7H(W1|Y2) Z Re — €. (4)
n

We further say that the perfect secrecy rate R, is achiev-
able if the rate-equivocation pair (R, R;) is achievable.

3. COOPERATION STRATEGIES

Due to space limitation, we limit our discussion in this sec-
tion to the Decode and Forward (DF) and Noise Forwarding
(NF) schemes. In [6], we derive an outer bound on the rate-
equivocation region and characterize the region achieved by
Compress and Forward (CF) cooperation. Interested readers
can also refer [6] for the proofs of the theorems in this paper.

3.1. Decode and Forward

In DF cooperation, the relay node will first decode codewords
from the source and then cooperate with source to send secret
messages to the destination. The basic idea is that after de-
coding, the relay and the source can beam-form toward the
destination to enable a larger rate gain in the main channel
than the wiretap channel.

Theorem 1 The rate pairs in the closure of the convex hull of
all (Ry1, R.) satisfying

R < Hlin{](Xl,Xz;Y),I(Xl;Yl‘XQ)},
R. < Ry, (5)
Re < min{I(Xl,X2;Y)7I(X1;Y1‘X2)}—I(Xl,XQ;YQ),

p(z1,x2) are achievable in the relay wiretap channel when
the relay node uses DF scheme.

3.2. Noise-Forwarding

When the source-relay channel is very noisy, it becomes the
bottleneck in the DF scheme. In this section, we design
a novel scheme which facilitates perfectly secure communi-
cation without requiring the relay to listen to the message
transmitted by the source (i.e., deaf relay). The enabling ob-
servation is that, in the wiretap channel, besides its own in-
formation, the source should send extra codewords to con-
fuse the wiretapper. In our setting, this task can be done
partially by the relay node. Hence, the relay node can help
the transmitter without even attempting to listen to the trans-
mitted message. Here, we assume that the noise codebook
used by the relay is known everywhere. With NF, the re-
lay wiretap channel reduces to a compound MAC channel,
where the (source/relay)- receiver link is the first MAC chan-
nel and (source/relay)-wiretapper link is the second one. Fig-
ure 2 shows the rate region of these two MACs for a fixed
input distribution p(z1)p(z2). In the figure, we let the source
rate be R, and the relay rate be R,. From this figure, we
can see that if the relay node doesn’t transmit, it is impossi-
ble for the source to transmit any confidential message, since
R1(A) < R;:(C). On the other hand, if the relay and the
source coordinate their transmission and operate at the point
B, we can achieve equivocation rate R., which is strictly
larger than zero. This illustrates the main idea behind the NF
scheme.

R, Main channel

wiretapper

R,

Fig. 2. The compound MAC of the relay wiretap channel.

The following theorem characterizes the achievable rate-
equivocation region of this scheme, when I(X7;Y|X5) <
I1(X1;Ys|X3), i.e., the channel between the source and the
wiretapper is better than the channel between the source and
the destination (a situation of primary interest to this paper).
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Theorem 2 The rate pairs in the closure of the convex hull of
all (Ry, R.) satisfying

R < I(X1;Y]Xo),

R, < Ry, (6)

R < min{I(Xo;Y),  (Xo;YalX1)} + [(X1;Y|Xo)
—1(X1, X2;Y2),

Jfor some distribution p(x1, 2, Y1, Y2,y) = p(y1, Y2, y|T1, T2)
p(x1)p(x2), are achievable.

4. THE AWGN CHANNEL

In this case, the signal seen by each receiver is given

i =Y hixi+ 2,
i#]

here h;; is the channel coefficient between node ¢ and node 7,
and z; is the i.i.d Gaussian noise with unit variance at node
j. The source and the relay have average power constraint
Py, Ps respectively. We know that if h2,, > h?, and there is
no relay, it is impossible for the source to send confidential
messages to the receiver, no matter how large the power P;
is. Hence Ry = 0. On the other hand, if the relay node can
join in the transmission, we can get positive perfect secrecy
rate under some conditions even when h2, > h?,. In the
following, we consider the case h2,, > h?;, hence the secrecy
capacity of the channel without relay is 0. In this paper, we
use Gaussian input distribution to obtain an achievable lower
bound (characterizing the optimal input distribution is beyond
the scope of this work).

First consider the DF scheme, and we let Xo ~ A (0, 5P2),
X109 ~ N(0, P), where N'(0, P) means Gaussian distribution
with zero mean and variance P. Also, let

X1 =aXs+ X0, @)

where ¢y is a constant to be specified later. This equation
means that, besides injecting new information through X,
the source also spends some of its available energy in cooper-
ating with the relay to do beam-forming toward the receiver
at each block. To satisfy the average power constraint at the
source, we require c23P, + P < P;. Here, 0 < 8 < 1
is the part of the available power that the relay uses to trans-
mit. Since in the DF scheme, the relay decodes the codewords
sent by the source, hence, it is possible for them to do beam-
forming toward the receiver while cancelling out the signal at
the wiretapper. This could be done by appropriately choosing
the parameter c¢;. Straight forward calculation shows that

1
I(X1; 7] Xe) = §log2(1 + h2,.P),
1
(X1, X5;Y) = 5 1ogy(1 + (hsacs + hra)?BPy + h2,P),
1
I(X17X2; Yg) = 5 10g2(1 + (hswcl + hrw)2ﬂP2 + hzwp)

Hence, we have R; pr = max min{R; ., Rs .}, where
, 5 , ,

yC1,

e = = O ’
L 2 82 1+ (hswC1 + hrw)26P2 + hgwp
1 1+ (hsac1 + hra)?BP> + h2,P

RQ e ™ 5 10g2 ( )
’ 2 1+ (hswcl + hrw)QﬁP? + h’ng

For the NF, we let X7 ~ N(0,aP;), Xo ~ N (0, 8P),
where 0 < a < 1,0 < 8 < 1. Here X7, X5 are independent,
and hence, we have

I(X1;Y|Xs) = %10g2 (1 n ahidH),
I(X1, X2;Y) = I(X1, Xo; Y2)
_ }10g2 ( 14 ah?,Py + BhZ,Ps )
2 1+ ah2, P, + Bh2,Py)’
[(Xo: Yol X1) + I(X1: Y| Xa) — (X1, Xo: Ya)
1 log, ((1 +h2,8P)(1+ hidapl)).

T2 14 ah?, P, + h2,,P;

Hence, we have

1
max min {5 log, (1 + Ozhfdfﬁ) , ®

o,
1 ( L+ ah?,P + Bh2,P; )

)
2 ®2\1 { an2, P, 1 G2, Ps

L ((1+h3wﬁPz)(1+h§daP1)>}
1o .
222\ 14 ah2, P+ (h2, P,

RsNnp =

In the following, we consider the amplify and forward co-
operation scheme (we did not consider this scheme is the dis-
crete case since, in general, it does not lend itself to a single
letter characterization). In this scheme, the source encodes
its messages into codewords with length M L each and di-
vides each codeword into L sub-blocks each with M sym-
bols, where L is chosen to be sufficiently large. At each sub-
block, the relay sends a linear combination of the received
noisy signal of this sub-block so far. For simplicity, we limit
our discussion to the simple case with M/ = 2. In this case,
the source sends X (1) at the first symbol of each sub-block,
the relay receives Y1(1) = hs-X1(1) + Z1(1); At the sec-
ond symbol, the source sends aX1(1) + $X;(2), while the
relay sends vY7 (1). Here «, 3,y are chosen to satisfy the av-
erage power constraints at the source and the relay. Thus, this
scheme allows beam-forming between the source and relay
without requiring the relay to fully decode.

Writing the signal received at the destination and the wire-
tapper in matrix form, we have Y = H1X; +Z, Y, =
H>X, + Zo, where

- hsd 0
Hl o |: Bhsd + 'Yhsrh'rd ahsd :| ’
_ hsw 0
= { Bhow + Ahorhrns aha ] ©

Xy = [Xl(l)a X1 (2)]Ta zZ= [Z(1)7 ’Vhrdzl(l)—,_Z(Q)]TaZZ =
[Z2(1), YhrwZ1 (1) + Z2(2)]T . Hence, the channel under con-
sideration can be viewed as an equivalent standard memory-
less wiretap channel with input X; and outputs Y, Y, at the
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destination and the wiretapper respectively. Then, based on
the result of [3], an achievable perfect secure rate is 1(X1;Y)—
I(Xl; Yg)

Choosing Gaussian input with covariance matrix E{X X"}
PI, we get the following achievable perfect secrecy rate

1. |det{PH,HT + E{ZZ"}}]
Roap = )
AP e (1798 T e E{ZZT Y
_1 lo ‘de'[{,PHQH%1 + E{ZQZ%}H
4082 [det{E{Z2Z1}}|
1 |det{ PHH! + A}detB|
= 1 10
B, 11982 | G PHL T + Bldeta] )
where
T 10
A= { 0 L+79°hiy ]’B [ 0 1+9%h%, ]

and the maximization is over the set of power constraints:
(1+a?+ %P < 2P, 72(h2,P+1) < 2P;.

Figure 3 shows the achievable perfect secrecy capacity of
various schemes when we put a source at (0, 0), a destination
at (1, 0), a wiretapper at (0, 1), and a relay node at (x,0). We
let P, =1, P, = 8. In generating this figure, we assume that
in addition to path loss, each channel also has an independent
phase fading, that is h;; = d;"e7%, where 0;; is uniformly
distributed over [0, 27). We assume that before transmission,
the source knows the phase of 0., 054, 0,-4, but doesn’t know
Osws Orp. Since dgg = dgy, the perfect secrecy capacity of
the wiretap channel without the relay node is zero, no matter
how large the power the source has.

The random phase will only affect the performance of
schemes that depend on beam-forming between the source
and the relay (i.e., DF and AF). Consider the DF scheme, and
let ¢ in (7) be dyeifra=0sa) where d; is a real number. In
this way, the signals of the source and the relay will add up
coherently at the destination, but not at the wiretapper since
Osw, O are independent with 6,4, 0,.4. To satisfy the average
power constraint at the source, we need d23P, + P < P;.
Straight forward calculation shows

gl )
Rspr = Jnax, min {510g2(1 + |her|P) — Ry,
1
5 logy (1 + (|hsaldy + |hra|)2BPs + |hsal*P) — Rw}7 (11)

where R, = %Ego"waerdagsdaerw { 10g2 (1+(|hsw‘2d%+|hrw|2+

201 | By | 08 ) 3P + |h5w|2P) } in which 6 = 6, +

ard - esd - erw-

Similarly, we can get the perfectly secure rate achieved by
the AF scheme under this channel model.

The gain offered by the three proposed cooperation strate-
gies is evident in the figure. Moreover, it is shown that when
a > 1 the DF scheme doesn’t offer any benefits since the bot-
tleneck is at the relay node. But both NF and AF still offer
positive gains. Finally, we wish to stress the uniqueness of
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Fig. 3. The achievable perfect secrecy capacity for various
schemes in the Gaussian relay wiretap channel with phase
fading.

the NF strategy in the sense that 1) it does not require the re-
lay to listen to the source transmission and 2) it only offers a
performance gain in the presence of the wiretapper.

5. CONCLUSIONS

Here, we established a novel utility of user cooperation in fa-
cilitating secure communication in wireless networks wire-
tappers (eavesdroppers). Towards this end, we constructed
several cooperation strategies for the relay wiretap channel
and characterized the corresponding achievable performance.
Our analysis, and numerical results, showed that the proposed
schemes offer non-zero secrecy when the wiretap channel is
more capable (less noisy) than the main channel. Of particu-
lar interest is the proposed noise forwarding strategy which
shows that the relay can help in creating a secure source-
destination link without listening to the source signal.
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