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ABSTRACT

This paper deals with the watermarking of audio speech sig-
nals which consists in introducing an imperceptible mark in
a signal. To this end, we suggest to use an amplitude modu-
lated signal that mimics a formantic structure present in the
signal. This allows to exploit the time—masking effect occur-
ring when two signals are close in the time—frequency plane.
From this embedding scheme, a watermark extraction method
based on nonstationary linear filtering and matched filter de-
tection is proposed in order to recover information carried by
the watermark. Numerical results conducted on a real speech
signal show that the watermark is likely not hearable and in-
formations carried by the watermark are easily retrievable.

Index Terms— Watermarking, Time—warping signal pro-
cessing, Time—frequency analysis.

1. INTRODUCTION

Today’s digital media have opened the door to an information
era where the true value of a product is generally dissociated
from any physical medium. While it enables a high degree
of flexibility in its distribution, the commerce of data without
any physical media raises serious copyright issues. Data can
be easily duplicated turning piracy into a simple data copy
process.

In order to secure the identity of the owner of a media, a
solution consists in hiding digital-subcodes inside data since
no physical media can be used for this purpose. This prob-
lematic is generally referred as watermarking [1]. The main
rules in watermarking context are :

e The watermarking should not be discernible from the
media in order to keep the integrity of the media.

* The watermarking should be easily retrievable. Pro-
viding a priori, the inserted watermark should be re-
covered as well as the digital-subcodes carried by the
watermark.
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» The watermarking should be robust to attacks (i.e. com-
pression or noise insertion) since these phenomenons
often occur in media transmissions.

In this paper we propose a watermarking procedure that
attempts to exploit the time—frequency region available be-
tween two formants. We suggest to use, for the watermark, an
amplitude modulated signal whose carrier frequency is mod-
ulated according to the modulation law of a formant. In this
way, the time-frequency content of the watermark follows the
time-frequency content of the formant. This allows to put
the watermark signal very close to the formant. As will be
seen, this embedding strategy makes the watermark likely not
perceptible from an acoustical point of view. The recovery
of the watermark is ensured by nonstationary linear filtering
and matched filtering method. Numerical results show that
the watermark can be easily recovered as well as the coded
sequence carried by the watermark.

The paper is organized as follows. Section 2 is devoted
to a short presentation of the time—warping signal processing
concept. Based on this concept, a new watermarking proce-
dure is proposed in Section 3. Numerical results presented
in Section 4 illustrate the benefits of the proposed technique.
Concluding remarks are given in Section 5.

2. TIME-WARPING SIGNAL PROCESSING
CONCEPT

2.1. Non-unitary Time-Warping Operators

Let x(t) € L?(R) be a squared integrable signal. The set of
unitary time—warping operators {W, w(t) € C!, (t) >0 :
z(t) — (Wzx)(t)}, is defined in [2] by

(Wa)(t) = [t (w(t)) , (D)
where w(t) stands for the derivative of the warping func-
tion w(t) with respect to ¢. Properties of this transformation

include linearity and unitary equivalence since the envelope
|1b|1/ 2 preserves the energy in the signal at the output of W.
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In what follows, we deal with a modified version of time—
warping operators that does not fulfill the unitary equivalence
property anymore.

We define the class of non—unitary time—warping opera-
tors by the set {WV, w(t) € C, w(t) > 0: x(t) — (Wax)(t)}
for which

v

Wa(t) = /Rx(t’)é(w(t) —t')dt’ (2)

Because w(t) > 0, w(t) exists, we can define the in-
verse projector by

Wa(t) = /]R z(t)o(w () —t') dt’ 3)

2.2. Time-warping convolution operator

The stationary convolution operator applied on z(t), h(t) €
L?(R) is given by

£(t) < h(t) = / £(t') h(t' — ) dt’ @

From this definition, it is natural to ask whenever the convolu-
tion operator has an equivalent expression in the time warped
space. We define the time warping convolution operator by

2(t) S () = W ((Wx(t’)) * h(t)) 5)

where w=|(<') stands for the time—warping convolution opera-
tor along the warping function w(t). Using Equ. 2, Equ. 3,
Equ. 4, some straightforward algebra manipulations lead to

o) 00 = [ o) D0 (w0 - w @) ' 6)

2.3. Time-warping filter

From Equ. 2, one can show that any signal z(¢) of the form
x(t) = exp(2imfow(t)), fo € R is transformed via non—
unitary time—warping operators into

Wz (t) = exp(2ir fo w (w(t)) )
= exp(2i fot) (8)

which is a pure harmonic signal with frequency f,. One can
exploit this stationarisation effect to design efficient time—
varying filters. Let hi (t) be the impulse response of a lin-
ear time—invariant highpass filter, and hfc (t) be the impulse
response of a linear time—invariant lowpass filter. Both filters
are designed to have a cutoff frequency equal to f.. Using
the time—warping convolution operator defined in Equ. 6, we
define z1 (t) and 2L (¢) by

“E B (1), ©)

eE(t) = o(t) "5 hE (2). (10)

2 (t) = z(t)

Then, Equ. 9 and Equ. 10 define a non—stationary filtering
procedure for which

e(t) = fowl(t) (11)

is the time—varying cutoff frequency of the time—varying fil-
ter.

3. TIME-WARPING-BASED
AUDIO-WATERMARKING

3.1. Watermark embedding

w(t)
Warping function

a(;r)l(;J)Zﬂ'fot :I’.TYL(t)
Watermark Watermarked
signal
x(t)
Signal

Fig. 1. Watermark embedding procedure.

The proposed watermarking embedding scheme is depicted
in the Fig. 1. Roughly speaking, the embedding of the wa-
termark is carried out in two steps. First, the watermark is
matched to the specificity of the audio signal by means of
adapted warping operator. Then, the watermark is added to
the original signal.

Human hears are sensitive to frequency—spread signals,
which are interpreted as shuffle [3]. For this reason we sug-
gest to use a watermark m(t) that belongs to the class of fre-
quency coherent signals expressed by

m(t) = a(t) 2™t fy e RT (12)
where a(t) is assumed to be a positive slowly time—varying
signal. This class of signals is concentrated around the carrier
frequency fo.

In the proposed method, the rule of insertion of the wa-
termark is based on the fact that two close signals with simi-
lar instantaneous frequency laws are very similar in an audi-
tive point of view [3]. Therefore one can exploit this time—
masking effect by choosing an area, on the time—frequency
plane, where the watermark is designed to mimics some fre-
quency concentrated component which is present in the sig-
nal. In what follows, we denotes by the term “masking com-
ponent” such component. In the case of speech signals, a nat-
ural choice for the masking component is to select a formant
that has a long enough time—duration.

Let f(t) be the model of a formant described by

F(t) =ap(t) 21Ot ¢ [t ty],t; <t (13)
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In order to exploit the masking effect provided by the masking
component f(t), the time—warped watermark YWm(t) should
be as close as possible of the formant in the time-frequency
plane. Therefore, we define the time—warped watermark by

v

Wmn(t) = a(w(t)) 2™ @O+ et 1], (14)
where ¢ € R is the frequency shift of the watermark. The
choice of € depends on a trade—off between the separability
of the watermark and performances of the masking effect. If
¢ is too large, the masking effect decreases. If ¢ is too small,
the watermark cannot be retrieved because of the proximity
of the formant.

Beyond the stealthiness of the watermark, another topic
of the watermarking concept is the coding of some specific
information on signals. To achieve this topic, we suggest to
use the amplitude of the watermark for information coding.

Let the atom g(¢) > 0, t € [5E, Z] be a positive com-
pactly supported function for which 7" is small compared to
the time—duration of the masking component T’y — 7. Based
on this definition, we suggest to construct the amplitude of
the watermark a(t) as a superposition of time—delayed ver-
sions of the atom g(t).

The choice of the ¢(t) function can be be guided by phys-
iological aspect of the human hear. It is generally accepted
that hears are very sensitive to fast variations of signals since
they produce a large spread in the frequency domain [3]. For
this reason, we force the atom g¢(t) to be as smooth as possi-
ble which can be translated into a mathematical notation by
requiring the atom g(t) to be of class C*, the class of in-
finitely derivable functions. In the remaining of this paper we
define g(t) as a scaled version of the mother atom g, (t)

(o (H82)) - teln) )
0, t¢[-1,1],

gm(t) =

where a € R is the scaling factor. From empirical evi-
dences, we saw that for detection reasons, atoms g(t) have
to be separated each other of at least 50,, where ag is the
variance of g(t).

Let 7 be the digital information that has to be watermarked
in the audio signal which is expressed in binary by (7)2 =
ToT1 - .. Ty Where 7; are the bits of 7. Then, the amplitude
a(t) of the watermark is encoded as follows

N
a(t) = g(t — 5ioy), (16)
i=0
which is known as an amplitude modulation coding scheme.

3.2. Watermark recovery

Once a signal has been watermarked, next step is to deal with
the recovery of the watermark sequence. However, because

Tn(t) —N
Watermarked

of different aspects related to the transmission of the signal
(compression, quantization, noise, ...) this recovery is gener-
ally performed on a modified version Z,, (t) of 2, (t). In the
proposed method, the watermark is said to be recovered if the
digital information 7 has been estimated from Z,, (t) without
error. The recovery procedure is depicted in the Fig. 2 where
the symbol (%) denotes an estimation of the quantity (.). As
seen, the watermark recovery is carried out in three steps.
wi (t) = wa(t) =
[6(t) + (e — A)] ! [6(t) + (e + )]

° w]*(') w%k(-) h

RH (1) ]—i>[ . L(t)
0

signal S .

mt)
Wn(t) /. S(w(t) —t)ar’ /-y(t — Biog)dt % @ 7i
3) \ @) Estimation

of bit 7;

S

Fig. 2. Watermark extraction procedure.

First step corresponds to the extraction of the time—warped
watermark YWm(t) by means of time—warped filters (blocks
O and @®). Two time—varying filters are necessary to extract
the watermark : one highpass (block @), and one lowpass
(block @). This filtering stage defines a time—varying pass—
band filter expressed by

17)

é ¢(t) +e+ A, the upper cuttof frequency,
) ¢(t)+e—A, the lower cuttof frequency.

It is well-known that the frequency spread of a time—
varying signal around its instantaneous frequency law depends
on the regularity of its amplitude. Because the amplitude of
the watermark is of class C*, the frequency decay is faster
than any power of f. Therefore, only a small A value is nec-
essary to extract the time—warped watermark.

Second step corresponds to the unwarping of the estimated
time—warped sequence (block ®) in order to recover an esti-
mation of the original sequence m(t).

Last step corresponds to the estimation of bits 7; with
matched filtering (block @). The estimation is performed as
follows

1
7 :/m(t) g(t — biog)dt = ”i;”, i=1.N, (18)
R 0

where ||¢|| is the norm of g(t).

4. NUMERICAL RESULT

The test signal is a male utterance of the word “bingo” sam-
pled at 8 kHz. The Log—spectrogram of the test signal is de-
picted in the Fig. 3. The selected masking component is the
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formant referenced by the black arrow. The watermark is em-

o
3

Normalized frequency
5
WS ?

0 1000 2000 3000 4000
Normalized time

Fig. 3. Log—spectrogram of the test signal. Male utterance of
the word “bingo” with a sampling rate of 8 kHz.

bedded as described in Sec. 3.1. First, the data (7)2 = 010011
is used to generate the amplitude of the watermark by means
of the Equ. 16. Then the insertion zone is manually cho-
sen in order to define the warping operator used to generate
the time—warped watermark. Finally, the time—warped water-
mark is added to the original signal. Result of the watermark
embedding is shown in Fig. 4. As can be seen, the time—
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(a) Original signal (b) Watermarked signal
Fig. 4. Zoomed log—spectrogram of the original and water-
marked test signal.

warped watermark is very close to the original formant. As
expected, the frequency spread decreases very fast, thanks to
the smoothness of the amplitude of the watermark sequence.

We found the embedding strategy satisfactory since we
were not able to guess wether the signal was watermarked or
not during blind tests. In order to provide a more objective
comparison criterion, we make use of the “Auditory Tool-
box” [4] to generate auditory representations of original and
watermarked signals which is a pseudo—time—frequency rep-
resentation based on physiological aspects of human hears.
Auditory representations of original and watermarked signals
are depicted in Fig. 5. Both representations are very similar
which confirms stealthiness of the watermark.

Next step consists in the recovery of the watermark se-
quence. We tested the proposed approach on the true water-
marked signal, and on two different deteriorated versions of
the watermarked signal : the first is a MP3 compression at-
tack, and the second is an additive Gaussian noise attack with
a signal-to—noise ratio of 0 dB.

Results of the matched filtering estimation are presented
in Tab. 1. Results of the estimation step show that the water-
mark is perfectly extracted and has resisted to the MP3 attack
as well as the white—noise attack.
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(a) Original signal (b) Watermarked signal

Fig. 5. Auditory representation of the original signal and the
watermarked signal.

L 7 [nln[min 7w[mn]
True 0 1 010 1 1
No attack 0 1 010 1 1
MP3 attack | 0 1 0 0 1 1
Noise attack | 0 1 0 0 1 1

Table 1. Results of the estimation of the set {7;} by matched
filtering.

5. CONCLUSION

In this paper we have proposed a new watermarking method
for speech signals, based on the time—warping signal process-
ing concept. We have shown that it is possible to exploit phys-
iological aspects of the human hear in order to carry infor-
mation while keeping stealthiness of the inserted watermark.
Then, we have developed a complete extraction method based
on time—varying filter, time—warping operators and match fil-
tering, to recover the watermark sequence. Numerical results
show that the watermark is likely not hearable and numerical
information carried by the watermark are retrievable. Future
work will include a close study the robustness of the method
against various attacks. For real applications, another topic
is the unsupervised embedding of the watermark according to
the position of formant. This issue is left for future work.
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