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ABSTRACT

Many computer systems rely on the username and password
model to authenticate users. This method is widely used, yet it
can be highly insecure if a user’s login information has been
compromised. To increase security, some authors have pro-
posed keystroke patterns as a biometric tool for user authen-
tication; they can be used to recognize users based on how
they type. This paper introduces a novel method that applies
GMMs to keystroke identification. The major benefit of this
method is the ability to update the user’s model each time he
or she is authenticated. Therefore, as time goes on, each user
model accurately reflects the changes in that user’s keystroke
pattern. Using this method, a FAR and a FRR rate of ap-
proximately 2% was achieved. However, it should be noted
that 50% of the test subjects were the traditional ”two finger”
typists and therefore, this had a disproportionately negative
impact on the results.

1. INTRODUCTION

Undeniably, computers have become an essential part of daily
life for many people around the world. One of the main rea-
sons for this trend is that computers allow us to access infor-
mation from any part of the globe. Additionally, they allow
us to perform many functions that would otherwise require a
physical presence else where, such as banking, shopping and
some personal tasks such as online chatting and so on.

Despite their importance, computer systems are generally
protected with primitive techniques, such as usernames and
passwords. Since passwords can be stolen, accidentally re-
vealed or even cracked by dictionary programs, there has been
a great number of electronic crimes in recent years. In fact,
reports indicate that in 2002, online retailers lost an estimated
US$1.64 billion dollars in fraudulent sales and an additional
US$1.82 billion in legitimate sales that looked suspicious [1].

To prevent crime and increase security, access should only
be given to the correct users. To achieve this goal, some au-
thors have suggested the use of keystroke identification as a
method of preventing unauthorized users from accessing a
computer system [2][3][4][5]. Keystroke identification is a
biometric tool based on the principle that every person has
a unique typing pattern, similar to a hand written signature

[2][5]. Particularly, for regularly typed strings, this pattern
can be very consistent and therefore, it can be effective for
user identification. Furthermore, we argue that a person’s
keystroke pattern would be harder to duplicate than a signa-
ture because an intruder does not have an unlimited number of
tries to practice it. In a commercial system, a user who cannot
successfully log in after a predetermined number of attempts,
could be locked out from the system, therefore, limiting the
intruder’s practice time. Studies have also shown that even
among professional typists there is a great deal of variability
in the keystroke patterns [6]. This makes user forgery very
difficult.

By exploiting these keystroke patterns, we can add an ad-
ditional layer of security to the username/password model.
Even if authorized persons reveal their passwords, no unau-
thorized user can gain access to the system. This idea has
many internet-based applications, especially for online bank-
ing, email and user account protection, just to name a few. In
fact, we can completely change the username/password secu-
rity model to a model which only relies on keystroke patterns.
Aside from increased security, this model would benefit users
because they will not have to remember many different user-
names/passwords pairs for different accounts. Also, the pos-
sibility of a user forgetting their password or a user having a
password that is easy to decipher would be reduced.

In this paper, a brief review will be presented on what fea-
tures could be extracted from keystroke patterns and under
what conditions good features can be acquired. Also, a new
method for modeling these features based on Gaussian Mix-
ture Models (GMMs) is proposed. For completeness, a brief
review of GMMs is presented before describing the novel
algorithm used. Lastly, the results and conclusions are pre-
sented.

2. KEYSTROKE FEATURES

2.1. Features From Keystrokes

It has been shown that for a given user at least two unique fea-
tures can be extracted from keystroke patterns [6]. Keystroke
patterns, which are produced by the user during typing, ex-
hibit unique timing characteristics. One such characteristic is
the keystroke latencies (KL), which is the time between strik-
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ing two consecutive keys. Another characteristic (feature) is
the key down time (KD), which is the time a particular key
is held down. These features have been used in previous re-
search to produce good results in user identification.

For a string of length N , there are N − 1 KL data points
and N KD data points. These data points can be used to cre-
ate two feature vectors. Fig. 1 shows the KL and KD plot
for a particular user (one of the authors) that has typed his
name repeatedly. Fig. 1 is included to illustrate the stability
and strong correlation that exists between each of the feature
vectors, KD and KL.
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Fig. 1. Several plots of the keystroke latency (KL) and key
down time (KD) feature vectors for one user. The bold line is
the average of the vectors. The space character is represented
by “ ”.

2.2. Designing Good Features

For keystroke identification, a robust feature pattern is one
that is stable over repeated trials. To produce a stable fea-
ture pattern, the typist should be able to type the given text
without any hesitation. Strings that require the typist to stop
and think about the next letter or cause them to pause and
search for a certain key, will result in an unstable pattern. As
mentioned before, research has shown that the best results are
obtained when users type familiar text such as, their first and
last names. Such features are intuitively easy to type because
they have been used for many years. Therefore, a distinct pat-
tern can be seen when users type their name.

Another important consideration when selecting appropri-
ate text, is the number of characters. Shorter text tends to
increase classification error because it can be more easily re-

produced by others [5]. This is true because fewer number of
characters have a less complex patterns and can be imitated
more easily by imposters. The same problem exists with hand
written signatures, where short and simple signatures are of-
ten easy to copy.

In previous work, it has been suggested that no less than
ten characters should be used for keystroke identification [5].
In this work, the user is required to enter at least ten charac-
ters, which can be easily accomplished with the first and last
name of the individual. At the same time it will be said that no
additional effort was made to increase the minimum charac-
ter length, because it might be difficult or annoying for some
users to meet the requirement. This would also pose a strict
requirement if the user’s full name does not meet the mini-
mum character requirement, or if the user chooses a different
string. These factors could have a negative impact on false
acceptance rates (FAR) and false rejection rates (FRR).

2.3. Data Acquisition Model

To collect timing information, a data acquisition application
named ’KbApp’ was designed for the Windows operating sys-
tem. With this application, keystroke timing error was mini-
mized to less than 0.5 milli-seconds, with the option of reduc-
ing it to 100 nano-seconds. However, this error will not have
a significant impact on the results because the average feature
has a time value that is to the order of 100 milli-seconds.

2.4. Review of GMMs

GMMs are a well known method for modeling the probability
distribution of random events. By several weighted L dimen-
sional Gaussian functions, it is possible to closely approxi-
mate any distribution, provided that enough training data is
available. The complete GMM can be expressed by the mean
vector �µi, covariance matrix Σi and mixture weights wi as
given below:

λ = {wi, �µi, Σi}, i = 1, ...., K (1)

Using the model λ, we can obtain the the likelihood that
�x belongs to the model λ by

p(�x|λ) =
K∑

i=1

wibi(�x), (2)

where bi is given by an L-dimensional Gaussian PDF as shown
below:
bi(�x) =

1
(2π)L/2

|Σi|−1/2 exp

{
−1

2
(�x − �µ)t Σ−1

i (�x − �µ)
}
(3)

GMMs can be very effective in modeling the type of distribu-
tions found in keystroke patterns, which are shown in Fig. 1.

To verify the likelihood that a given feature vector �x be-
longs to the a model λ, the natural logarithm of the associ-
ated probability is used. This value, which we call the Log-
Likelihood (LL) is given below:

LL = log {p(�x|λ)} = log

{
K∑

i=1

wibi(�x)

}
(4)
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3. A NOVEL KEYSTROKE IDENTIFICATION
METHOD

The novel method proposed in this paper uses GMMs to model
keystroke timing information and uses the log-likelihood mea-
sure to the authenticate the user based on a threshold.

3.1. GMM Training and Verification

To produce a GMM, the user is first required to enroll into the
system by typing their full name ten times. These ten sam-
ples produce twenty feature vectors; ten KL vectors and ten
KD vectors. From these two sets of ten sample vectors, two
GMMs can be trained, one for the KD feature and one for the
KL feature. The expectation maximization (EM) algorithm
was used to train the GMMs.

Upon verification, the user is required to re-enter their full
name. From this test vector, the KL and KD feature vectors
are extracted and compared with the user’s model, which is
obtained from the enrolment session. Equation 4, is used to
calculate the log-likelihood that the test vector (�x) belong the
the given model. This result is then compared with the user’s
threshold before access is granted or denied.

The results show the statistics for the system when access
is based on using the KD feature, the KL feature and a com-
bination of KL and KD features. In the later case, the test
vector is compared with both user models (KL model and KD
model) before access is granted. Also, each time the user is
authenticated successfully, both GMM models and thresholds
are updated with the new information.

3.2. Calculating Model Thresholds

To obtain the user’s threshold, the Leave-One-Out-Method
(LOOM) is used. The LOOM is as follows: for N feature
vectors, N − 1 vectors are used to train the model and the
last vector is used to test the likelihood that it belongs to that
model, using Equation 4. This test can be performed N times,
where each time a different vector is used to test the model.
The final results of the LOOM produces N likelihood mea-
sures and can be expressed by

LLj = log {p( �xj |λ)} , j = 1, 2, .., N (5)

where λ is a GMM that has been trained with N − 1 vectors
not including the jth vector and �xj is the test vector.

These N log-likelihood results are further processed be-
fore selecting the models threshold. From these likelihood
values, the minimum value that falls within the range of three
standard deviations away from the mean is set as the model
threshold, as given below:

Threshold = min
∀j

{
LLj | (LLj − LL ) < 3σ

}
(6)

where LL is the mean and σ is the standard deviation of the
LL values obtained from the leave-one-out-method.

The model generation and threshold calculation proce-
dures are repeated every time the user has been verified so that
the model and threshold are adaptive and can change with the
user over time.

3.3. Authenticating The User

User authentication is the main goal of this work. To achieve
this, the keystroke model should be robust enough to produce
a low false rejection rate (FRR) and a low false acceptance
rate (FAR). FAR is the rate at which intruders can gain access
to a valid user’s account, and FRR is the rate at which valid
user’s are denied access to their own account. Obviously, both
these measures should be as low as possible.

In this approach, authentication is performed in two stages.
In the first stage, if the user is denied access, they are given
a second chance to entre their name. By using this method a
significant improvement was be seen in the FRR and is dis-
cussed in the results section.

4. EXPERIMENTAL RESULTS

Before presenting the results, the reader is reminded that the
number of initial training vectors used to calculate the model
thresholds was ten. Because it is desired to have an accurate
threshold based on the training vectors, the LOOM was used,
as described in Section 3.2. It has been shown that the LOOM
provides the least unbiased estimate for small databases [7].
Therefore, the model thresholds used to authenticate the users
are optimal given the size of the database.

The results for FRRs and FARs for three different cases
are presented in Table 1. It should be noted by the reader
that the algorithm should also function well in terms of FRR
and FAR, over time. The main reason for this behavior is that
the proposed method adaptively selects the threshold that best
suits the individual user, based on the LOOM. Also, the algo-
rithm has shown that using a two stage verification process
(ie. the user is given a two chances for authentication), de-
creases the FRR significantly.

To perform imposter tests, two typists were chosen to ob-
serve and imitate the other users’ typing pattern. The results
indicate an average FAR and FRR of about 2% using both
features. These figures are comparable to other techniques
however, a direct comparison with other methods cannot be
justified because in each experiment a different database has
been used. In our database, four out of the eight typists were
the traditional ”two finger” typers. We believe this led to
poor performance in both the FAR and the FRR because these
types of users do not produce a very stable keystroke pattern
and at the same time can be copied easily. Therefore, because
their finger patterns can be easily seen and imitated by the
imposter users, the FAR results presented here are skewed. In
terms of FRR, these users also do not perform well because
they have a lot of variation in their typing pattern. In fact,
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Table 1. Experimental Results for FRR and FAR
KL Feature KD Features KL&Kd Features

User FRR(%) FAR(%) FRR(%) FAR(%) FRR(%) FAR(%)
1 0 0 0 0 0 0
2 0 0 0 0 0 0
3 5.3 14.3 0 14.3 5.3 7.1
4 0 9.5 0 0 0 0
5 0 0 0 0 0 0
6 5.6 0 5.6 0 8.3 0
7 0 50 0 10 0 10
8 0 0 5.9 20 5.9 0

Average(%) 1.4 9.2 1.4 5.5 2.4 2.1

more users should be enrolled before the performance can be
fully evaluated.

This experiment obtained two features from the keystroke
data and performed three similarity tests. The combination
of the KL and KD features should produce a lower FAR and
higher FRR compared to using either of the features individu-
ally. This is due to the fact that a user must correctly produce
both features simultaneously. These trends were observed in
the results, as can be seen from Table 1. A major benefit of
this method over existing techniques is the ability to update
the user model each time as he/she is successfully authenti-
cated. Therefore, as time goes on, each user’s model accu-
rately reflects the changes in that person’s keystroke pattern.

5. CONCLUSIONS

A novel method for authenticating computer users based on
keystroke identification was presented. Upon verification, the
keystroke latencies and key hold-down times for the user’s
keyboard inputs were recorded and compared with a prede-
fined individualistic model. Access was granted if the user’s
input reached a certain threshold. A new method for calcu-
lating model threshold was also introduced using the LOOM
and log-likelihood of the feature vectors.

Ideally the FAR and the FRR should be very small with
more emphasis give to former because a security breach is
more critical than a valid user being forced to re-authenticate.
Based on this logic, the best results were obtained using both
the KL and KD features simultaneously; which produced a
FRR of 2.4% and a FAR of 2.1%.

Despite the fact that these results are based on a small
database, it has been shown by this work that GMMs can be
used effectively to identify users based on their keystroke pat-
terns. Furthermore, despite the fact that 100% classification
accuracy was not achieved, more users should be enrolled
using this approach before a definitive answer can be given
about the capability of the system. As mentioned earlier, the
results presented are skewed because of the type of users en-
rolled (50% of users were two finger typers). This technique

could be further improved to incorporate the varied nature of
the different typists.

GMMs may be used with other metrics to improve both
the FAR and FRR, or the threshold procedure can be mod-
ified to produce more accurate resutls. In future works, we
intend to investigate these areas with a larger database.
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