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ABSTRACT

This paper examines the use of different feature sets and normal-
ization techniques for a signature and password verifier. The verifier
made use of the Dynamic Time Warping (DTW) algorithm. Features
that incorporated the pen velocity were found to be the strongest
performers in tests against informed forgeries. Overall, password
verification did not perform as well as signature verification. On
average, the equal error rate for passwords was 2.7% higher than
for signatures. Most signature and password features achieved their
best performance when they were power-normalized, although nor-
malization in both time and power was sometimes beneficial as well.

1. INTRODUCTION

Variations of the Dynamic Time Warping (DTW) algorithm have
been considered for the automatic verification of handwritten signa-
tures for over 20 years. Despite the popularity of the algorithm, little
work appears to have been published on the relative strengths and
weaknesses of different features and normalization techniques. This
is most likely because the DTW algorithm can be computationally
intense, particularly if the signatures are many samples in length, or
if warping has to be performed to several reference signatures.

This paper reports a series of tests that were performed on 59
different combinations of feature sets and normalization techniques.
The best configurations were identified for signatures and handwrit-
ten passwords using both global and per-class thresholds.

2. DATA COLLECTION AND PREPROCESSING

Signatures, passwords and forgeries were collected from volunteers
using an “ePad-ink” tablet, manufactured by Interlink Electronics,
Inc. The tablet captured the pen’s x and y position, as well as the
pressure, at a 100 Hz sampling frequency. As shown in Table 1,
37 signature classes and 38 password classes were used. For each
class, a volunteer attended three signing sessions, contributing 10
signatures and/or 10 passwords each time. Passwords were gener-
ated from 9- to 11-letter English words with two letters substituted
(e.g. ‘abundances’ might become ‘atubdances’). Long passwords
were chosen because a previous study had used only 5- to 6-letter
passwords, and it was suspected that the short password length had
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Table 1. Overview of the Data Set

Signatures | Passwords
# of classes 37 38
# of genuine specimens 1110 1140
# of informed forgeries 1075 1065
% of fo%rgenes {rejected 42.3% 38.8%
by time verifier

influenced the reported error rates [1]. For both signatures and pass-
words, the strokes were concatenated and then adjusted to compen-
sate for translation and rotation variance.

At each signing session, a volunteer also attempted five informed
forgeries of another contributor’s signature, and five forgeries of a
password. The forger was shown an MPEG movie of the original
signer’s pen-tip motion. Both real-time and slow-motion movies
were available, and forgers were allowed to watch them as many
times as they wished. They were also allowed to practice as long
as desired, and to discard poor attempts. At least 20 forgeries were
collected for each class.

Many of the forgeries were of very poor quality, and could be
rejected by a simple time verifier. If p; was the mean signing time
of the signatures that comprised the genuine signature template, and
t. was the signing time of a candidate signature, the candidate was
rejected as a poor forgery unless:

—dneg < te — e < Tpos (1)

where Th,ey = 2.3 seconds and T),,s = 2.8 seconds. These values
were chosen based on a series of trials in which five-sample tem-
plates were chosen for each class. Using Treqy = 2.3 and Tpos =
2.8, the False Rejection Rate (FRR) measured across all classes was
zero for 99% of trials, and always under 0.5% for the remaining 1%
of trials. Using the simple time verifier, 42.3% of forged signatures
and 38.8% of forged passwords were rejected. Only the remaining
forgeries were considered in the subsequent experiments.

3. DTW VERIFIER

Dynamic time warping (DTW) is a simple iterative technique that
provides optimal time alignment of two signals through the mini-
mization of a distance measure. Sato & Kogure were the first to sug-
gest the technique for signature verification applications, in 1982 [2].
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Table 2. Equal error rates for signatures. False Acceptance Rate was calculated only for the 57.7% of informed forgeries that

passed the time verifier.

s L Equal Error Rates:
Rank | Description Normalization Global threshold  Individual thresholds
1 Position & velocity Power 4.54% 4.00%
2 Detrended velocity & tangential acceleration Time & Power 4.55% 3.55%
3 Velocity Power 4.63% 4.12%
4 Detrended velocity Power 4.68% 4.10%
5 Velocity Time & Power 4.96% 4.16%
6 Position & velocity Time & Power 4.99% 3.92%
7 Detrended velocity Time & Power 5.01% 4.15%
8 Detrended position & detrended velocity Power 5.02% 4.55%
9 Detrended position & detrended velocity Time & Power 5.75% 4.85%
10 Detrended velocity & tangential acceleration Power 5.81% 4.89%
11 Detrended y position & detrended y velocity Power 6.19% 5.26%
12 Position & pressure Power 6.38% 5.42%
13 Detrended velocity None 6.41% 5.44%
14 Detrended y position, y velocity & y tangential acceleration Power 6.44% 5.48%
15 Detrended y position, y velocity & y tangential acceleration | Time & Power 6.51% 5.14%

Because it offers solid performance with few user-selectable parame-
ters, DTW has remained popular since then (see, for example, [3-7]).
The DTW-based verifier described in [6] and [7] won the SVC2004
signature verification competition, which tested competing algorithms
against a common signature database [8]. Against informed (skilled)
forgeries, the winner achieved an average equal error rate of 2.89%.

Let a discretely sampled template signature with total time du-
ration N; be described by a two-dimensional feature set, x; [m} and
ye[ne], 1 < me < Ng. Similarly, a candidate signature of length N,
may be described by z.[n.] and yc[n.], 1 < n. < N.. At each
point on an Ny x N, grid, the distance measure:

d(ni,ne) =\ (@ilne] — welnd)® + wlnd - velnc)® @

is evaluated. Note that this function can be easily expanded by
adding more feature dimensions under the square root, so long as the
features are normalized in power beforehand. The best time align-
ment of the two signatures is described by a sequence i[k] of tem-
plate indices, and a sequence j[k] of candidate indices. Both i[k] and
j[k] are K samples long, and are subject to the constraints ¢[1] = 1,
i[K] = Ni, j[1] = 1, and j[K] = N.. The dynamic time warping
problem is to minimize the overall cost function [9]:

D[Ni, Ne] = min > d(ilk]. j[k]) 3)

In practice, this may be performed using dynamic programming. A
forward pass is made through the N; x N, grid to determine the
lowest cumulative cost at each point, then a backward pass is made
to trace the best path. Various representations of the cumulative cost
are discussed in References [3, 6, 9]; the one used in this study was:

D[nf - 17nc] + d(nfvnc) + P
Ding,ne — 1] + d(ne,ne) + p 4)
Dint — 1,nc — 1] 4+ d(n¢, ne)

Din¢,nc] = min

where the p term is a parameter that punishes lateral (non-diagonal)
movement through the cost matrix (set to O in this study). The only
metric retained in this study was the lowest cumulative cost after
the forward pass through the cost matrix, D[Ny, N.]. Note that no
normalization factor based on the template or candidate lengths was
applied; factors such as N; or v/ N2 + N2 were found to be slightly
detrimental to the verifier’s overall performance.

The verifier used in this study was similar to that described in [6]
and [7]. The template consisted of five genuine signatures. Two
DTW normalization factors were calculated during enrolment: the
average DTW distance between a template signature and the nearest
of the remaining templates, and the average pairwise distance among
template signatures. During verification, the minimum distance be-
tween the candidate and the five templates was calculated, as was
the average distance between the candidate and all the templates.
These distances were divided through by the template normalization
factors. They were subsequently reduced to a single number by ap-
plying principal component analysis and retaining only the principal
component. This number was then compared to a decision threshold
to determine if the candidate was judged to be valid or forged.

4. EXPERIMENTAL PROCEDURE

The experiments compared four different types of normalization: (1)
no normalization; (2) time normalization (cubic spline interpolation
to a uniform length of 500 samples); (3) amplitude scaling to a uni-
form power of 1.0; and (4) time normalization followed by power
normalization. Normalization was applied to features before DTW
was performed, and was not related to the DTW template normaliza-
tion previously discussed in Section 3.

The following features were evaluated with all four normaliza-
tion techniques: position, detrended position, velocity, detrended ve-
locity, pressure, tangential acceleration, normal acceleration, curva-
ture, y-dimension velocity (by itself), and detrended y-dimension
velocity. Jerk, the derivative of pressure, and the cumulative sum of
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Table 3. Equal error rates for passwords. False Acceptance Rate was calculated only for the 61.2% of informed forgeries that

passed the time verifier.

s L Equal Error Rates:
Rank | Description Normalization Global threshold  Individual thresholds
1 Position & velocity Time & Power 6.84% 5.76%
2 Velocity Time & Power 6.98% 5.38%
3 Detrended velocity Time & Power 7.25% 5.58%
4 Position & velocity Power 7.45% 6.31%
5 Detrended velocity & tangential acceleration Time & Power 7.75% 5.64%
6 Velocity Power 7.78% 6.37%
7 Detrended velocity Power 7.88% 6.46%
8 Detrended velocity None 8.50% 7.23%
9 Velocity None 8.56% 7.26%
10 Detrended y position, y velocity & y tangential acceleration | Time & Power 8.83% 7.34%
11 Detrended position & detrended velocity Power 9.77% 8.34%
12 Detrended y position & detrended y velocity Power 9.80% 8.79%
13 Detrended y position & detrended y velocity Time & Power 10.27% 8.93%
14 Detrended position & detrended velocity Time & Power 10.32% 8.75%
15 Position Power 10.32% 9.07%

the position signal were tested without normalization. Unwrapped
path tangent angle was evaluated with no normalization and with
time normalization. Last, the following combinations of features
were tested with power normalization, and with time & power nor-
malization: position & pressure; position & velocity; detrended po-
sition & detrended velocity; detrended y position & detrended y ve-
locity; detrended y position, detrended ¥y velocity & y tangential ac-
celeration; detrended velocity & tangential acceleration; and tangen-
tial & normal acceleration. Altogether, 59 combinations of feature
set and normalization were evaluated.

800 simulations were run for each signature class, each with a
randomly selected template of five signatures and a verification set
of 25 genuine signatures. The number 800 was chosen because it
was a good compromise between execution speed and performance
(smooth error curves and replicable results). The False Rejection
Rate and False Acceptance Rate (FAR) were calculated at 51 de-
cision threshold levels between 0.5 and 3.0 for each configuration
under test (recall that because of the DTW template normalization
factors, the average DTW cost for the template signatures was 1.0).
These FRR and FAR calculations were performed for both a global
decision threshold applied to all classes, and for individual thresh-
olds applied on a per-class basis. The curves were subsequently
upsampled using cubic spline interpolation to allow more accurate
determination of the equal error rate (EER). The EER numbers pre-
sented in this paper for individual thresholds represent the average
EER across classes, with all classes equally weighted.

5. EXPERIMENTAL RESULTS

The 15 feature and normalization techniques that performed best
for signatures and passwords are listed in Tables 2 and 3, respec-
tively. The FRR and FAR curves of the top-performing features are
depicted in Figure 1.

Password verification was found to be generally less effective
than signature verification. The best EER achieved using a global

threshold was 4.54% for signatures, and 6.84% for passwords. On
average, signature features with global decision thresholds achieved
EERs 2.7% lower than those achieved with the same password fea-
tures. Using individual thresholds, the margin was 2.4%. This result
was similar to that reported in [1], so it is clear that the use of longer
passwords was not sufficient to close the gap with signatures. The
error rates reflect the fact that the passwords were not as well prac-
ticed as the signatures. Many of the volunteers also chose to print
their passwords, and that may have rendered them more susceptible
to forgery.

While the reported error rates may seem high when compared
to other publications, it is important to remember that testing was
performed against informed forgeries rather than random forgeries
(which are simply other signers’ genuine signatures). In addition,
the many forgeries that were rejected by the simple time verifier were
not included in the error rate calculations. These forgeries were re-
moved from consideration to reduce the number of computationally
intensive warpings that had to be performed. If they had been in-
cluded in the warping experiments, they would have produced large
DTW metrics that were easily rejected, resulting in lower FAR and
EER numbers.

The features that achieved the best performance were position
& velocity; detrended velocity & tangential acceleration; velocity;
and detrended velocity. Of the twelve normalization configurations
that were tested for these features, eight ranked in the top ten per-
formers for signatures, and nine were in the top ten for passwords.
Other strong-performing features included position; position & pres-
sure; detrended position & detrended velocity; detrended y-position
& y-velocity; detrended y-position, y-velocity & y-tangential accel-
eration; and unwrapped path tangent angle. All of these occurred
at least once in the top 20 for both signatures and passwords (EERs
lower than 7.27% for signatures, and 11.52% for passwords).

The worst-performing features, regardless of the normalization
technique applied, were jerk; the cumulative sum of the position sig-
nal; the derivative of pressure; curvature; and pressure. None of

IIT - 1142



— FRR
o 09 o --- FAR j
% .
.

0.8 P 4
E 7
8 ’
< o07r , ]
g ’
% ’

0.6 - ’ B
3 ’
< ’
T 05 / B
c ’
© 1
c ’
S o4 ; B
8 2
o 0.3 // 7
I /
[0} L ’ i
® 0.2 ;
(] 7
[T 7

01 7 4

.
_ -
0 - =" L L
0.5 1 25 3

1.5 2
Decision Threshold

(a) ROC curves for signatures, using power-normalized
position & velocity and a global decision threshold

--" 7 [—FRR
--- FAR |

0.7

0.6

0.5

0.4

0.3

False Rejection and Acceptance Rates

15 2 2.‘5 3
Decision Threshold
(b) ROC curves for passwords, using time- and power-
normalized position & velocity and a global decision threshold

Fig. 1. Receiver Operating Characteristic curves.

these features ranked higher than 42 out of 59 (the best EER was
14.40% for signatures, and 19.21% for passwords).

Power normalization was by far the most important aspect of
DTW preprocessing, even for individual features (whose two di-
mensions were normalized to an equal power). Power-normalized
signals were consistently among the better performers, as is eas-
ily seen in Tables 2 and 3. On the other hand, time normalization
performed more poorly than no normalization, probably because it
helped to compensate for forgers’ slower movements. Normalizing
in both time & power typically gave results similar to power nor-
malization by itself. In some cases, including the top-performing
features of Table 3, there was a slight improvement, but most of
the time, there was a slight degradation. As an example of these
trends, consider detrended velocity. With no normalization, this fea-
ture achieved a 6.41% EER for signatures, and an 8.50% EER for
passwords. Power normalization brought these numbers down to

4.68% and 7.88% respectively, while time normalization raised them
to 10.21% and 12.00%. Combined time & power normalization was
beneficial for passwords (7.25% EER), but slightly detrimental for
signatures (5.01% EER).

Last, the use of a separate decision threshold for each signa-
ture class was beneficial. For signatures, individual thresholds per-
formed an average of 1.1% better than global thresholds, and the
margin was 1.3% for passwords. However, given that it would be
extremely difficult to determine individual thresholds in an opera-
tional system unless signers contributed many template signatures,
the global threshold EERs are more realistic numbers.

Altogether, these results should help researchers to select feature
and normalization combinations that will be most effective against
informed forgeries. Velocity-based features are most successful; in
this study, combining the position and velocity signals in the DTW
distance metric achieved the best results. In most cases, power nor-
malization of the features was most beneficial, although there were
a few cases in which normalization in both time and power yielded
slightly better results.
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