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Abstract–In this paper, a novel two-layer blind binary image
authentication scheme is proposed, in which the first layer is targeted
at the overall authentication and the second layer is targeted at
identifying the tampering locations. The “flippability” of a pixel is
determined by the three “Connectivity-Preserving” transition crite-
rions described in [4]. The image is partitioned into multiple Micro-
Blocks and the Micro-Blocks are classified into eight categories. The
Block Identifier is defined adaptively for each class and embedded
in those “Qualified” and “Self-Detecting” Micro-Blocks in order to
identify the tampered locations. The Block Identifier is defined in
such a way that any changes occurred either to the “Qualified” or
its neighboring “Un-qualified” Micro-Blocks will render the retrieved
Block Identifier di erent from the one embedded. Experimental
results validate the arguments made. Discussions on the accuracy of
localization of tamperings are provided.

I. INTRODUCTION

Authentication of digital documents has aroused great in-
terest due to many important documents are digitized and
stored, e.g., fax documents, insurance documents and personal
documents. It is becoming important on how to ensure the
authenticity and integrity of these documents? On the other
hand, the availability of the powerful image editing software
has made copying and editing an image much more easier. Au-
thentication and detection of tamperings and forgery is thus of
primary concern. Data hiding for binary images authentication
has been a promising approach to alleviate these concerns.
In the past few years, many papers proposed new tech-

niques for document watermarking and data hiding, e.g., text
line, word or character shifting, boundary modifications, fixed
partitioning the image into blocks, modification of character
features, modification of run-length patterns and modification
of halftone images [1]. Recently, several pattern-based methods
are proposed in [2][3][4][5]. Wu et al . propose to employ a visual
distortion table to assess the “flippability” of pixels in 3 × 3
blocks. Shu ing technique is applied to equalize the uneven
embedding capacity of the image. However, it is not easy to find
a good shu ing key to ensure that each block in the shu ed
domain has at least one “flippable” pixel, therefore, a larger
block size is required so that the capacity is not large. Pairs
of contour patterns are used to trace the contour to find the
data embedding locations in [3]. The Connectivity-Preserving
pattern based approach [4] handles the uneven “embeddability”
of the host image by embedding the watermark only in those
“embeddable” blocks. Small overlapping blocks are employed
to achieve large capacity.
The tampering localization and authentication for gray or

color images based on public and private key encryption
technique is reported in [6]. To the best of our knowledge, very
few papers reported in literature discuss about the problem of
tampering localization for binary images. This maybe due to
the facts that the capacity of binary images normally is not

as large as that of gray or color images and the “flippable”
pixels are unevenly distributed. Therefore, it is di cult to
identify the tampered locations. In [7], the image is divided
into multiples of 128 × 128 block and each block is shu ed.
The whole image is divided into three regions: region A is
used to store the second layer Digital Signature (DS). The
remaining region is further divided into regions B and C, where
the first level DS is computed on region C and inserted into
region B. Finally, compute the fingerprint of region B and C
and insert it into region A. It is noticed that any modifications
which maintain the parities of blocks in region A cannot be
detected. Further improvements are reported in [8], in which
the blocks are chained and the DS computed from previous
block is fed to the next block for the DS calculation. However,
the last block still su ers a parity attack and from the first to
the last block, the probability of detecting the parity attack
decreases. In addition, the all white or black uniform area does
not participate the block chaining process, which makes it easy
to be tampered.
In this paper, we propose a two-layer authentication tech-

nique for binary images. The overall authentication is achieved
in the first layer by hiding the Cryptographic Signature (CS)
of the image. The localization of tampering is achieved in the
second layer by embedding the Block Identifier (BI) in the
“Qualified” or “Self-Detecting” Micro Blocks (MBs). The total
Micro-Blocks are classified and the Block Identifier is defined
adaptively for each class. The proposed method can be applied
for binary images authentication and tampering localization.
This paper is organized as follows. The “flippability” criterion
and the block signature generation is described in Section II.
The detection of tampering location is discussed in Section
III. The experimental results and discussions are presented in
Section IV and Section V concludes the paper.

II. THE “FLIPPABILITY” CRITERION AND BLOCK
SIGNATURE GENERATION

A. The “Flippability” Criterion

Recall that in [4], the “flippability” of a pixel is determined
by three transition criterions defined in a 3 × 3 block, which
are calculated from the center pixel to its eight neighbors, i.e.,
the horizontal and vertical (V H), interior right angle (IR)
and sharp corners (C) transitions are calculated before and
after flipping the center pixel. If the transition numbers do not
change, it implies that flipping the pixel will not destroy the
connectivity between pixels and does not create extra clusters
as well [4]. This invariant feature can be utilized to locate
the “flippable” pixels in the watermarked image. Patterns that
satisfy and are excluded by the criterions are listed in Fig. 1.
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Fig. 1. Patterns that (a) satisfy V H transition, (b) are excluded by
IR transition and (c) are excluded by C transition, excluding the
patterns that di er only by rotation, complement and mirroring.
Pixels in grid represent “don’t care” pixels.

B. The Block Signature Generation

The block signature generation is proposed in [5]. Each
Micro-Block is divided into 9 regions and each region consists
of multiple Finer Blocks (FB) as is shown in Fig. 2. Each Finer

Fig. 2. The Micro-Blocks and the Finer Blocks.

Block is of sizem×n and centered at f(x, y), wherem = 2a+1,
n = 2b+1, a and b are nonnegative integers. The feature code
(fc) of the Finer Block is

fc(x, y) =

a

s= a

b

t= b

g(s, t) f(x+ s, y + t); (1)

where the weightage g(s, t)=1, 2, 4, ..., 2r 1 depends on the
locations of the pixels in the Finer Block and represents
element wise multiply. The mean value of the feature code f̄c
of the (i, j)th region is given by

f̄c(i, j) =
1

u× v

u

x=1

v

y=1

fc(x, y) (2)

where u and v denote the number of the Finer Blocks in each
region of the Micro-Block in x and y direction respectively.
The “Block Signature” (BS) for each region of the Micro-

Block is obtained by mapping the f̄c to a binary bit via a Look
Up Table (LUT), that is

BS(i, j) = LUT (f̄ c(i, j)) (3)

This mapping will create an uncertainty of 2m×n for each Finer
Block. In the proposed scheme, the size of the Finer Block is
chosen to be 3 × 3.

III. THE TAMPERING DETECTION AND
LOCALIZATION

A. Micro-Block Classification

The “flippability” of candidate pixels in each overlapping 3
× 3 block is determined by the transition criterions described
in [4]. Thereafter, the Micro-Blocks are classified into eight
categories based on the number of “flippable” pixels Nf as is
shown in Table I, where “ ” is the logical “and” operation.
The reason for classifying the Micro-Blocks based on Nf lies

in the facts that once a location is tampered, the “flippability”
condition will most probably change andNf will change. Hence,
the class which it belongs to will change as well.

TABLE I
The Classification of The Micro-Blocks

CLASS CONDITIONS
C0 the MB is all white
C1 the MB is all black
C2 (MB / {C0,C1}) (Nf = 0)
C3 (Nf 1) (Nf < T0)
C4 (Nf T0) (Nf < T1)
C5 (Nf T1) (Nf < T2)
C6 (Nf T2) (Nf < T3)
C7 Nf T3

B. The Distance Computation for Consecutive “Qualified”
Micro-Blocks

For MBs {C4, C5, C6, C7}, these blocks are named as the
“Qualified” Micro-Blocks (QMBs) which will participate the
block chaining process. The distance between two consecutive
“Qualified” Micro-Blocks is computed as follows

a) Record the index of the Micro-Block for both x and y
directions if the “Qualified” Micro-Block is the first block.
Otherwise, calculate the relative distance Dx and Dy

between the current and its previous “Qualified” Micro-
Block for vertical and horizontal directions respectively.
b) Assign “0” and “1” to sign bit Sy for the horizontal
distance Dy to be negative and positive respectively.
c) Calculate the relative distance for the horizontal direc-
tion as Dy = (Kc 1) + (Ny Kp), if (Sy = 0) (Dy >
Ny/2 ). where Ny is the number of the Micro-Blocks
along the horizontal direction, Kc and Kp are the index
of the current and its previous “Qualified” Micro-Block.

C. The Block Identifier Formation

The Block Identifier consists of Block Signature BS, the
distances between two consecutive “Qualified” Micro-Blocks
Dx and Dy, the sign bits Sy of Dy and the Inter Block Features
(FIB) between two consecutive “Qualified” Micro-Blocks. The
strategy for formulating the Block Identifier is detailed as

1) Divide the image into multiple Micro-Blocks.
2) Determine the “flippability” in each Finer Block and

compute Nf in each Micro-Block.
3) Generate the Block Signature for each Micro-Block by

setting the “flippable” locations to a fixed value, e.g., 0s,
followed the steps discussed in Section II-B.

4) Classify the Micro-Blocks into eight classes based on
Table I.

5) Compute the distance between the two consecutive
“Qualified” Micro-Blocks. While for MBs {C3}, the
Micro-Block does not participate the block chaining
process, however, the Block Signature will be embedded
for “Self-Detecting” changes.

6) Represent the horizontal distance Dy and vertical dis-
tanceDx by a fixed length binary sequence, e.g., currently
Dx = 3 bits and Dy = 4 bits are chosen respectively.

7) Generate the Inter Block Feature (FIB). The Inter Blocks
(IBs) are those blocks which lie between two “Qualified”
Micro-Blocks, i.e., IBs {C0, C1, C2, C3}. the number
of Micro-Blocks in each class, e.g., C0, C1, C2, C3 is com-
puted. The FIB consists of 3 bits by randomly mapping
the number of the minority, the number of the majority
of the IBs, and the value of the minority and majority
blocks to binary bits respectively.
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8) Form the Block Identifier. The Block Identifier defined
in Fig. 3 is given by

Fig. 3. The Block Identifier for di erent classes.

• If MB C3, BI = BS.
• If MB C4, BI = Dy BS.
• If MB C5, BI = Sy Dy Dx BS.
• If MB C6, BI = Sy Dy Dx FIB BS.
• If MB C7, BI = Sy Dy Dx FIB BS.

where “ ” denotes the “concatenation” operation.

D. The Data Embedding Process

The Micro-Blocks are employed for data hiding unit in
order to provide tampering localization information. The data
embedding process is detailed as follows

1) Divide the image into multiple Micro-Blocks.
2) Determine the “flippability” in each Finer Block and

compute Nf in each Micro-Block.
3) Classify the Micro-Blocks into eight categories and form

the Block Identifier.
4) Embed the Block Identifier on the “flippable” pixels in

each Micro-Block to enforce the odd-even feature of the
corresponding 3 × 3 blocks.

5) For MB {C7}, embed the Cryptographic Signature in
the “flippable” pixels to carry the overall authentication
data after embedding the Block Identifier. The Crypto-
graphic Signature generation process is detailed in [4].

It is worthwhile noticing that the intermediate image is gen-
erated by setting all the “flippable” locations, which can be
determined both in the embedding and extraction process, to
fixed values, e.g., 0s. The data embedding process is shown
in Fig. 4, where the process shown in dashed lines is used to
generate Cryptographic Signature.

Fig. 4. The block diagram of data embedding process.

E. The Data Extraction, Authentication and Tampering Lo-
cation Detection

Since the number of “flippable” pixels in each Micro-Block
does not change in the data hiding process, the same process

can be carried out to determine the “flippable” pixels. There-
after, the Micro-Blocks are classified, the distance between
two consecutive “Qualified” Micro-Blocks and the “Inter-Block
Features” are computed. Hence, the Block Identifier can be cre-
ated. Detection of the tampering location is done by comparing
the extracted BIe with those calculated from the watermarked
image BIw and authentication of the watermarked image is
done by comparing the hash value of the watermarked image hw
with the one extracted he. The data extraction and tampering
localization process is detailed as follows

1) Perform the same process as that in the data embedding
process to form the BIw for the watermarked image.

2) Identify the current block as “tampered” if the new
computed Block Signature BSw is di erent from the one
extracted from the watermarked image BSe.

3) Identify the Inter-Blocks between two consecutive “Qual-
ified” Micro-Blocks as “tampered” if the new calculated
sign Syw, the vertical distance Dxw, the horizontal dis-
tance Dyw or the FIBw are di erent from those extracted.
The tampered area lies between the previous and the
current “Qualified” Micro-Blocks.

4) Verify the integrity and authenticity.

• Extract CSw from those blocks containing more
“flippable” pixels than those required to embed the
BIs, e.g., MBs {C7} by computing the odd-even
features of the corresponding 3 × 3 blocks.

• Decrypt CSw by providing the public key Kpub of
the authorized user or owner to Decrypt() to obtain
the hash value of the original image he.

• Perform the same process to generate hw of the
watermarked image, e.g., find the “flippable” loca-
tions, clear those “flippable” locations to generate
the intermediate image Yw. Apply the hash function
Hash() to Yw to obtain the hash value of the
watermarked image hw.

• Compare he with hw gives the authentication results.

The data extraction, authentication and the tampering detec-
tion and localization process is shown in Fig. 5.

Fig. 5. The block diagram of data extraction, authentication and
tampering detection and localization process.

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS

Extensive experiments are carried out to test the e ciency
of tampering detection and localization. The results are shown
in Fig. 6.
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(a) (b)

(c) (d)

Fig. 6. The data hiding and tampering detection and localization
results. (a) the original image of size 280 × 280, (b) the watermarked
image with 1438 bits embedded (MB size of 31 × 31), (c) the
tampered image. Several regions in the image are tampered by
erasing, cropping, cut and paste, and (d) the tampering detection
and localization results. The blocks painted in black are those blocks
which have been tampered.

In the experiment, the parameters are chosen as T0 = 9,
T1 = 13, T2 = 17 and T3 = 20 based on the definition of the
Block Identifier. The overall authentication results are similar
to that described in [4]. It is easy to see that good localization
can be achieved by employing the small size of Micro-Blocks.
Generally, the accuracy of the localization is related to the size
of the tampered regions and the block size of the Micro-Blocks.
The smaller the size of the Micro-Blocks, the more accurate the
localization results are. Embedding Block Identifier consumes
most of the capacity, however, if the block size of the Micro-
Blocks is chosen to be su ciently large, the decrease of the
capacity is not obvious. Therefore, a good compromise should
be made between the capacity for embedding the other payload
watermark, e.g., the Cryptographic Signature and the accuracy
of identifying the tampered locations. Miss detection of the
tamperings may occur for thoseMBs that do not have enough
“flippable” pixels to embed the BS, e.g., MBs {C3} or
those “Qualified Blocks”, e.g., MB {C4, C5}, which do not
have enough “flippable” pixels to carry a complete BI. To
evaluate the performance of the proposed scheme, the Miss
Detection Rate (MDR) defined as the ratio of the Number of
Miss Detected Tamperings (NMDT ) and the Total Number
of Tamperings (TNT ) is employed and given by

MDR =
NMDT

TNT
× 100% (4)

Forty text images of di erent sizes and resolutions are used
in the experiments. The tamperings include: Erasure-erase
characters or words; Insertion-insert characters or words; Cut
and Paste-cut the characters and words and paste them in
other locations; Tamper In Blank-tamper the black or white
uniform regions. Among total 242 tamperings, only 4 cannot be
correctly detected and localized, which gives MDR = 1.65%.
All these tamperings belong to very small erasure.
The proposed scheme for identifying the tampered locations

is based on the observation that any tamperings occurred to
the “Qualified” Micro-Block will change its class type or its

Block Signature. On the other hand, any tamperings occurred
between two consecutive “Qualified” Micro-Blocks may render
a new “Qualified” Micro-Block be generated and hence the
distance between the two consecutive “Qualified” Micro-Blocks
will change. In addition, even if the distance between two
consecutive “Qualified” Micro-Blocks may not change, the
features of the “Un-qualified” Micro-Blocks between them will
change. The secrecy of the random sequence which is used to
map the features will further make it di cult for a tampering
to go undetected. However, if the image contains large uniform
or “non-flippable” regions between the two “Qualified” Micro-
Blocks, the number of “Qualified” Micro-Blocks will become
less and therefore the localization results may not be so
accurate and localized. For very small images, the capacity
may not be large enough to embed both Block Identifier and
Cryptographic Signature. In this case, only Cryptographic Sig-
nature may be embedded. Generally, a Message Authentication
Code of length 128 is considered to be secure.
In order to tackle the sensitivity of the proposed scheme to

random noise, Error Correction Coding (ECC) can be applied
to the watermark bits, which consists of the Block Identifier and
Cryptographic Signature, e.g., BCH(31, 26, 1) can be used to
encode the watermark for each Micro-Block. Of course, in using
the ECC, the total capacity will drop significantly. However,
robustness has increased at the cost of the decrease of the
security, e.g., some of the tamperings may not be detected.

V. CONCLUSIONS

In this paper, a novel blind two-layer data hiding for binary
images authentication and tampering localization scheme is
proposed. The “flippability” of a pixel is determined based on
the “Connectivity-Preserving” criterions in a 3 × 3 block. The
novel way of dividing the images into Micro-Blocks and embed
Block Identifier in each Micro-Block is e ective in detecting
tamperings occurred to the watermarked image, both in “Qual-
ified” Micro-Blocks and the “Un-qualified” Micro-Blocks. The
Block Signature, the distance between two “Qualified” Micro-
Blocks and the features of the “Un-qualified” Micro-Blocks
are e ective in tracking the changes. The proposed two-layer
authentication: the first layer which is for the overall image
authentication and the second layer which is for tampering
detection and localization, is e ective in detecting any changes
and in the meantime the locations being tampered can be
identified. Experimental results enforce the arguments made.
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