
TRANSPARENT ROBUST INFORMATION HIDING FOR OWNERSHIP VERIFICATION

Dan Yu, Student Member, IEEE, Farook Sattar, Member, IEEE and Sirajudeen Gulam Razul
School of Electrical and Electronic Engineering

Nanyang Technological University, Nanyang Avenue, Singapore 639798

ABSTRACT

For copyright protection, the robustness of a watermarking
scheme against various attacks is an essential requirement.
Many proposed robust watermarking schemes may achieve
good robustness but sacrifice the good quality of the water-
marked image. This paper, therefore, proposes a transparent
robust watermarking scheme, which embeds the watermark
(or the secret information) adaptively in the Discrete-Cosine
Transform (DCT) domain. The proposed scheme is blind as
the original image is not needed, and only a key containing
the watermark locations and the scaling factors is required
for watermark extraction. This adaptive replacement em-
bedding technique can guarantee in preserving the good vi-
sual quality of a watermarked image. Comparing with other
existing DCT-domain watermarking methods, the proposed
watermarking method can achieve higher robustness perfor-
mance, while retaining better quality of the watermarked
image in terms of PSNR.

1. INTRODUCTION

Digital watermarking technology has evolved rapidly in re-
cent years. Watermarking technique [1] is to hide secret in-
formation into the cover media which is able to be retrieved
later. The most popular application of watermarking is to
solve the problem of ownership and content authentication
of digital media (e.g., audio, image, and video). An effec-
tive data hiding system must balance the requirements of
three parties: imperceptibility – robustness – capacity [1].
Imperceptibility requires the marked data and the original
data should be perceptually indistinguishable. Robustness
requires that the embedded information should be reliably
detectable or retrievable when the marked data is altered.
Capacity refers to the amount of the information that is be-
ing embedded into the host cover data. If the amount of
information to be embedded is decided, there always exists
a trade-off between the visual quality of the marked data
and robustness of the watermark. In general, the higher the
embedding strength, the better robustness a watermarking
system can achieve, however, at the same time it may result
a poorer visual quality of the marked image.

In an ownership verification system for copyright pro-
tection, the robustness of the watermarking scheme against
attacks is the most important requirement. Systematic bench-
marking, such as, Stirmark [2], provides a common crite-

ria for robustness performance evaluation against attacks to
show which techniques work better than others. However,
the evaluation should also include distortion measurement
of the watermarked data introduced during watermark em-
bedding, for a fair performance evaluation.

Thus the objective of this paper is to propose a new blind
robust DCT-based information hiding scheme to further im-
prove the performance in terms of the robustness and the
imperceptibility, so that it is more efficient for ownership
verification to enforce copyright protection.

2. PROPOSED TRANSPARENT ROBUST
WATERMARKING SCHEME

2.1. Proposed Adaptive Watermark Embedding Scheme

The proposed embedding technique is to use adaptive re-
placement operation rather than additive modification. That
is, to replace the DCT coefficients of the original image
adaptively by the DCT coefficients of a watermark. The
grayscale images such as some pattern, logo and signature
images are adopted as watermarks. Suppose we have two
grayscale images which have similar energy distribution of
the DCT coefficients. The mismatch between the DCT coef-
ficient of the original image and that of the watermark image
can be very low for the nearest match. Thus a grayscale wa-
termark image can be embedded more transparently. This
type of watermarks can also provide unique ownership veri-
fication and can be easily recognized visually rather than by
using an objective similarity measure.

Let
�
be the original image of size � � � � � , and 	 be

the grayscale watermark image of size 
 � � 
 � . Figs. 1(a)
and 1(b) give an original Lena image and a grayscale text
image, respectively, as an illustration. The proposed water-
mark embedding procedure includes the following steps:� � � � � �

Perform 2-D whole DCT for the original im-
age

�
and the watermark 	 to obtain the 2-D DCT coeffi-

cients � � and � � , respectively.� � � � � �
The zig-zag scanned sequence of � � is de-

noted as " # . The coefficients within the range – [ $ & ( * ( - / ,0 & 2 ], where $ & ( * ( - / denotes the starting index and
0 & 2

is the ending index, are chosen for embedding. The wa-
termark’s DCT coefficient sequence, " 5 , is obtained by
column-wise scanning of � � .� � � � 7 �

The embedding algorithm searches for the
nearest match of each watermark coefficient " 5 : ; = in the
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Fig. 1. (a) The original Lena image (256 � 256 pixels), (b) the grayscale
watermark (38 � 111 pixels, ‘NTU’ is the abbreviation form of ‘Nanyang
Technological University’) to be embedded, (c) the watermarked Lena im-
age (PSNR=61.00dB) and (d) the extracted watermark ( � �� � � � � � � ).

selected embedding range, in terms of their absolute ampli-
tudes. To achieve good robustness, low to middle frequency
components (i.e., more significant coefficients) are chosen
for embedding. The detailed adaptive watermark embed-
ding algorithm for the i-th component of the watermark’s
coefficients, 	 � 
 � � , is shown in Fig. 2.

The location of the nearest match of � � is stored as a
vector – � � � � � � �  
 � � . Let define the difference, ! , between
the two nearest matches as" $ & ( � ) ) + - $ / 0 1 3 4 6 0 7 $ & ( ( ) 9 ) + < $ & ( ) ) = & � � = > = � � � = A � � A > = (1)

where � � 
 � � � � � � �  
 � � � is the DCT coefficient of the origi-
nal image which is the nearest match of the i-th watermark
coefficient. A threshold H J is set to control the quality of
the watermarked image. If the difference d is smaller thanH J , � � 
 K L M O P Q L S 
 Q � � is replaced by the watermark coeffi-
cient � U 
 Q � directly. Otherwise the coefficient � � 
 Q � is kept
unchanged; instead a scaling factor, V M O K X 
 Q � , between the� � 
 K L M O P Q L S 
 Q � � and � U 
 Q � is generated for a perfect wa-
termark recovery in the watermark extraction. Mathemati-
cally, the DCT sequence of the watermarked image, � [ 
 ] �
(where ^ denotes the watermarked image and ] _ a b c be e e b f a h f c ), is expressed as

+ i $ j ( �
kllm lln sign o + - $ j ( p q ) + < $ j ( ) if

j r t v w x y & v { $ & ( =& � � = > = � � � = A � � A >
and | $ j ( ~ � �+ - $ j (

else �
(2)

and the scaling factor – scale – is defined as follows:

� w x t � $ & ( �
kllllm lllln

� if | $ & ( ~ � �
and+ - $ t v w x y & v { $ & ( ( + < $ & ( � �9 � if | $ & ( ~ � �
and+ - $ t v w x y & v { $ & ( ( + < $ & ( ~ �� � � � � � � � � � � � � � �� � � � � if | $ & ( � � � �

(3)

The scaling factor is either +1 or -1 if the difference d
is smaller than the threshold H J , depending on whether the
two nearest matched candidates are of the same sign. If the
candidates are of the same sign, V M O K X equals 1; otherwise,V M O K X equals -1. Only when d is larger than H J , the scaling

Fig. 2. The adaptive watermark embedding algorithm for the i-th com-
ponent of the watermark DCT coefficient.

factor equals the ratio of these two candidates for the nearest
match. Therefore, H J is employed as a control parameter
for watermarked image quality, and scale is an important
refinement parameter for good watermark retrieval.� � � � � �

The dual-key of the proposed watermarking
system includes the watermark embedding locations – loca-
tion and the scaling factors – scale. Note that the dual key
of the algorithm is image-dependent, which implicates only
the person, who knows the key, is able to do the ownership
verification for the particular image content.� � � �   �

The watermarked image ^ is obtained by an
inverse zig-zag scanning of the embedded sequence � [ fol-
lowed by a 2-D inverse discrete cosine transform.

2.1.1. Embedding Range Selection
One would like to hide the watermark into the coefficients
that are less sensitive to JPEG compressions. The embed-
ding range is then selected after investigating the JPEG com-
pression effects over the DCT coefficients of the original
image. In particular, JPEG compression with quality fac-
tor 60% is used as a reference. The sensitivity of DCT co-
efficients against compression is measured as the relative
change between the compressed coefficient ¡ £ ¤ ¥ § ¨ © ª ª © « and
its original ¡ ¤ ¨ ¬ ­ ¬ ® ¯ ° , RC, defined by

RC _ ¡ £ ¤ ¥ § ¨ © ª ª © « ² ¡ ¤ ¨ ¬ ­ ¬ ® ¯ °¡ ¤ ¨ ¬ ­ ¬ ® ¯ ° e (4)

As shown in Fig. 3, the frequency components of Lena im-
age – roughly the first 8,000 most significant coefficients,
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Fig. 3. The range selection for Lena image.

are more resistive against compression. Therefore, the em-
bedding range for Lena image is set between � � � � � � 
 index
of 101 and � � � index of 8,000. Note that � � � � � � 
 index
is set as 101, because one does not want to disturb those
most significant coefficients of the original image (the first
100 coefficients in our case) to avoid the easily perceived
modifications of the watermarked image.

2.1.2. Threshold Setting
The criterion to set the threshold � � is by considering the to-
tal distortions allowed in a watermarked image. Generally,
to make the watermarked image visually indistinguishable
from the original image

�
, the PSNR of the watermarked

image � needs to be maintained above 40dB [3]. The re-
quirement of threshold setting � � can be derived from the
following relationships:� � � � � � � log �  " " $ % ' ( * , . 0 2 , 4 5 7 0 9 5 . < ( => @ A B D � dB E

and ' F H J > @
' ( * , . < ( = ( M O , * 5 Q 2 , Q S T , 2 7 . 5 T V (5)

where W � is the total energy difference allowed between
the watermarked image and the original image. For the
given embedding example, the threshold � � is obtained as

' F H J > @
' ( * , . < ( = ( M O , * 5 Q 2 , Q S T , 2 7 . 5 T

� J  " " $ %  " Y $� � Z % [ ] ^ % � � � _
=� � � = � " � D = (6)

Fig. 1(c) shows a watermarked Lena image (PSNR= 61.00
dB) by using � � =10.0514.

2.2. Proposed Blind Watermark Extraction Scheme
The watermark extraction does not require the original im-
age, and only the key containing the watermark embedding
location and scaling factor is needed. The watermark ex-
traction process consists of the following steps:` a b c d f

Perform 2-D DCT transform for the received
watermarked image � h , which may or may not be the same
as � . The received watermarked image could be altered
during transmission through the channel or manipulated de-
liberately due to attacks.

` a b c j f
The DCT coefficients, k l n , are then re-arranged

into a vector sequence of o l n by zig-zag scanning.` a b c r f
Based on the key information of the water-

mark embedding locations (in vector location) and scaling
factors (in vector scale), the vector form of the DCT coeffi-
cients of the watermark, o t n , can be retrieved by

u v n [ 0 _ � u x n [ . ( y , * 0 ( < [ 0 _ _T y , . 5 [ 0 _ V 0 � � V  V = = = V ~ � % ~  = (7)` a b c � f
The watermark’s DCT coefficients, k t n , in

2-D form, is obtained by rearrangement of o t n in column-
wise sequencing. The final extracted watermark, � n , is
obtained by a 2-D inverse DCT transform of o t n . Fig. 1(d)
shows the extracted watermark from the watermarked Lena
image in Fig. 1(c).

3. PERFORMANCE EVALUATION

The performance of our proposed watermarking scheme is
evaluated by using the watermarked Lena image (in Fig.
1(c)). The simulations are performed in the MATLAB 6.5
software environment. For a fair evaluation, performance
is examined and compared with other existing DCT-based
watermarking schemes from two issues – the impercepti-
bility of an embedded watermark and the robustness of the
embedded watermark. Specially, our proposed scheme is
compared with Cox’s [4] and Tsai’s [5] methods. Cox’s
scheme [4] embeds the pseudo-random binary watermark
into the most perceptually significant DCT coefficients by
a non-linear fashion, but the extraction requires the original
image. Tsai et al. [5] proposed a robust 8 � 8 block DCT
based watermarking scheme, by adopting gray-level water-
marks. An adjusting quantization table is required for em-
bedding and extraction. The middle frequency coefficients
of the original image are randomly selected to be replaced
by the quantized DCT coefficients of the watermark, there-
fore, the watermarked image could not achieve very high
quality measure.

3.1. Performance Measures

The imperceptibility of a watermark is measured by the wa-
termarked image quality in terms of Peak-Signal-to-Noise
Ratio (PSNR) (in dB) [1]. The robustness performance of
watermark extraction is evaluated by normalized correla-
tion coefficient, r, of the extracted watermark � n and the
original watermark � (of � � � � � pixels) [1]

Q � � � �� � � � � $� � � �� [ 0 V � _ % �� n [ 0 V � _� � � �� � � � � $� � � �� $ [ 0 V � _ % �� n $ [ 0 V � _ V (8)

where �� and �� n are, respectively, the normalized origi-
nal and extracted watermark by subtracting its correspond-
ing mean value. The magnitude range of � is [0, 1], and
the unity holds if the extracted image perfectly matches the
original one.
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Table 1. Watermark extraction results against various attacks.

Attacks PSNR (dB)
Extracted
watermark �

JPEG compression 50% 33.88 0.9996

JPEG compression 1%
�

�
�

22.79 0.9482

Color quantization

to a binary image
� � � 5.77 0.8889

Additive Gaussian noise
� � �

13.61 0.9123

Rotation 45 � , cropping

and scale down by 40%
�

	
� – 0.8299

Blurring
� � �

25.66 0.9858

Sharpening
� � �

9.59 0.9339

(1) (2) (3)

(4) (5) (6)

3.2. Robustness Tests

The imperceptibility is investigated to include the transpar-
ent condition in the robustness performance evaluation. The
PSNR values of the watermarked image used for evalua-
tion in Cox’s and Tsai’s schemes are 40.00dB (an approxi-
mate value) and 39.65dB, respectively. Note that the water-
marked image, which is obtained by our proposed scheme
and used for performance evaluation, has the best PSNR
measureof 61.00dB.Thewatermarkextractionresultsagainst
various attacks such as JPEG compression, quantization,
additive noise, geometric distortions and filtering, are shown
in Table 1. Experimental results have shown its excellent re-
sistance against a wide range of attacks. It has been demon-
strated that the proposed scheme has better robustness per-
formance than Cox’s and Tsai’s schemes as well as other
DCT-based watermarking schemes.

4. DISCUSSION AND CONCLUSION

A novel transparent robust watermarking technique has been
proposed in this paper. Meaningful gray-level image rather
than binary sequence is used as watermark. The adaptive
replacement embedding method in DCT domain can hide
the gray level watermark transparently. It is also found that
the replacement technique is more robust against additive

embedding (as in Cox’s method). The selection of low to
middle frequency range for embedding enhances the excel-
lent robustness performance. At the same time, the good
perceptual quality of the marked data is achieved by adap-
tive replacement with a threshold setting. One disadvantage
of the proposed scheme could be the heavy computational
load due to the whole DCT transform when the image size is
large. This could be compromised by dividing the original
image and the watermark into smaller processing blocks.
Moreover, the automatic selection of the DCT coefficient
range used in embedding needs to be investigated to replace
our current heuristic selection by experiments.

Furthermore, the use of dual key provides a higher level
of security in the practical applications for ownership verifi-
cation. In an ownership verification system [6], the legal au-
thority stores the watermark as well as one of the two keys.
Only when the owner present the other key, the final water-
mark detection can be done by the legal authority and the
ownership is then verified. Consider the scenario that one
Work is created jointly by multiple owners, which arises
the issue of joint ownership verification [7]. A dual-key
watermarking system could be an advantage in such cases.
Suppose there are two owners sharing the ownership of the
Work jointly. The key can be easily separated in two parts
– one part contains the watermark embedding location and
the other part is the scaling information. The rightful own-
ership can be verified, only when both owners present their
keys. These features make the proposed information hid-
ing scheme very effective in ownership verification applica-
tions, particularly, when the quality of the watermarked data
is required to be high. The practical applications for owner-
ship verification of biomedical images using our proposed
scheme, will be further investigated.
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