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ABSTRACT

In this paper, a novel algorithm is proposed to embed and
detect digita watermarks. It is different from other
algorithms, because the algorithm embeds digital bits in
the relationship among pixels, whereas most of other
algorithms embed digital bitsin term of pixel’s position. In
the embedding phase one discrete chaotic map is used to
create random sequences to encrypt watermarking bits, the
other discrete chaotic map is used to permute the original
image. Watermarking detection resorts to looking for a
path with the minimal distance like Viterbi Algorithm, and
it is performed without the original image. Experimental
results show that the algorithm can effectively resist the
influence of Gaussian Noise, JPEG compression, cropping
operation, and recover original watermarks well.

1. INTRODUCTION

Recently Internet develops rapidly, and people can enjoy
beautiful images from Internet here and there, so copyright
protection becomes more and more important. To deal
with unauthentic copyright problem, watermarking
techniques are presented. At the same time, in order to
increase  attackers  difficulties, most of current
watermarking schemes utilize encryption techniques.

Early works on watermarks are caled Least
Significant Bits Algorithm (LSB)[1]. It considers PN
sequences as watermarking bits and modifies least
significant bits according to watermarking bits in turn.
Although this algorithm doesn’t aimost degrade the quality
of the original image, watermarking bits are easily
destroyed by attackers. Later, Patchwork Algorithm [2] is
presented and it casts watermarking bits by modifying the
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statistical property of images. Above algorithms both
belong to Spatial Domain Algorithm. In order to resist
attacking, some scholars [3] propose that extra bits are
added to origina images to enhance robustness of
algorithms. Many chaotic maps are presented to permute
the original image [4-7].

In this paper, a new watermarking agorithm is
proposed. First, the original image is divided into 16x 16
blocks, then generates embedding bits combined digital
watermarking bits with chaotic sequences, at last embeds
encrypted watermarking bits by modifying the relationship
among pixels and makes them satisfy the minimal distance
in the correct path which reflects the information of
embedding watermarking bits. Watermarking detection
resorts to looking for a path with the minimal distance like
Viterbi Algorithm, and it is performed without the original
image. According to the path, the algorithm can recover
encrypted watermarking bits, then applies same chaotic
sequences to generate encrypted bits, at last obtains digital
watermarking bits. The MATLAB simulation experiments
show the extracted watermarking images are still identified
after JPEG compression rate reaches 36% or Gaussian

Noise attack with PNR = 33.9.

2. THE NEW WATERMARKING EMBEDING
ALGORITHM

In order to convenience descriptions, some symbols are
defined. Let f(X,Y) denote the gray level at position

(x,y) and Z denote the origina image of size M xM ,
so position (X,y) should satisfy 1< X,y <M , W

denotes a binary watermarking image of size N x N bits,
where N<M .

2.1 Generation of Chaotic sequences

There are many discrete chaotic maps applied to creating
random sequences.

LogisticMap: X, =X (1-x) —-1<x <1
Chebyshev Map: X, =cos(ucos™x ) —1<x <1
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Set 1 =4, above maps can both create chaotic sequences,

and their Lyapunov Exponents are 0.693 and 1.3878
respectively, so this algorithm adopts Chebyshev Map
with initial value k, (first secret key) and in the

simulation we set k =05. Iterated Chebyshev Map on the
initial point x, = k, generates a real value sequences.
Foregoing 9 points are abandoned, and every two points,

the algorithm remains one point beginning with tenth point.

Expand remaining points and generate binary bit flow, i.e.
every real number is expressed by the binary system, then

take foregoing 8 bitsto form b (i), 1<i < Nx N.

2.2 Encrypting the water marking image

The algorithm generates long sequences by linking every
column, and forms b, (i), 1<i <NxN  then creates the

encrypted watermarking bits after using the following
formula b(i) =b,(i)®b,([)1<i <NxN , where @ is

XOR operation. If attackers don’'t know secret key, they
can't recover the watermarking image.

2.3 Schemes of the image per muting

Usualy there are two schemes to permute the image in
watermarking algorithms, the first is to divide the original
image into nx N blocks directly and locally permute the
image in every block; the second is to divide the original
image into nx N blocks after permuting. In this paper we
adopt the first scheme. The permuting method is as
follows:

Take B blocks with the same size, and set
zj(1gng) . The size of every block is 16x16 ,

moreover, assume that the top left corner coordinate of
Z(1<j<B) is  (p.q) then define

(p,q)=(p,+7,q,+7). Dea with every block by using
A, :Z, — Z,, whichisdefined asfollows:

FARRRNG
Yor) \K K +1NY,

where (x,,y,) € Z,, 1< Z, < B, K, is second secrete key.

In the simulation, we teke k, =3 and obtain that the
period of A; is 12. Experimental results show that in the

permuting phase, when the map is executed 5 times, the
performance of permuting the image is the best, hence in
the detection phase, the map is executed 5 times too.

2.4 The embedding algorithm

According to values of b(i), modify the corresponding

pixel's gray levels. If | is odd, modify pixels along
abscissa, otherwise modify pixels aong ordinate. The
methods are defined as follows:

We take the first block as example. Assume

d,=f(xy)(mod32) and 0<d <32 , define
floor (f (x,Yy),c) asfollows:
floor(f(x,y),c) = f(x,y)+c-d,,

a) Determine the gray level of the center point
fnew(pl’ ql) = floor ( f ( P, q1)124)

b) When i is odd in the X, , modify pixels along
abscissa. If b(i) =1, calculate

fm(pﬁ%',ql): ﬂoor(f(p1+1—;',ql>,24)

1+i 1+i
f e (P, _7,%) = floor (f(p, —71%),16)

if b(i) =0, caculate
1+i 1+

i
f —=="q) = floor (f(p,—-—,q,),24
e ( Py 5 q,) = floor (f(p 5 0,),24)

fm<p1+1—*2",ql)= ﬂoor(f(p1+l—;',q1),16)
thenj=i+1.

c) When i is even in the X, , modify pixels along
ordinate. If b(i) =1, cdculate

fw(pl,ql+'5)= floor(f(pl,ql+'5),24)
i i
f(p,g —-)= floor (f(p,q,—=)0
e (P, 0 2) oor (f(p,,q 2) )
If b(i) =0, calculate
i i
f(p,g,—~)= floor (f(p,q—~)24
(PG 2') oor (f (p,.q 2.) )
fa (P, G, +3) = floor (£(p, g, +2).0)

then j=i+1.

Repeat above steps until i =15. Up to now the first block
has been cast watermarking bits. Using the same method
the algorithm casts the rest b(i) into other blocks.

Finally permute al blocks back to readable image. Here,
the map A; isexecuted 7 times again in every block.
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3. THE WATERMARKING DETECTION
ALGORITHM

The detection algorithm is divided three steps.
Step 1: Divide the image into blocks like step(c) and

Siterations of A are executed in every block.

Step 2: In every block, we look for the path with the
minimal distance, therefore need define a distance norm.
If A BeZ, define:
d(AB)=[f(A) - f(B)](mod32),0<d(A B) <32
In order to avoid error spread, the limited function is
defined as follows:

Sp(d(A B)) = L L

1+ exp(—%d(A, B) 2

2

The detecting trellis diagramis shown in Fig. 1.

Fig.1. Trellisdiagram for jth block

In the extracted watermarks phase, we use a technique like
Viterbi Algorithm and obtain encrypted watermarking bits.

Step 3: According to the same Chebyshev Map and
initiad value k, the algorithm creates the same sequences
B(i),1<i<NxN. After using the following formula

b,i)=b()®b(i)1<i<NxN , we can
watermarking bits.

obtain

4. EXPERIMENTAL SIMULATION

In this section, simulation results are presented. For
clarity of the presentation we introduce following
notations:
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where f,(xy) and f,,(Xy) ae gray levels of the
watermarked image and the watermarked image degraded
by Gaussian distributed noise at position (X,Y) . In
experiments we consider the original image “Lena’ of size

512x512 and the watermarking image of size 64x64 .
The experimental results are shown as four groups in

Figure 2, Figure 3, Figure 4 and Figure 5 respectively.
Figure 2 denotes the original image with 158K |,
watermarking image and watermarked “Lena’ respectively.
Figure 3 denotes the watermarked “Lena’” compressed by
JPEG to 88K,58K and corresponding extracted

watermarking images respectively. Figure 4 denotes the
watermarked “Lena” degraded by Gaussian distributed
noise with PSNR=39.9, 36.9, 33.9 and corresponding
extracted watermarking images respectively. Figure 5
denotes the cropped watermarked “Lena’” and
corresponding extracted watermarking images respectively.

5. CONCLUSION

In this paper, we present a new watermarking algorithm.
By finding the optimal path, the algorithm can effectually
recover the watermarking bits. It can effectively resist
some attacks such as JPEG compression, Gaussian Noise
or cropping. The simulation experiments show the
extracted watermarking image is still identified after JPEG
compression rate reaches 36%, Gaussian Noise attacks

with PSNR = 33.9 or cropping operation.
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Fig. 3. (), (b) are watermarked “Lena’ compressed by
JPEG to 88K, 58K, (c),(d) are corresponding extracted
watermarking images.
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Fig. 2. () Original “Lena’, (b) watermarking image, (c)
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(©) (d) (€) (f)
Fig. 4: (a), (b), (c) are watermarked “Lena’ degraded by
Gaussian Noise with PSNR=39.9, PSNR=36.9,
PSNR=33.9, (d), (e), (f) are corresponding extracted
watermarking images.

(©) (d)

Fig 5: (a), (b) are cropped watermarked “Lena”’, (c), (d)
are corresponding extracted watermarking images.
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