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ABSTRACT

In order to achieve high accuracy text-prompted
speaker verification over the cellular phone network,
a phoneme-balanced connected digit pattern for en-
rollment and digit-sequence-preserving connected digit
patterns for verification (i.e. patterns preserving par-
tial digit sequences of the enrollment pattern) are
proposed. In addition to those, a decision proce-
dure using multiple patterns is designed to overcome
the low quality of cellular phone speech. Experimen-
tal results showed the phoneme-balanced and digit-
sequence-preserving patterns reduced more than 50%
of equal error rate compared to the conventional
randomly-chosen and randomly-reordered digit pat-
terns. The decision procedure reduced 60% of the er-
ror rate. Overall, the error rate obtained by the pro-
posed method was 1% for 99% of clients and 95% of
imposters.

1. INTRODUCTION

From the viewpoint of authentication services, high
verification accuracy, less utterances for enrollment,
and robustness to imposture are essential requirements
of the speaker verification. Text-prompted speaker ver-
ification, in which the pass phrases are specified by the
verification system, is an effective method for prevent-
ing imposture of playing recorded client speech[1, 2].
As the connected digit patterns have less phonetic
contexts than arbitrary phoneme sequences, the text-
prompted speaker verification using connected digit
patterns [3] could achieve higher accuracy with less
enrollment data. However, the conventional method
could not achieve adequate accuracy for cellular phone
speech because of the lack of enrollment data and the
low quality of cellular phone speech.

In order to improve the accuracy with limited en-
rollment data, the speaker intrinsic acoustic character-
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istics should be efficiently contained in the limited ut-
terances. Besides, mismatches of the characteristics
between enrollment and verification should be small.
Therefore, the connected digit patterns for improving
the accuracy are investigated for both enrollment and
verification.

Some verification errors are caused by the verifica-
tion utterances degraded by the cellular phone network.
In such cases, multiple verification patterns instead of
a single pattern increase information on the speaker’s
characteristics, and improve the accuracy. Therefore,
verification using multiple patterns is considered.

In this paper, a phoneme-balanced digit pattern for
enrollment and digit-sequence-preserving patterns for
verification are proposed. A decision procedure us-
ing multiple patterns is also proposed. In section 2,
the method of creating the connected digit patterns
and the design of the decision procedure using multi-
ple patterns are described. In section 3, effectiveness of
the phoneme-balanced patterns and the digit-sequence-
preserving patterns are investigated. Finally the total
performance of the decision procedure is evaluated.

2. PHONEME-BALANCED AND
DIGIT-SEQUENCE-PRESERVING PATTERNS
FOR SPEAKER VERIFICATION

2.1. Phoneme-balanced digit patterns for enrollment

In order to train accurate client models with few ut-
terances for enrollment, the acoustic characteristics of
the client should be contained in the limited training
data. As the characteristics are reflected in vowels
and nasals[4], we assume that the connected digit pat-
terns for enrollment should contain as many of these
phonemes as possible for obtaining accurate client mod-
els. Because less than 7-digit patterns can be easily
repeated by everyone, six digits out of ten are chosen
in consideration of phoneme balance.
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10 digits 0123456789

Choose 6 digits in
@ consideration of

phoneme balance

’ Enrollment pattern ‘

Phoneme-balanced 6 digits a1 apz as a4 as as
— \—g

’ Verification pattern ‘ \ /

4 digits preserving digit pairs e.g. asas as as
— —

Fig. 1. A 4-digit pattern preserving digit pairs

2.2. Digit-sequence-preserving patterns for verification

In general, the accuracy of text-prompted speaker ver-
ification is lower than that of text-dependent speaker
verification, because mismatch between enrollment and
verification becomes larger when the pattern for enroll-
ment and verification is different. To reduce the mis-
match of the acoustic characteristics, connected digit
patterns which preserve partial digit sequences of the
enrollment pattern is introduced for verification.

Fig. 1 shows an example of 4-digit verification pat-
terns which preserve digit pairs contained in a 6-digit
enrollment pattern. The 6-digit enrollment pattern
contains five digit pairs, four digit triplets and three
digit quartets. The number of 4-digit verification pat-
terns which preserve 1) two digit pairs (e.g. “2356”,
“4534” from “123456”) and 2) one digit pair (i.e. plac-
ing single digits at the first and last places and plac-
ing a digit pair in the middle. e.g. “5124”, “1346”),
is 202 in total, whereas the randomly chosen 4 digits
out of 6 have 1,296 patterns. Though the verification
patterns preserving partial digit sequences of the en-
rollment pattern have less patterns, higher verification
accuracy can be expected by the proposed patterns.

2.3. Decision procedure using multiple patterns

As the quality of cellular phone speech is not good
enough to achieve high accuracy by using just one ver-
ification pattern, a decision procedure using multiple
patterns is introduced.

In this method, two thresholds for score S (normal-
ized log likelihood) are used for making a decision on
three status, ”accept” or "reject” or "not decided” for
each pattern. Fig. 2 shows determination of the two
thresholds. Syc. and Sy.; are determined respectively
so that the false acceptance rate (FAR) / false rejec-
tion rate (FRR) become lower than the targeted values.
The decision is made based on S as follows,

e If S > S,.., accepted.

o If § < S,ej, rejected.

error rate
A
FAR curve FRR curve
EER
target FAR T
targ_eﬁB.y:/ ,
: : > S
Srej SEER Sacc

Fig. 2. Determination of the thresholds Sg.. and Sye;
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4 digits preserving digit pairs T > S
eg. " asag L R
g %888 . -not decided - .
reject S Sic accept
_. . o . P > e — > S
6 digits preserving digit pairs IR -
eg. "a,aaa.a,a, . \ N
O %8888, ,* not decided .
reject S Suee accept
’ Il 1 Il Ay
4 digits preserving a digit quartet F==+== *S
eg. "a,aja,a; SEER

#" ajarazajasag’ is assumed for the enrollment pattern

Fig. 3. A decision procedure using multiple patterns

o If Srej <8 < Sace, not decided.

When the utterance is not decided, the decision is left
to the next utterance of a different pattern.

Fig. 3 shows the decision procedure. In general,
the patterns preserving short digit sequences have less
accuracy but more patterns, whereas the patterns pre-
serving long digit sequences have more accuracy but
less patterns. Thus, the decision procedure is designed
to prevent imposture by patterns which have enough
patterns first, then to make a decision based on pat-
terns which have more accuracy secondly, and to make
a decision based on patterns which have the best ac-
curacy at last. The procedure evaluated in section 3.4
follows the 3 steps:

Step 1) Make a decision based on a 4-digit pattern pre-
serving digit pairs

Step 2) If not decided at Step 1, make a decision based
on a 6-digit pattern preserving digit pairs

Step 3) If not decided at Step 2, make a decision based
on a 4-digit pattern preserving a digit quartet
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Table 1. Distance between two log likelihood distribu-
tions of clients and imposters for each Japanese digit

digit | pronunciation | distance
0 Z€ero 2.24
1 ichi 1.77
2 ni 1.69
3 san 1.88
4 yon 1.82
5 go 1.57
6 roku 1.67
7 nana 2.26
8 hachi 1.84
9 kyu 2.09

3. EXPERIMENTS

3.1. Testset and test conditions

Test data of 81 male and 74 female speakers were col-
lected over the cellular phone network. The perfor-
mance was evaluated on the two testsets:

Testset A Utterances ten minutes after enrollment

Testset B Utterances two months after enrollment

For enrollment, three utterances of a 6-digit pattern
were used. For verification, 4-digit patterns or 6-digit
patterns were used. The enrolled client HMMs were
obtained by Baum-Welch re-estimation from speaker-
independent Gaussian mixture digit HMMs. Mean vec-
tors and weights of the Gaussians were re-estimated.
The parameters are 12 LPC-MEL coefficients and their
derivatives. Before verification process, the utterances
are recognized whether they match the prompted pat-
tern or not. Then log likelihood is calculated by us-
ing the enrolled client HMMs and the segmentation
obtained by speech recognition. The log likelihood of
the client HMMs is normalized by that of the speaker-
independent HMMs [3], which are also used as the ini-
tial model for training the client HMMs. All the com-
binations of the verification utterances and the client
HMDMSs were examined. The performance was evaluated
with a posteriori equal error rate (EER).

3.2. Evaluation of the phoneme-balanced digit pat-
terns

First, Table 1 shows the distance between the log like-
lihood distribution of the clients and that of the im-
posters for each Japanese digit. The log likelihood dis-
tributions were calculated from the verification experi-
ment using 10 randomly-chosen 6-digit enrollment pat-
terns and randomly-reordered 4-digit verification pat-
terns. A greater effect on verification can be expected

on digits having a larger distance. In Table 1, 77"
and ” 0”7, which contain two vowels, have long distances,
whereas ”2” and ”5”, which contain a single vowel, have
short distances. Five digits of the top six in Table 1
are included in the six digits chosen in consideration of
phoneme balance.

Next, Table 2 (a)-(b) show the effect of the
phoneme-balanced 6-digit pattern for enrollment in-
stead of the randomly-chosen 6-digit patterns. The
phoneme-balanced 6-digit pattern reduced 10% of EER
for both Testset A (from 11.0% to 9.5%) and Testset
B (from 15.6% to 14.0%).

3.3. Evaluation of the digit-sequence-preserving pat-
terns for verification

In the evaluation of the digit-sequence-preserving veri-
fication patterns, the following three patterns of differ-
ent digit length and different preserved sequence length
were examined.

(c) 4-digit patterns preserving digit pairs
(d) 6-digit patterns preserving digit pairs
(e) 4-digit patterns preserving a digit quartet

Table 2. (c)-(e) show the effect of the three patterns.
For Testset A, the 4-digit patterns preserving digit
pairs reduced 50% of the EER from 9.5% to 4.2%. The
6-digit patterns preserving digit pairs reduced the EER,
to 3.5%. The 4-digit patterns preserving a digit quar-
tet are not good for preventing imposture because those
have just three patterns. However those could reduced
the EER to 2.6%.

For Testset B, though the EERs were 5% higher
than Testset A, they were reduced similarly by the pro-
posed patterns.

3.4. Performance of the decision procedure using mul-
tiple patterns

The decision procedure which specifies a pattern of (¢)
in Table 2 first, then specifies a pattern of (d) if “not
decided” with the pattern (c), and specifies a pattern of
(e) if “not decided” with the pattern (d), was evaluated.

Table 3 shows the proportion of clients’ utterances
in range S > S,.. and imposters’ utterances in range
S < Spej at each step of the decision procedure. ne, s,
N, (i), Ti,(i) and n,. ;) represent numbers of clients, ac-
cepted clients, imposters, and rejected imposters at
ith step. Thus, ng,(;)/ne,(;) represents the proportions
of the accepted clients to the attempting clients at
ith step, whereas n4,(;)/n.,1) being those to the total
clients.
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Table 2. Reduction of EER by the phoneme-balanced enrollment patterns and the verification patterns preserving

partial digit sequence of enrollment patterns

Enrollment patterns Verification patterns Testset A | Testset B | Patterns
(a) randomly-chosen 6 digits 4 digits randomly reordered 11.0% 15.6% 1296
(b) phoneme-balanced 6 digits | 4 digits randomly reordered 9.5% 14.0% 1296
(¢) phoneme-balanced 6 digits | 4 digits preserving digit pairs 4.2% 9.0% 202
(d) phoneme-balanced 6 digits | 6 digits preserving digit pairs 3.5% 8.3% 1024
(e) phoneme-balanced 6 digits | 4 digits preserving digit quartet 2.6% 7.8% 3

Table 3. Proportion of accepted clients and rejected imposters at each step of the decision procedure

Clients Imposters
Verification patterns

Na () /Tey(s)  May(@)/Me,(1) | o)/ Mise) M)/, (1)

Testset A
Step1 (c) 4 digits preserving digit pairs 89% 89% 88% 88%
Step 2 (d) 6 digits preserving digit pairs 70% 8% 43% 5%
Step 3 (e) 4 digits preserving a digit quartet 63% 2% 36% 2%
total 99% 95%

Testset B
Step1 (c) 4 digits preserving digit pairs 80% 80% 80% 80%
Step 2 (d) 6 digits preserving digit pairs 50% 10% 32% 6%
Step 3 (e) 4 digits preserving a digit quartet 38% 4% 51% 7%
total 94% 93%

Thresholds Sace and Sre; are set s.t. FRR = FAR = 1.0% for Testset A, and set s.t. FAR = FAR = 3.0% for Testset B.

For Testset A, the thresholds Sqc. and Sy.c; were set
s.t. FAR =1.0% and FRR = 1.0% respectively. The
results were as follows,

Step 1)

e 89% of clients accepted (nq,(1)/Me¢,(1))-

e 88% of imposters rejected (1, (1)/14,1))-

e 11% of clients and 12% of imposters not decided.

Step 2)

e 70% of clients accepted (nq,(2)/me,(2))-

e 43% of imposters rejected (7, (2)/Mi,(2))-

e The rest not decided.

Step 3)

e 63% of clients accepted in range S > Sgcc

(na,(B)/nc,(El))'
e 36% of imposters rejected in range S < Syej
(nr,(3)/ni,(3))‘

e The rest decided by Sgrr.

In total, 99% of the clients were accepted and 95%
of the imposters were rejected with an error rate below
1% for Testset A. The average number of utterances
remains to be 1.14.

For Testset B, the two thresholds S,c. and S,..; were
set s.t. FAR = 3.0% and FRR = 3.0%. Table 3
shows 94% of the clients were accepted and 93% of the
imposters were rejected with an error rate below 3%.

4. CONCLUSIONS

Phoneme-balanced connected digit patterns for en-
rollment and digit-sequence-preserving connected digit
patterns for verification are proposed to improve ac-
curacy of speaker verification over the cellular phone
network. A decision procedure using multiple patterns
was designed to obtain higher accuracy. In experi-
ments, the phoneme-balanced patterns and the digit-
sequence-preserving patterns reduced more than 50%
of the EER. Finally, the decision procedure achieved a
1% error rate for 99% of clients and 95% of imposters.
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