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ABSTRACT

We consider the problem of estimating the feedback coefficients
of alinear feedback shift register (LFSR) based on noisy observa-
tions. In the current approach, the coefficients are endowed with
aprobabilistic model. Gradient ascent updates to coefficient prob-
abilities are computable using recursions developed by means of
the EM algorithm. Reduced-complexity approximations are also
developed by reducing the number of coefficients propagated at
each stage. Applications of this method may include soft decision
decoding and blind spread spectrum interception.

1. INTRODUCTION

In this paper we consider the problem of synthesizing the feedback
coefficients of abinary linear feedback shift register of fixed length
p, given noisy observations of the shift register output and assum-
ing that the distribution of the initial states of the shift register is
known. Thiswork isavariation on the seminal work of Massey [1]
in two significant ways. the observations are noisy, which means
that an exact discrepancy cannot be computed, and the shift regis-
ter length is fixed, so that the number of coefficients cannot grow
to produce a shift register long enough to accommodate the ob-
served sequence. The approach taken in this paper is to regard
each feedback coefficient as a Bernoulli B(v) variable, then esti-
mate the parameters of the Bernoulli variables using a maximum
likelihood approach. The EM algorithm [2, 3, 4] isused, leading to
expressions for the derivative with respect to the desired parame-
ters which are employed in a steepest-ascent algorithm to increase
the EM likelihood function. Such an update is sometimes referred
to asaageneralized EM algorithm (GEM).

Despite the recursive updates, the complexity of the algorithm
isexponential in the number of coefficients. We therefore consider
areduced complexity algorithm in which only the W most proba-
ble paths are extended, in a manner similar to reduced-complexity
Viterbi algorithms.

The approach taken here has clear connections to maximum
likelihood training of hidden Markov models (HMMs) [5, 6]. The
familiar forward probability from HMM training algorithms reap-
pear here, dong with some other recursive updates. The work is
also related to [ 7, 8], which considers the problem of inferring the
“message’ vector s given observationsr of theform As @ n =r,
where A is known and n is Bernoulli noise. This work has been
very successfully applied to soft-decision decoding of low-density
codes. While we make use of the key insight of the forward and
backward probabilities presented in [7], in our noisy LFSR estima-
tion problem, the matrix A isnot known in advance (since we do
not directly observe the LFSR output). The problem is also related
to the sequence inference problems treated in [9, 10, 11].

Potential applicationsinclude soft-decision error correction cod-
ing (determining the coefficients of an LFSR constitutes a major
step in decoding Reed-Solomon codes), intercepting and acquiring
code-division multiple access communications, or data compres-
sion.

2. PROBLEM STATEMENT

Consider a linear feedback shift register with output y; given by
Yyt = » o_, ciyt—i, which is passed through a discrete memo-
ryless channel (DMC) C to produce output d;, dy = C(y¢, nt),
where n; isan independent noise sequence For example, the chan-
nel might be abinary symmetric channel (BSC), d; = y: @ n. for
ne € {0,1}, orit might be an AWGN channel, d; = y: +n¢, ne €
R. Space limitations preclude providing details for other than the
BSC, but extension to the AWGN using the methods here is s-
traightforward. The proposed system is diagrammed in figure 1.
Given an observed sequence {d:,t = 1,2,...,T}, the problem

{yt} {d:}

DMC [——

LFSR

Figure 1: Noisy observations from an LFSR

is to estimate the feedback coefficients {c;,i = 1,2,... ,p}. To
this end, we model the feedback coefficients as Bernoulli random
variables with parameters +; defined by v; = Plc; = 1]. Un-
der the assumption of random coefficients, the LFSR become a
Markov model, and, since the outputs are probabilisticaly deter-
mined by means of the BSC, the overall system becomes a hidden
Markov model (HMM).

Letc = [c1,ca,. .. ,cp]T denote the vector of feedback co-
efficients, and let ¥ = [y1,72,--- ,7p]” denote the correspond-
ing vector of probabilities. Let d = [d1,d>,... ,dr]T andy =
[y1,2,-..,yr]". The state s; of the system at time ¢ is deter-
mined by the previous p outputs, s; = (y¢—1, Y¢—2,. .. ,Yt—p) =
(st,1, 8¢,2, - - - , St,p). Wedenote the sequence of statesby s = [s1,
Sz, ... ,sr]. Weobserve that the LFSR outputs y and the state se-
guence s are informationally equivalent.

Regardless of the coefficient vector ¢, the sequence of permis-
sible states of the LFSR must correspond to a DeBruijn sequence
[12, p. 16], [13], with the added stipulation that there is only one
successor to the all-zero state in the LFSR (it cannot leave the all-
zero state). We will denote the set of all allowable state sequences
of length T by DT



We model each coefficient ~; according to the logistic
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which will lead to an unconstrained optimization problem.

We can formul ate the coefficient estimation question as a max-
imum likelihood (ML) problem: Determine the probabilities v to
maximize P(d|y). As ameans to the ML solution we will em-
ploy the EM agorithm. We identify x = (d,y) = (d,s) asthe
complete data set, and d as the observed data set. Let 4*] denote
the estimate of ~ at the kth iteration of the algorithm, with cor-
responding parameter 6'%! determined via (1). For the E-step we
form the function

Qv = Eflog P(d, sly)|d, v
= 3 P(sld, /") log P(d,shy). @

seDT

vi = @)

In (2), ~ is regarded as the unknown vector, to be determined in
the M-step by maximizing Q («|v!*!) with respect to .

Noting that P(d,s|y) = P(d|s,~)P(s|y) and, by the s-
tate structure of the LFSR, P(s|y) = P(si]v)P(s2|s1,7) -
P(sr|sT—1,7), weobtain

ZP dt|St,

where wetake P(s1|s_1,) = 0. We also observe that

log P(d,s|y) = ) +log P(stlse-1,7),  (3)

P(d,s|y™)

P(s|d, v = == 4
where the denominator is independent of 4 and may in the future
be neglected. Combining (3) and (4) into (2) (and ignoring the
denominator) we obtain

Q™) = 3" P(d,sy™)

seDT

T
> “log P(di|s:, ) + log P(st|st—1,7)

The M-step of the EM agorithm leads to v +! = argmaxy
Q(~|~™!). Maximization is approached through a gradient-ascent

method, computing an update to gL by gl = gkl 4 u%

Q(~|7™1), where 1. is the step-size parameter. In what follows,
we will develop expressions for P(dy|s¢,y) and P(s¢|s¢—1,7) in
which the parameter ,,, isexplicitly apparent, allowing the neces-
sary derivative to be computed.

3. OUTPUT AND STATE PROBABILITIES

Output probabilities The output probabilities P(d:|s:,y) are s
traightforward to express for familiar channel models. For ex-
ample, for the BSC with crossover probability D, P(d:|s¢,y) =
(1 — D)P(yt = dt|St,’y) + DP(yt =1- dt|St,’y). In general,
computation of the output probability thus requires finding the LF-
SR output probabilities P(y:|s, ). These probabilities are com-
puted using the forward and backward probabilities introduced in
[7]. Lety, ™ = 3™, s¢,ic; bethe partial forward sum, and let

Pean = P(y

Pim = Plys™ = 1]s¢,7) F = 0lst,7)

be the forward probabilities. These probabilities satisfy the recur-
sion
Pim = (1= Ym)Pim—1 + YmPm—1 } te 1
Pem == ym)Plm—1 + YmPim—1 b
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We similarly definey;"? = »°7_
sumand let

m St.ici asthe partial backward

=Py =1) 1, =Py’ =0)

be the reverse probabilities. These probabilities satisfy arecursion
similar to the forward probabilities, with initial condition

p?,o =1 p%,o =0 7"1?,p+1 =1 ,rtl,p-‘,-l =0
Let
Atl,m(st) = (p?,mflrg,mqtl +pt1,mflrtl,m+l)
AL (58) = (Pem—1Temt1 + Plom—1Ttm+1)
and
Apm(st) = Afm(st) = AL ().

Then it can be shown that

= Ai;fi (s¢) — 'Ym(_l)yiAt,m(St)‘s(St,m: 1),
©)

where §(3, j) is the usual Kronecker §. Then (for the BSC) we
obtain

P(difst, ) = (=D)™[(2D = )ymAr,m(s6)8(se,m, 1)
= DA (s0)] + A5 (s0).
Then (still for the BSC) it follows (with 7y, = v (1 — ym)) that

P(ytlst, )

(6)

(2D = 1)3m Ap.m (50)8(st.m, 1).
™

State transition probabilities By the state structure of the LFS-

P(sly) = P(si|y)P(sels1,7) - P(srlsr—1,7) Inthe state
transition probability P(s¢|s¢—1,7), unless s,_; and s; are two
adjacent states in a DeBruijn state sequence, this probability is 0.
If s;—1 and s, are two adjacent statesin a DeBruijn sequence, then
P(st|lye-1 = y,s¢-1,7) = 0(s¢,1,). Thus

0
%P(dﬁstﬁ) = (-

P(st|st—1,7) = P(yt—1 = 1lst—1,7)d(5¢,1,1) +
P(yi—1 = 0|st—1,7)d(st,1,0).

Using (5) we then obtain

St 1'}’mAt 1 m(st 1)

log P( =
o8 P(sty) P(st|st—1,7)

t
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From (6), (7) and (8) we can write (after eliminating the nonzero

factors ym (1 — ym) andletting Ao, (so) = 0)
0
350" ) 3 Pdsh™) 201 di,si,7y,m)
s€D t=1
i, ©)
+ ) P(d,sy*) > Co(sima, 51,7, m)
s€D t=1



where (for the BSC)

(—=1)% (2D — 1)A¢,m(s¢)8(5¢,m, 1)
Vi
—(=1)" At 1,m (5t—1)0(St—1,m, 1)

v2

Cl(dt7st77am) =

Ca(st-1,8t,7,m) =

and

v = (=1)%[(2D = 1)ymA¢,m(st)8(st,m, 1) —
+ AL (se)

vy = Ap g (se—1) — (56,1, 1) A¢—1,m(se—1) —
(=1 vy Ap—1 m(st—1)d(8t—1,m, 1)

DAt,m (St)]

4. FORWARD AND BACKWARD STATE PROBABILITIES

To compute the sum over all state sequences s € DT in (9), we
introduce the forward and backward state sequence probabilities,
similar to those used in training HMMs. Let us define the for-
ward probability a.(df, j|y™*!) asthe probability of generating the
sequence dy, ds, . . . ,d; and ending up in state' j:

P(dy,ds,. .. [kl

Oé(di,‘”")’[k]) = ,dt,St :j|7

Then « has the recursive update

a(di™ iy =

icc— ()

P(st1 = jlse = i, Y™ ) P(desa[sesr = j,4™),  (20)

a(di, ijy™) x

with initial value

=i,~v*YP(s; =i) i=
oz(di,ilA/m)Z{O(CMS1 by =Y i;é:

The notation o~ (j) indicates the set of precursor states to the state
J.
Let us also define the first forward cost as

e(df, j, v, mly™) = ZPdl,sl s = jly™)

X ch(d‘r7s‘l’777m)
=1
which can be shown to have the recursive update

> P(sipr = jlse =i, 4"
iEU_(j)

x P(disalsipr = j,v™)e(dl, i, v, mly ™) +
a(di+l7J|7 k])cl(dt+17.]777m)7

e(di*t, gy, miyt) =

with initial value e(d1, j,~v, m[y™*!) = 0if j # s1, or P(du]s1,
YN C1(dr, 51,7, m) if j = s1.

INotation: when talking about the value of the state, we will use abold
font, to suggest that the state value is actually abinary p-tuple (a vector).

Let us aso define the second forward cost as

n(di, g, v, my™) = Y P(di, s s = jly™)

t
X ZCQ(ST—17ST777m)

r=1
with recursive update
W(di+1:j:’77m|’7[k]) = Z P(St+1 :j|st = i:‘Y[k])
ico—(j)
P(df+1|sf+1 :j77[ ) (dl 177am|7
> P(seyr =jlse =i,4™")
ico— ()
P(d — 5 A a(dt iYL (0
X P(diyilserr =, v )a(dy,ily™)Ca (i, §, v, m).

The iteration is initidlized with n(d?, j, v, m[y*) = 0 Vj,m
Then

[k])

8 M-—1
[k] : [k]
g Q™) = J;) e(di,j, v, mly™) +

(dl 7.]7 Y m|7[k])
where M = 2. Sincewedesire this derivative to be zero, we need
to find some way of solving for «. Rather than solve for 4 jointly
(which would be optimal but more intractable), we will update
Ym,m = 1,2,...  p successively, leaving the other elements of
~ fixed at the corresponding values of !*]

In actually performing the computations, normalized values
of a, €, and n must be computed, since the computations involve
products of probabilities.

5. REDUCING THE COMPUTATIONAL COMPLEXITY

Despite the efficient recurrence, the complexity is still exponential
in p, since the quantities «, e and n (or their normalized counter-
parts) must still be computed for all states and for all time.

In the world of Viterbi algorithm computations, a reduced-
complexity, reduced-performance agorithm can be obtained by
only retaining a fraction of paths to the state at time ¢, then ex-
tending these. Similarly, we can reduce the complexity, at the ex-
pense of some performance, by retaining only a subset of al of the
branches. Let W (width) denote the number of branches to retain
at each stage. Let S; denote the set of states that are retained at
time¢, and let o (.S;) denote the successors to those states. Then
the algorithm is modified asfollows: For eachtimet =2,... | T:

1. Foreachj € o (S:), update a, e and 7). (There are 20 (.S;)

such states.) The quantities thus obtained will only approx-
imate the true quantities.

2. From these updated values, determine the W states which
have the largest state sequence probability . These W s
tates are selected to form Sy1.

3. Compute updates to the derivatives by

) .
25 QO ~ >0 edl gy mly™) +
JESt+1

(dl 7.]777 m|7[k])



and update the v vector based on these derivatives.

6. ILLUSTRATION OF RESULTS

Space alows for only the briefest of illustrations of performace.
Figure 2 illustrates the performance of atest for aBSC withp = 5
and n = 100, where the computation widths are 25%, 50%, and
100% of the number of states, 32. In part (a), thereisno distortion,
D = 0, whilein part (b) D = 0.1. The same general behavior is
observed, except that there appears to be dightly faster conver-
gence without the distortion. In this particular example, somewhat
higher likelihood is obtained with the 100% width computation,
but in other experiments, the reduced width computations have
provided higher likelihoods.

In both of these cases, and in many other experiments per-
formed, a problem endemic to maximum likelihood techniques is
observed: the algorithm frequently converges to alocal maximum.
Thus this technique might be most useful in a scenario in which
the validity of the estimate might be validated, and the algorith-
m restarted if necessary using different data. One such applica-
tion might be blind acquisition of spread-spectrum signals, using
a RASE technique as described, for example, in [14]. An alter-
native use might be to use this method as a stage in an iterative
soft-decision decoding technique, in which other stages could be
used to obtain a useful prior.

7. REFERENCES

[1] J.L.Massey, “Shift-Register Synthesis and BCH Decoding,”
IEEE Trans. Info. Theory., vol. IT-15, no. 1, pp. 122-127,
1969.

[2] A. P Dempster, N. M. Laird, and D. B. Rubin, “Maximum
Likelihood from Incomplete Data viathe EM Algorithm,” J.
Royal Statiscal Soc., Ser. B, vol. 39, no. 1, pp. 1-38, 1977.

[3] T. K. Moon and W. C. Stirling, Mathematical Methods and
Algorithms for Sgnal Processing. Prentice-Hall, 1999.

[4] T. K. Moon, “The EM Algorithm in Signal Processing,”
IEEE Sgnal Processing Magazine, vol. 13, pp. 47-60,
November 1996.

[5] L. R. Rabiner, “A Tutorial on Hidden Markov Models and
Selected Applications in Speech Recognition,” Proc. |EEE,
vol. 77, pp. 257286, February 1989.

[6] L. E. Baum, T. Petrie, G. Soules, and N. Weiss, “A max-
imization technique occurring in the statistical anaysis of
probabilistic functions of Markov chains” Ann. Math. Stat.,
vol. 41, no. 1, pp. 164-171, 1970.

[7] D.J C.MacKay, “A free energy minimization framework for
inference problemsin modulo 2 arithmetic,” in Fast Software
Encryption (Proceedings of 1994 K.U. Leuven Workshop on
Cryptographic Algorithms) (B. Preneel, ed.), no. 1008 in
Lecture Notes in Computer Science, pp. 179-195, Springer-
Verlag, 1995.

[8] D.J. C. MacKay, “Free energy minimization algorithm for
decoding and cryptanalysis,” Electronics Letters, vol. 31,
no. 6, pp. 446447, 1995.

[9] W. Meier and O. Staffelbach, “Fast correlation attacks on
certain stream ciphers,” J. Cryptology, vol. 1, pp. 159-176,
1989.

(10]

(11]

(12]
(13]

(14]

log likelihood
©
o

-100}

-110¢

-120
0 10 20 30 40
iteration number

(a) No distortion

— 25%
50%
—- 100%

log likelihood
|
(o]
o

-100} -

-110}

=120 : : :
0 10 20 30 40
iteration number

(b) 10% distortion

Figure 2: Demonstration of the convergence

M. Mihavevic and J. Golic, “A fast iterative algorithm for
a shift register initial state reconstruction given the noisy
output sequence,” in Advances in Cryptology — AUSCRYP-
T, vol. 453, pp. 165-175, Springer-Verlag, 1990.

M. Mihalvevic and J. Golic, “Convergence of a bayesian
iterative error-correction procedure on a noisy shift regis-
ter sequence,” in Advances in Cryptology — EUROCRYPT,
vol. 658, pp. 124-137, Springer-Verlag, 1992.

C. Heegard and S. B. Wicker, Turbo Coding. Boston: Kluwer
Academic, 1999.

S. W. Golomb, Shift Register Sequences. San Francisco:
Holden-Day, 1967.

R. B. Ward and K. P. Yiu, “Acquisition of pseudonoise sig-
nals by recursion-aided sequential estimation,” |EEE Trans-
actions on Communications, vol. COM-25, no. 8, pp. 784—
794, August 1977.



