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ABSTRACT

We presenta wirelessvideo streamingsystemthat securely
andefficiently streamsvideo to heterogeneousclientsover time-
varyingcommunicationlinks. Clientsmaydiffer in their display,
power, communication,andcomputationalcapabilitiesandwire-
lesschannelsmayhavetime-varyingbandwidthsandqualitylevels
thatdependon channelusageandchannelconditions.End-to-end
systemefficiency is achieved by placing transcodersat interme-
diatenetwork nodes;thesetranscoderscaneasilyadaptthevideo
streamfor particularclientcapabilitiesandnetwork conditions.

Thissystemusesourproposedmethodof securescalablestream-
ing (SSS)to simultaneouslyachieve scalability, efficiency, and
security. Specifically, an SSScoderencodesvideo into secure
scalablepacketsby usingjointly designedscalablevideocoding,
packetization,andprogressive encryptiontechniques.This allows
downstreamSSStranscodersto transcodethesecurescalablepack-
etsby simply truncatingor eliminatingpackets, andwithout de-
crypting thecodedvideo. A key featureof SSSis that it enables
low-complexity transcodingoperationsto be performedat inter-
mediatenetwork nodeswithout compromisingthesecurityof the
end-to-endwirelessstreamingsystem.

1. INTR ODUCTION

Wirelessstreamingenvironmentspresentmany challengesfor the
systemdesigner. For instance,clientscanhave differentdisplay,
power, communication,andcomputationalcapabilities. In addi-
tion, wirelesscommunicationlinks canhave differentmaximum
bandwidths,quality levels, and time-varying characteristics.A
successfulwirelessvideostreamingsystemmustbeableto stream
video to heterogeneousclients over time-varying wirelesscom-
municationlinks, andthis streamingmustbeperformedin a scal-
able,efficient, andsecuremanner. Scalabilityis neededto enable
streamingto a multitudeof clientswith differentdevice capabili-
ties. Efficiency is neededto maximizethe usageof the available
network anddevice resources.Securityis particularly important
in wirelessnetworksto protectcontentfrom eavesdroppers.

In ordertoachievescalabilityandefficiency in wirelessstream-
ing environments,onemustbe able to easilyadaptor transcode
the compressedvideo streamat intermediatenetwork nodes. A
transcodertakesacompressedvideostreamastheinput, thenpro-
cessesit to produceanothercompressedvideostreamastheout-
put. Sampletranscodingoperationsincludebitratereduction,rate
shaping,spatialdownsampling,frameratereduction,andchang-
ing compressionformats[1, 2]. Network transcodingcanimprove
systemscalabilityandefficiency for exampleby adaptingthespa-
tial resolutionof avideostreamfor aparticularclient’sdisplayca-
pabilitiesor by dynamicallyadjustingthebitrateof avideostream
to matcha wirelesschannel’s time-varyingcharacteristics[3].

Whilenetwork transcodingfacilitatesscalabilityandefficiency
in video streamingsystems,it also presentsa numberof chal-
lenges. First, while computationallyefficient transcodingalgo-
rithmshavebeendeveloped,eventhesearenotwell-suitedfor pro-
cessinghundredsor thousandsof streamsat intermediatewired
network nodesor even a few streamsat intermediatelow-power
wirelessnetworking relaynodes.Furthermore,network transcod-
ing posesa seriousthreatto thesecurityof thestreamingsystem
becausetranscodingoperationsperformedon encryptedstreams
generallyrequiredecryptingthestream,transcodingthedecrypted
stream,andthenre-encryptingthe result. Sinceevery transcoder
mustdecryptthestream,eachnetwork transcodingnodepresents
a possiblebreachin thesecurityof theentiresystem.

We presenta wirelessvideostreamingsystemthatsimultane-
ously achieves threegoalsof scalability, efficiency, andsecurity
despitethesechallenges.This is accomplishedwith our proposed
methodof securescalablestreaming(SSS).SSSencodesvideo
into securescalablepackets that are streamedto heterogeneous
clients throughhybrid wired andwirelessnetworks. SSSallows
transcodingoperationsto be performedat intermediatenetwork
nodeswith low complexity and without decryptingthe packets;
thus, SSSenableslow-complexity network transcodingwithout
compromisingthesecurityof thesystem.

This paperis organizedas follows. Section2 describestwo
typesof wirelessstreamingsystemsthat deliver streamingvideo
to heterogeneousclientsanddiscusseshow network transcoding
can increasethe end-to-endefficiency of thesesystems.Section
3 describesconventional approachesto securevideo streaming
andshows that theseapproachesdo not allow network transcod-
ing without compromisingthesecurityof theoverall system.Sec-
tion 4 presentsour proposedmethodof SecureScalableStream-
ing (SSS),which enableswirelessstreamingsystemsto securely
streamvideotoheterogeneousclientswhile allowing low-complexity
network transcodingto beperformedwithout decryption.Finally,
section5 discussessystemdesignissuesthat mustbe considered
whendesigningSSSsystems.

2. WIRELESS STREAMING SYSTEMS

Wirelessstreamingsystemsarelimited by wirelessbandwidthand
clientresources.Wirelessbandwidthisscarcebecauseof its shared
natureandthefundamentallimitationsof wirelessspectrum.Client
resourcesareoftenpracticallylimited by powerconstraintsandby
display, communication,andcomputationalcapabilities;for exam-
ple, wirelesstransmissionandevenwirelessreceptionalonetypi-
cally consumelargepowerbudgets.In orderto makethemosteffi-
cientuseof wirelessbandwidthandclient resources,it is desirable
to sendclientsthelowestbandwidthvideostreamsthatmatchtheir
displayandcommunicationcapabilities[4]. In wirelessstreaming



systemswherea senderstreamsvideo to a numberof heteroge-
neousclientswith differentresources,network transcoderscanbe
usedto helpachieve end-to-endsystemefficiency andscalability.

In hybrid wired/wirelessnetworks, it is oftennecessaryto si-
multaneouslystreamvideoto fixedclientsonawirednetwork and
to mobile clientson a wirelessnetwork. Figure1a shows a hy-
brid wired/wirelessnetwork which consistsof a wired sender, a
wired high-resolutionreceiver, anda wirelessmedium-resolution
receiver. In this system,the sendergeneratesa full-bandwidth,
high-resolutionvideostreamthat is sentto thefixedwired client.
A transcoder, placedat the senderor thewired/wirelessgateway,
transcodesthisstreaminto a lower-bandwidth,medium-resolution
videostreamwhich is thensentto themobilewirelessreceiver.

In wirelessappliancenetworks,mobilesendersandreceivers
communicatewith one anotherover wirelesslinks. A sender’s
coverageareais limited by the power of the transmittedsignal.
Relay devices can be usedto extend the wirelesscoveragearea
whenintendedreceiversarebeyond the immediatecoveragearea
of the sender. In the caseof heterogeneousclients, transcoders
canbeusedto adapta videostreamfor a particularclient or com-
municationlink. Transcodingcanbeperformedin a relaydevice
or in a receiver which also actsas a relay. Figure 1b shows a
wirelessappliancenetwork that consistsof a wirelesssenderand
a high- and low-resolutionwirelessreceiver. In this system,the
high-resolutionreceiver receivesanddecodesthe high-resolution
videostream;in addition,it transcodesit andrelaysthe resulting
lower-bandwidthstreamto thelow-resolutionreceiver.
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Fig. 1. Wirelessstreamingsystems:(a)Hybrid wired/wirelessnet-
work with heterogeneousclientsandan intermediatetranscoding
node;(b) Wirelessappliancenetwork with heterogeneousclients
with transcodingandrelaycapabilities.

Boththesesystemsusenetwork transcodersto transcodevideo
streamsinto lowerbandwidthstreamsthatmatchthedisplaycapa-
bilities of the target wirelessclients. Generallyspeaking,these
systemsillustrate how network transcodingcan enableefficient
useof wirelessspectrumandclientresourcesby transcodingvideo
streamsinto formatsbettersuitedfor transmissionover particular
channelsandfor capabilitiesof targetclients. Thus,we consider
transcodingto bea critical partof a wirelessstreamingsystem.

3. CONVENTION AL APPROACHES TO
SECURE VIDEO STREAMING

Thissectiondiscussestwo conventionalapproachesfor securevideo
streaming.Figure2ashows a securevideostreamingsystemthat
usesapplication-level encryption.Thevideois first encodedinto a
bitstreamusinginterframecompressionalgorithmssuchasMPEG
or H.263 or intraframecompressionalgorithmssuchasJPEGor
JPEG2000.Theresultingbitstreamis encrypted,andtheresulting
encryptedstreamis packetizedandtransmittedover the network
usinga transportprotocol suchas UDP. The difficulty with this
approachoccurswhenapacket is lost. Specifically, errorrecovery

is difficult becausewithout thedatafrom the lost packet, decryp-
tion and/ordecodingmaybedifficult if not impossible.

Figure 2b shows a securevideo streamingsystemthat uses
network-level encryption. This systemcan use the samevideo
compressionalgorithmsastheprevioussystem.However, in this
systemthepacketizationcanbeperformedin a mannerthat con-
sidersthecontentof thecodedvideoandthusresultsin betterer-
ror recovery, a conceptknown to the networking communityas
application-level framing. For example,a commonapproachis
to useMPEGcompressionwith theRTP transportprotocolwhich
is built on UDP. RTP providesstreamingparameterssuchastime
stampsandsuggestsmethodsfor packetizingMPEGpayloaddata
to easeerrorrecovery in thecaseof lost or delayedpackets.
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(b) Conventionalapproach#1: Application-level encryption.
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(a) Conventionalapproach#2: Network-level encryption.

Fig. 2. Conventionalapproachesto videostreaming.

Both theseapproachesare securein that they transportthe
video datain encryptedform. However, if network transcoding
wasneeded,it wouldhaveto beperformedwith themethodshown
in Figure3a. Thetranscodingoperationis a decrypt,decode,pro-
cess,re-encode,and re-encryptprocess. The computationalre-
quirementsof this operationcanbereducedby incorporatingeffi-
cient transcodingalgorithmsin placeof thedecode,process,and
re-encodemodulesas shown in Figure 3b. However, even im-
proved transcodingalgorithmshave computationalrequirements
that are not well-suited for transcodingmany streamsin a net-
work node.Furthermore,a morecritical drawbackstemsfrom the
basicneedto decryptthestreamfor every transcodingoperation.
Eachtimethestreamis decrypted,it opensanotherpossibleattack
pointandthusincreasesthevulnerabilityof thesystem.Thus,each
transcoderfurtherthreatensthesecurityof theoverall system.
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(a)Conventionaltranscoding.
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(b) Conventionaltranscodingwith improvedefficiency.

Fig. 3. Conventionalapproachesto transcoding.

4. SECURE SCALABLE STREAMING

This sectiondescribesour proposedmethodof SecureScalable
Streaming(SSS).

4.1. SSSCoding

TheSSScoderencodestheinputvideoframesinto securescalable
packetsthatcanbestreamedto heterogeneousclientsoverwireless



networks. TheSSScoderwasdevelopedby jointly designingthe
compression,packetization,andencryptionmodulesof thecoder.
Morespecifically, scalablecodingandpacketizationmoduleswere
designedin conjunctionwith progressive encryptiontechniques.
TheresultingSSSvideostreamshave the featurethatsubsequent
transcodingoperationssuchasbitratereductionandspatialdown-
samplingcanbeperformedwithout decryptingthevideoandthus
while maintainingthesecurityof thesystem.

Our SSScodingmethodis shown in Figure4. First, thevideo
frameis segmentedinto tiles. Then,eachtile is codedinto two
portions: headerdataandscalablevideodata. Next, the scalable
video data is encryptedwith progressive encryptiontechniques.
Finally, a packet is createdby combiningtheunencryptedheader
datawith the progressively encryptedscalablevideo data. The
resultingsecurescalablepacketsarestreamedover thenetwork to
thereceiving clients.
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Fig. 4. SSSCoding.

Standardscalablevideo coding techniquesare usedto code
eachtile into scalablevideo data. Scalablevideo data has the
propertythat the first small portion of the datacan be decoded
into baselinequality video, and larger portionscan be decoded
into improved quality video. It is this propertythat allows pack-
etsto betranscodedto lower bitratesor spatialresolutionssimply
by truncatingthe packet. Progressive encryptiontechniquesin-
cludecipherblock chainsor streamciphers.Thesemethodshave
thepropertythatthefirst portionof thedatais encryptedindepen-
dently, thenlaterportionsareencryptedbasedon earlierportions.
Whenproperlymatchedwith scalablecodingandpacketization,
progressive encryptionpreserves the ability to transcodepackets
with simplepacket truncation. Additional detailsaboutthe joint
scalablecodingandpacketizationmethodarediscussedin Section
5.1andabouttheprogressive encryptionin Section5.2.

4.2. SSSTranscoding

In SSScoding,thescalablecodingandpacketizationmodulesare
combinedwith progressive encryptionmodules. It is this com-
binationthatallows subsequentSSStranscodingoperationsto be
performedby packet truncationor eliminationandwithoutdecryp-
tion. The resultingSSStranscoderis shown in Figure 5. SSS
transcoderscantranscodepacketsby readingtheunencryptedheader
dataat the beginning of eachpacket, then truncatingpackets at
theappropriatelocationsthatmaybespecifiedby theunencrypted
header.

The SSStranscodercan be comparedwith the conventional
transcodershown in Figure 3. Notice that the conventionalap-
proachrequiresdecryptionwhile theproposedapproachdoesnot.
Also, theconventionaltranscoderhasmuchhighercomputational
requirementsdueto thecomputationsneededfor decryption,con-
ventionaltranscoding,andencryption. However, while insecure,
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Fig. 5. SSSTranscoding.

the advantageof the conventionalapproachis that it canbe per-
formedonstandard-compliantstreams.Thus,if onedoesnothave
the freedomto encodethe video content, the conventional ap-
proachis the only alternative. On the other hand, if one does
have the freedomto encodethevideocontent,SSScodingoffers
a numberof benefits.Specifically, an SSSsystemprovidesend-
to-endsecuritywhile enablingvery low complexity transcodingto
be performedat intermediate,possiblyuntrusted,nodeswithout
compromisingthesecurityof thesystem.

5. SYSTEM DESIGN CONSIDERATIONS

5.1. ScalableCoding – Packetization

The scalablevideocodingandpacketizationmodulesof theSSS
coderwerejointly designedto enabledownstreamtranscodingop-
erationsto beperformedby simplepacket truncation.SSScoding
is similar to bitstreamscalablevideo coding, but it further par-
titions the video framesinto scalablepackets that correspondto
predeterminedregionsor tiles in the video sequence.The JPEG
2000imagecompressionstandardhasmany of thesecharacteris-
ticsof independentlycodedtilesandscalabilitywithin thetile. We
build upontheseconceptsby extendingthis level of scalabilityto
video framesandby combiningit with thepacketizationprocess;
furthermore,we jointly designthis smartpacketizationwith the
encryptionprocess.

Separateregionsor tilesof avideoframeareencodedinto one
or morepackets. Eachpacket containsheaderdataandscalable
videodata.Theheaderdescribestheregion that thepacket repre-
sentsandotherinformationneededfor subsequentSSStranscod-
ing anddecodingoperations.Suchinformationmayincludea se-
riesof recommendedtruncationpointsfor packet transcoders.The
scalablevideodatacontainstheactualcodedvideo. In thecaseof
intraframecoding,thevideodatamaybe thecodedpixels; while
in thecaseof interframecoding,it maybethemotionvectorsand
codedresidualsthat result from motion-compensatedprediction.
Scalablecodingtechniquescanbeusedin bothcasesto createan
embeddedor scalablepacket that can be truncatedto lower the
resolutionor fidelity of thecodedvideodata.

5.2. ScalableCoding – Packetization – Encryption

If the entire packet was encryptedwith one long block code, it
wouldnotbedecodableunlessit wasreceivedin its entirety. Since
we areusingscalablepacketsandwe wish to beableto transcode
the streamby packet truncation,it is usefulandnecessaryto en-
crypt the packets in a similarly progressive manner. Thus, SSS
codingperformsencryptionby usingprogressiveencryptionmeth-
odssuchascipherblock chainsor streamciphers[5].

Progressiveencryptionmethodshavethepropertythatsmaller
blocksof dataareencryptedprogressively. While block codeen-
cryptionwith smallblock sizesis not very secure,progressive en-
cryption methodsadda degreeof securityby feedingencrypted
dataof earlierblocksinto theencryptionof a laterblock. Decryp-
tion canthenbeperformedprogressively aswell. Thefirst small



block of ciphertext canbedecryptedinto plaintext by itself while
laterblocksof ciphertext dependon thedecryptedplaintext from
earlierblocks.Thus,earlierblocksof ciphertext canbedecrypted
without knowledgeof the entire ciphertext segment. This pro-
gressive natureof cipherblock chainsandstreamciphersmatches
nicely with the progressive or embeddednatureof scalablecod-
ing. It is thiscombinationthatenablesefficientsecuretranscoding
operationsto beperformedin SSS.

While thepayloaddatais encryptedprogressively, theheader
datais left unencryptedso that transcodingnodescanusethis in-
formation to make transcodingdecisions. For example,the un-
encryptedheadercancontaininformationsuchasrecommended
truncationpointswithin theencryptedpacket. This canbeusedto
achievenearRD-optimalbitratereductionby intermediatetranscod-
ing nodes.This is discussedfurtherin Section5.3.

5.3. Rate-Distortion Optimality

A highly desirablefeatureof a scalablesystemis the ability to
transcodethecompressedstreamto differentrates,eachof which
is rate-distortion(RD) optimalor near-RD optimal.Achieving this
propertyis ratherstraightfoward if anentireframeis codedinto a
singleembeddedbitstreamthatis sentwithin asinglepacket; then,
any truncationpoint of thesinglepacket (embeddedbitstream)is
nearly RD optimal by design. However, this is not possiblein
a systemwhere framesare codedinto multiple packets, unless
transcodersaccumulateall thepacketsof aframeandde-packetize,
decrypt,process,re-encrypt,andre-packetizethesepackets.

RD optimal codingis achieved by generatingan RD plot for
eachtile of animage,andthenoperatingall tilesat thesameslope

�
thatgeneratesthedesiredtotal bitrate.We achieve near-optimal

transcodingat the packet level by placingthe optimal RD cutoff
points for a numberof quality levels in the unencryptedheaders
of thepackets. Then,a transcodercantruncateeachpacket at the
appropriatecutoff point; thus the resultingpackets will contain
the appropriatenumberof bits for eachregion of the video for
the new desiredquality level. Notice that the transcodersimply
needsto readeachpacket header, thentruncatethe packet at the
appropriatepoint. This is illustratedin Figure6 wherethreetiles
in animagearecodedinto separatepackets,andfor eachtile three
RD optimalpointsareidentifiedandtheir locationsplacedin the
respective packet header. A transcodercanchooseto operateat
any of thethreeRD points(or pointsin-between)andthentruncate
eachpacket at theappropriatecutoff point.

5.4. Drift vs.CompressionEfficiency

A problemwith truncatingpackets in a systemthat usesmotion-
compensatedpredictionis thedrift that resultswhentruncatedor
eliminateddatais not available to the receiver. This drift prob-
lem may be addressedin a numberof ways. First, drift may be
completelyeliminatedby allowing the predictionto only depend
on base-level videodatathatis requiredto beat all decoders.The
drawbackof this approachis the lost compressionefficiency that
resultsfrom not including the rest of the video datain the pre-
diction loop. Theotherextremeis to maximizecompressioneffi-
ciency by usingall thecodedvideodatain thepredictionloopand
allowing drift in all thepartialreconstructions.

Themiddlegroundis to allow a smallamountof drift to exist
in the system.For example,in a systemthat codeswith threeor
moreRD reconstructionlevels,onecouldallow thepredictionto
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Fig. 6. RD optimality of SecureScalableStreaming.

dependon thevideodatacontainedup to thesecondcutoff point.
If a transcodertruncatespacketsat thefirst cutoff point,thensome
drift will occur. If a transcodertruncatespacketsat thesecondcut-
off point, thenRD optimality is achieved. If the transcodertrun-
catesdataat third or highercutoff pointsor if no transcodingis
performed,thennodrift occurs,however reducedcompressionef-
ficiency will resultbecauseonly partial video datais usedin the
predictionloop. Empirical evidenceshows that the compression
efficiency gainedby usingthehigherquality video in thepredic-
tion loopoftenoutweighsthereducedperformancecausedby drift
errorsin the lower quality video. However, the choiceof cutoff
level to usein the predictionloop is quite heuristicandis left to
thesystemdesigner.

6. SUMMAR Y

Importantfeaturesfor videostreamingover wirelessnetworks in-
clude scalablevideo coding, efficient transcoding,and security.
SSSprovidesscalability, efficiency, andsecuritybyencodingvideo
into securescalablepackets throughthe useof jointly designed
scalablevideo coding,packetization,andprogressive encryption
techniques.SSStranscoderscanthentranscodethesesecurescal-
ablepacketsbysimplytruncatingor eliminatingpackets,andwith-
out decryptingthe codedvideo. A key featureof SSSis that it
enableslow-complexity and high-quality transcodingto be per-
formedat intermediate,possiblyuntrusted,network nodeswithout
compromisingthe securityof the end-to-endwirelessstreaming
system.
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