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ABSTRACT

We presenta wirelessvideo streamingsystemthat securely
andefficiently streamsvideoto heterogeneouslients over time-
varying communicatiorinks. Clientsmay differ in their display
power, communicationand computationatapabilitiesand wire-
lesschannelsnayhave time-varyingbandwidthsandquality levels
thatdependon channelusageandchannelkonditions.End-to-end
systemefficiengy is achieved by placing transcoderst interme-
diate network nodes;thesetranscoderganeasilyadaptthe video
streamfor particularclient capabilitiesandnetwork conditions.

Thissystermusesurproposednethodof securescalablestream-
ing (SSS)to simultaneouslyachieve scalability efficiengy, and
security Specifically an SSScoderencodesvideo into secure
scalablepacletsby usingjointly designedscalablevideo coding,
pacletization,andprogressie encryptiontechniquesThis allows
downstreanSSStranscoderto transcodéhesecurescalablgpack-
ets by simply truncatingor eliminating paclets, andwithout de-
crypting the codedvideo. A key featureof SSSis thatit enables
low-comple&ity transcodingoperationsto be performedat inter-
mediatenetwork nodeswithout compromisingthe securityof the
end-to-endvirelessstreamingsystem.

1. INTRODUCTION

Wirelessstreamingervironmentspresenimary challengedor the
systemdesigner For instance clientscanhave differentdisplay
power, communicationand computationakcapabilities. In addi-
tion, wirelesscommunicationlinks can have differentmaximum
bandwidths,quality levels, and time-varying characteristics. A
successfulvirelessvideostreamingsystemmustbeableto stream
video to heterogeneouslients over time-varying wirelesscom-
municationlinks, andthis streamingmustbe performedin a scal-
able, efficient, andsecuremanner Scalabilityis neededo enable
streamingto a multitudeof clientswith differentdevice capabili-
ties. Efficiengy is neededo maximizethe usageof the available
network and device resources.Securityis particularlyimportant
in wirelessnetworksto protectcontentfrom eazesdroppers.

In orderto achieve scalabilityandefficiency in wirelessstream-
ing ervironments,one mustbe able to easily adaptor transcode
the compressedideo streamat intermediatenetwork nodes. A
transcodetakesa compressetlideostreamastheinput, thenpro-
cessest to produceanothercompressedideo streamasthe out-
put. Sampletranscodingoperationsncludebitratereduction rate
shaping,spatialdovnsampling,framerate reduction,and chang-
ing compressiofiormats[1, 2]. Network transcodinganimprove
systemscalabilityandefficiengy for exampleby adaptingthe spa-
tial resolutionof avideostreantor aparticularclient’s displayca-
pabilitiesor by dynamicallyadjustingthe bitrateof avideostream
to matchawirelesschannek time-varying characteristic§3].

While network transcodindacilitatesscalabilityandefficiency
in video streamingsystems,it also presentsa numberof chal-
lenges. First, while computationallyefficient transcodingalgo-
rithmshave beendeveloped eventhesearenotwell-suitedfor pro-
cessinghundredsor thousandof streamsat intermediatewired
network nodesor even a few streamsat intermediatelow-power
wirelessnetworking relay nodes.Furthermorenetwork transcod-
ing posesa seriousthreatto the securityof the streamingsystem
becausedranscodingoperationsperformedon encryptedstreams
generallyrequiredecryptingthestreamtranscodinghe decrypted
stream,andthenre-encryptingthe result. Sinceevery transcoder
mustdecryptthe stream,eachnetwork transcodinghodepresents
apossiblebreachin the securityof the entiresystem.

We presenta wirelessvideo streamingsystenthat simultane-
ously achieves threegoalsof scalability efficiengy, and security
despitethesechallengesThis is accomplisheavith our proposed
methodof securescalablestreaming(SSS).SSSencodesvideo
into securescalablepaclets that are streamedo heterogeneous
clientsthroughhybrid wired and wirelessnetworks. SSSallows
transcodingoperationsto be performedat intermediatenetwork
nodeswith low compl&ity and without decryptingthe paclets;
thus, SSSenableslow-compl«ity network transcodingwithout
compromisinghe securityof the system.

This paperis organizedasfollows. Section2 describeswo
typesof wirelessstreamingsystemsthat deliver streamingvideo
to heterogeneouslients and discussesiov network transcoding
canincreasethe end-to-endefficiengy of thesesystems. Section
3 describesconventional approachedo securevideo streaming
and shows that theseapproacheslo not allow network transcod-
ing without compromisinghe securityof the overall system.Sec-
tion 4 presentour proposednethodof SecureScalableStream-
ing (SSS),which enableswirelessstreamingsystemso securely
streamvideoto heterogeneoudientswhile allowing low-compleity
network transcodingo be performedwithout decryption.Finally,
section5 discussesystemdesignissuesthat mustbe considered
whendesigningSSSsystems.

2. WIRELESS STREAMING SYSTEMS

Wirelessstreamingsystemsrelimited by wirelessbhandwidthand
clientresourcesWirelessbandwidthis scarcebecausef its shared
natureandthefundamentalimitationsof wirelessspectrumClient
resourcesireoftenpracticallylimited by power constraint@ndby
display communicationandcomputationatapabilitiesfor exam-
ple, wirelesstransmissiorandeven wirelessreceptionalonetypi-
cally consumdargepower budgets.n orderto make themosteffi-
cientuseof wirelessbandwidthandclientresourcesi is desirable
to sendclientsthelowestbandwidthvideostreamghatmatchtheir
displayandcommunicatiorcapabilitieg4]. In wirelessstreaming



systemswhere a senderstreamsvideo to a numberof heteroge-
neousclientswith differentresourcesnetwork transcodersanbe
usedto helpachieve end-to-endsystemefficiency andscalability

In hybrid wired/wirelessnetworks, it is often necessaryo si-
multaneoushstreanvideoto fixedclientson awired network and
to mobile clients on a wirelessnetwork. Figure 1a shaws a hy-
brid wired/wirelessnetwork which consistsof a wired sendera
wired high-resolutiorrecever, anda wirelessmedium-resolution
recever. In this system,the sendergenerates full-bandwidth,
high-resolutionvideo streamthatis sentto the fixed wired client.
A transcoderplacedat the senderor the wired/wirelessgatevay,
transcodethis streaminto alower-bandwidthmedium-resolution
videostreamwhich s thensentto the mobilewirelessrecever.

In wirelessappliancenetworks, mobile sendersandrecevers
communicatewith one anotherover wirelesslinks. A senders
coverageareais limited by the power of the transmittedsignal.
Relay devices can be usedto extend the wirelesscoveragearea
whenintendedreceversarebeyond the immediatecoveragearea
of the sender In the caseof heterogeneouslients, transcoders
canbeusedto adapta videostreamfor a particularclient or com-
municationlink. Transcodingcanbe performedin arelay device
or in a recever which also actsasa relay Figure 1b shavs a
wirelessappliancenetwork that consistsof a wirelesssenderand
a high- and low-resolutionwirelessrecever. In this system,the
high-resolutiorrecever recevesand decodeghe high-resolution
video stream;in addition, it transcode& andrelaysthe resulting
lower-bandwidthstreamto the low-resolutionrecever.
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Fig. 1. Wirelessstreamingsystems(a) Hybrid wired/wirelesset-

work with heterogeneouslientsandan intermediateranscoding
node; (b) Wirelessappliancenetwork with heterogeneouslients

with transcodingandrelay capabilities.

Boththesesystemsisenetwork transcoderto transcodeideo
streamsnto lower bandwidthstreamghatmatchthedisplaycapa-
bilities of the target wirelessclients. Generallyspeaking,these
systemsillustrate how network transcodingcan enableefficient
useof wirelessspectrunandclientresource$y transcodingideo
streamsnto formatsbettersuitedfor transmissiorover particular
channelsandfor capabilitiesof tametclients. Thus,we consider
transcodingo beacritical partof awirelessstreamingsystem.

3. CONVENTION AL APPROACHESTO
SECUREVIDEO STREAMING

Thissectiondiscusseswvo conventionalapproachefor securevideo
streaming.Figure 2a shavs a securevideo streamingsystemthat
usesapplication-l@el encryption.Thevideois first encodednto a
bitstreamusinginterframecompressiomlgorithmssuchasMPEG
or H.263 or intraframecompressioralgorithmssuchas JPEGor
JPEG2000Theresultingbitstreamis encryptedandtheresulting
encryptedstreamis pacletizedandtransmittedover the network
using a transportprotocol suchas UDP. The difficulty with this
approachoccurswhenapacletis lost. Specifically errorrecovery

is difficult becausevithout the datafrom the lost paclet, decryp-
tion and/ordecodingmaybe difficult if notimpossible.

Figure 2b shavs a securevideo streamingsystemthat uses
network-level encryption. This systemcan usethe samevideo
compressioralgorithmsasthe previous system.However, in this
systemthe pacletizationcanbe performedin a mannerthat con-
sidersthe contentof the codedvideo andthusresultsin betterer-
ror recovery, a conceptknown to the networking community as
application-leel framing. For example,a commonapproachis
to useMPEG compressiomith the RTP transportprotocolwhich
is built on UDP. RTP providesstreamingparametersuchastime
stampsandsuggestsnethodsgfor pacletizing MPEG payloaddata
to easeerrorrecovery in the caseof lost or delayedpaclets.
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(b) Corventionalapproach#1: Application-level encryption.
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(a) Corventionalapproach#2: Network-level encryption.

Fig. 2. Corventionalapproacheto videostreaming.

Both theseapproachesre securein that they transportthe
video datain encryptedform. However, if network transcoding
wasneededit would have to beperformedwith themethodshavn
in Figure3a. Thetranscodingoperationis a decrypt,decodepro-
cess,re-encode and re-encryptprocess. The computationake-
quirementof this operationcanbereducedby incorporatingeffi-
cienttranscodingalgorithmsin placeof the decode processand
re-encodemodulesas shawvn in Figure 3b. However, even im-
proved transcodingalgorithmshave computationakequirements
that are not well-suited for transcodingmary streamsin a net-
work node.Furthermorea morecritical dravbackstemsfrom the
basicneedto decryptthe streamfor every transcodingoperation.
Eachtime the streamis decryptedit opensanothempossibleattack
pointandthusincreaseshevulnerabilityof thesystem.Thus,each
transcodefurtherthreatenshe securityof the overall system.
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(a) Conventionaltranscoding.
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(b) Corventionaltranscodingvith improved efficiency.

Fig. 3. Corventionalapproacheto transcoding.

4. SECURE SCALABLE STREAMING

This sectiondescribesour proposedmethodof SecureScalable
StreamingSSS).
4.1. SSSCoding

The SSScoderencodesheinputvideoframesinto securescalable
pacletsthatcanbestreamedo heterogeneoudientsoverwireless



networks. The SSScoderwasdevelopedby jointly designingthe
compressionpacletization,andencryptionmodulesof the coder
More specifically scalablecodingandpacletizationmodulesvere
designedn conjunctionwith progressie encryptiontechniques.
TheresultingSSSvideo streamshave the featurethat subsequent
transcodingperationsuchasbitratereductionandspatialdovn-
samplingcanbe performedwithout decryptingthe video andthus
while maintainingthe securityof the system.

Our SSScodingmethodis shawvn in Figure4. First, thevideo
frameis segmentedinto tiles. Then, eachtile is codedinto two
portions: headerataandscalablevideo data. Next, the scalable
video datais encryptedwith progressie encryptiontechniques.
Finally, a pacletis createdby combiningthe unencryptecheader
datawith the progressiely encryptedscalablevideo data. The
resultingsecurescalablepacletsarestreameaver the network to
thereceving clients.
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Fig. 4. SSSCoding.

Standardscalablevideo coding techniquesare usedto code
eachtile into scalablevideo data. Scalablevideo datahasthe
propertythat the first small portion of the datacan be decoded
into baselinequality video, and larger portions can be decoded
into improved quality video. It is this propertythat allows pack-
etsto betranscodedo lower bitratesor spatialresolutionssimply
by truncatingthe paclet. Progressie encryptiontechniquesn-
cludecipherblock chainsor streamciphers. Thesemethodshave
the propertythatthefirst portion of the datais encryptedndepen-
dently thenlaterportionsareencryptedbhasedon earlierportions.
When properly matchedwith scalablecoding and pacletization,
progressie encryptionpreseresthe ability to transcodepaclets
with simple paclet truncation. Additional detailsaboutthe joint
scalablecodingandpacletizationmethodarediscussedh Section
5.1andaboutthe progressie encryptionin Section5.2.

4.2, SSSTranscoding

In SSScoding,the scalablecodingandpacletizationmodulesare
combinedwith progressie encryptionmodules. It is this com-
binationthatallows subsequensSStranscodingoperationgo be
performedby paclettruncationor eliminationandwithoutdecryp-
tion. The resulting SSStranscodelis shavn in Figure5. SSS
transcodersantranscodacletsby readingtheunencryptedheader
dataat the beginning of eachpaclet, then truncatingpaclets at
theappropriatdocationsthatmaybe specifiedby theunencrypted
header

The SSStranscodeican be comparedwith the corventional
transcodershovn in Figure 3. Notice that the corventional ap-
proachrequiresdecryptionwhile the proposedapproactdoesnot.
Also, the conventionaltranscodehasmuchhighercomputational
requirementslueto the computationsieededor decryption,con-
ventionaltranscodingand encryption. However, while insecure,
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Fig. 5. SSSTranscoding.

the adwantageof the corventionalapproachs thatit canbe per

formedon standard-compliargtreamsThus,if onedoesnothave
the freedomto encodethe video content, the corventional ap-
proachis the only alternatve. On the other hand, if one does
have the freedomto encodethe video content,SSScodingoffers
a numberof benefits. Specifically an SSSsystemprovides end-
to-endsecuritywhile enablingvery low compleity transcodingo

be performedat intermediate possibly untrusted,nodeswithout
compromisinghe securityof the system.

5. SYSTEM DESIGN CONSIDERATIONS

5.1. ScalableCoding — Packetization

The scalablevideo codingand pacletizationmodulesof the SSS
coderwerejointly designedo enabledownstreantranscodingp-
erationsto be performedby simplepaclet truncation.SSScoding
is similar to bitstreamscalablevideo coding, but it further par
titions the video framesinto scalablepaclets that correspondo
predeterminedegionsor tiles in the video sequence The JPEG
2000imagecompressiorstandarchasmary of thesecharacteris-
tics of independentlyodedtiles andscalabilitywithin thetile. We
build upontheseconceptdy extendingthis level of scalabilityto
video framesandby combiningit with the pacletizationprocess;
furthermore,we jointly designthis smartpacletizationwith the
encryptionprocess.

Separateegionsor tiles of avideoframeareencodednto one
or more paclets. Eachpaclet containsheaderdataand scalable
videodata. The headerdescribeghe region thatthe paclet repre-
sentsandotherinformationneededor subsequen$SStranscod-
ing anddecodingoperations.Suchinformationmayincludea se-
riesof recommendettuncationpointsfor paclettranscodersThe
scalablevideodatacontainghe actualcodedvideo. In the caseof
intraframecoding,the video datamay be the codedpixels; while
in the caseof interframecoding,it maybethe motionvectorsand
codedresidualsthat resultfrom motion-compensategrediction.
Scalablecodingtechniquesanbe usedin both casedo createan
embeddedr scalablepaclet that can be truncatedto lower the
resolutionor fidelity of the codedvideodata.

5.2. ScalableCoding — Packetization — Encryption

If the entire paclet was encryptedwith one long block code, it
would notbedecodableinlesst wasrecevedin its entirety Since
we areusingscalablepacletsandwe wish to be ableto transcode
the streamby paclet truncation,it is usefulandnecessaryo en-
crypt the pacletsin a similarly progressie manner Thus, SSS
codingperformsencryptionby usingprogressie encryptionmeth-
odssuchascipherblock chainsor streamcipherg[5].

Progressie encryptionmethodshave the propertythatsmaller
blocksof dataareencryptedprogressiely. While block codeen-
cryptionwith smallblock sizesis notvery secureprogressie en-
cryption methodsadd a degreeof securityby feedingencrypted
dataof earlierblocksinto theencryptionof alaterblock. Decryp-
tion canthenbe performedprogressiely aswell. The first small



block of ciphertext canbe decryptednto plaintext by itself while
later blocksof ciphertext dependon the decryptedplaintext from
earlierblocks. Thus,earlierblocksof ciphertext canbedecrypted
without knowledge of the entire ciphertext segment. This pro-
gressve natureof cipherblock chainsandstreamciphersmatches
nicely with the progressie or embeddedatureof scalablecod-
ing. It is this combinatiornthatenablefficient securgranscoding
operationgo be performedn SSS.

While the payloaddatais encryptedorogressiely, the header
datais left unencryptedso thattranscodingnodescanusethis in-
formationto malke transcodingdecisions. For example, the un-
encryptedheadercan containinformation suchas recommended
truncationpointswithin theencryptedpaclet. This canbe usedto
achiere nearRD-optimalbitratereductionby intermediatéranscod-
ing nodes.Thisis discussedurtherin Section5.3.

5.3. Rate-Distortion Optimality

A highly desirablefeatureof a scalablesystemis the ability to
transcodehe compressedtreamto differentrates,eachof which
is rate-distortion(RD) optimalor nearRD optimal. Achieving this
propertyis ratherstraightfavardif anentireframeis codedinto a
singleembeddedbitstreanthatis sentwithin asinglepaclet; then,
ary truncationpoint of the single paclet (embeddeditstream)is
nearly RD optimal by design. However, this is not possiblein
a systemwhere framesare codedinto multiple paclets, unless
transcoderaccumulatell thepacletsof aframeandde-packtize,
decrypt,processre-encryptandre-pacletizethesepaclets.

RD optimal codingis achiezed by generatingan RD plot for
eachtile of animage,andthenoperatingall tiles atthe sameslope
A thatgenerateshe desiredotal bitrate. We achievze nearoptimal
transcodingat the paclet level by placingthe optimal RD cutoff
pointsfor a numberof quality levels in the unencryptecheaders
of the paclets. Then,atranscodecantruncateeachpaclet at the
appropriatecutoff point; thus the resulting paclets will contain
the appropriatenumberof bits for eachregion of the video for
the new desiredquality level. Notice that the transcodessimply
needsto readeachpaclet headerthentruncatethe paclet at the
appropriatepoint. Thisis illustratedin Figure 6 wherethreetiles
in animagearecodedinto separat@aclets,andfor eachtile three
RD optimal pointsareidentifiedandtheir locationsplacedin the
respectie paclet header A transcodeican chooseto operateat
ary of thethreeRD points(or pointsin-betweengandthentruncate
eachpaclet attheappropriatecutof point.

5.4. Drift vs.CompressionEfficiency

A problemwith truncatingpacletsin a systemthat usesmotion-
compensategredictionis the drift thatresultswhentruncatedor
eliminateddatais not available to the recever. This drift prob-
lem may be addressedh a numberof ways. First, drift may be
completelyeliminatedby allowing the predictionto only depend
on base-lgel videodatathatis requiredto be at all decodersThe
dravbackof this approachs the lost compressiorefficiency that
resultsfrom not including the rest of the video datain the pre-
diction loop. The otherextremeis to maximizecompressioreffi-
cieng by usingall thecodedvideodatain thepredictionloop and
allowing drift in all the partialreconstructions.
Themiddlegroundis to allow a smallamountof drift to exist
in the system.For example,in a systemthat codeswith threeor
more RD reconstructiorlevels, one could allow the predictionto
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Fig. 6. RD optimality of SecureScalableStreaming.

dependon thevideo datacontainedup to the secondcutoff point.
If atranscodetruncategpacletsatthefirst cutof point,thensome
drift will occur If atranscodetruncategacletsattheseconcut-
off point, thenRD optimality is achieved. If the transcodetrun-
catesdataat third or higher cutoff pointsor if no transcodings
performedthenno drift occurs however reduceccompressioref-
ficiengy will resultbecauseonly partial video datais usedin the
predictionloop. Empirical evidenceshaws that the compression
efficiengy gainedby usingthe higherquality videoin the predic-
tion loop oftenoutweighshereducederformanceausedy drift
errorsin the lower quality video. However, the choiceof cutoff
level to usein the predictionloop is quite heuristicandis left to
thesystemdesigner

6. SUMMARY

Importantfeaturedfor video streamingover wirelessnetworksin-
clude scalablevideo coding, efficient transcoding,and security
SSSprovidesscalability efficiengy, andsecurityby encodingvideo
into securescalablepaclets throughthe use of jointly designed
scalablevideo coding, pacletization,and progressie encryption
techniquesSSStranscodersanthentranscodehesesecurescal-
ablepacletsby simplytruncatingor eliminatingpaclets,andwith-
out decryptingthe codedvideo. A key featureof SSSis that it
enableslow-compl&ity and high-quality transcodingto be per
formedatintermediatepossiblyuntrustednetwork nodeswithout
compromisingthe security of the end-to-endwirelessstreaming
system.

7. REFERENCES

[1] H. Sun, W.K. Kwok, and J.W. Zdepski, “Architecturesfor MPEG
compresseditstreamscaling, |EEE Transactions on Circuits and
Systems for Video Technology, vol. 6, no. 2, April 1996.

[2] S.J.Wee, J.G. Apostolopoulos,and N. Feamster “Field-to-frame
transcodingwith spatialandtemporaldovnsampling, in IEEE In-
ternational Conf. on Image Processing, Kobe,JapanOctober1999.

[3] W. TanandA. Zakhor “Real-timeinternetvideousingerrorresilient
scalablecompressiorand TCP-friendly transportprotocol;, |EEE
Transactions on Multimedia, pp.172—-186,Junel1999.

[4] S.McCanne M. Vetterli, andV. Jacobson,“Low-compleity video
coding for receverdriven layeredmulticast, |EEE Journal on Se-
lected Areasin Communications vol. 15,no.6, August1997.

[5] BruceSchneier Applied Cryptography, JohnWiley & Sons,Inc., 2
edition,1995.



