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ABSTRACT challenge and made progress on evaluating both watermark
and non-watermark proposals [3]. This paper summarizes

bmitted by th th p di i K dur successful attacks on the robust part of four audio water-
S:J ;m © y3 c alli SoDr:A?n g:{r al; II? wa ergar prcl)pqs- mark techniques (A, B, C, P) Also presented are analysis
als during a 3-wee public challenge. Our analysis implementation issues.

points out some weaknesses in the watermark techniques
currently under SDMI consideration and suggests directionsPrior Work on Watermark Attacks  An attack on the

for further improvement. The paper also discusses the framevatermarking system is successful if the original goal of
work and strategies for analyzing the robustness and se£mbedding watermarks cannot be achieved. For robust wa-
curity of watermarking systems as well as the difficulty, termarking, this means the detector is unable to detect the

uniqueness, and unrealistic expectations of the attack setupXistence of watermark or there is ambiguity in making a
definite decision. An effective attack does not have to re-

move the watermark. One simple example is to cause mis-
synchronization via jitter [4].
1. INTRODUCTION Finding effective attacks and analyzing them play an im-

o . ) ) ) portant role in identifying the weaknesses and limitations
Secure Digital Music Initiative (SDMI) is an international s watermarking schemes, as well as in suggesting direc-
consortium that is developing open technology specifica- tjons for further improvement. A number of attacks and
tions aiming at protecting the playing, storing, and distribut- some countermeasures have been reported in the literature.
ing of digital music [1]. Imperceptible digitql watermarking  \ost of the previous attacks target at specific types of wa-
has been proposed to be key elements in the SDMI syS-ermarking schemes, in which analysts have full knowledge

tems. Digital watermarks are special signals embedded ings the watermarking algorithms and are able to perform ex-
digital audio and are extractable by detection mechanisms.perimemS with many non-watermarked, watermarked, and

Upon detection, the watermarks may direct certain actions 5itacked samples, and to observe the results in real time.
to be taken, for example, to permit or to deny recording.
An SDMI system may incorporate a combination of robust beddi 4d ) laorith K h b
and fragile watermarks. The robust watermarks, indicating I'e L,'”Q ag. fetectlpn ggont_l T)ls arelno:] novxr/]n ;Ot € plu -
specific access policies, should survive common signal pro- IC. 'r,n't,e Information is aval able on yt roug ,t € oracle
cessing and attacks. The fragile watermarks may be use%me'ss'on' After each submission, detection is performed
to indicate whether the audio has experienced certain pro- Y SD;\/IIbstaff4arIc21 Lhe rESlIJ:lt IS Se?]t bfaﬁk \]:V'th ahre”sponse
cessing such as lossy compression [2]. In early Septembe Ime of a QUt . ours. For each o t. € four challenges,
2000, SDMI announced a three-week public challenge for SDMI provided three audio samples, as illustrated in Fig. 1.
its Phase-II screening, inviting the public to evaluate the at- hey are'; o o
tack resistance for four watermark techniques (A, B, C, F) ® Sampl?.wayoriginal audio with no watermark)
and two other schemes (D, E). The challenge emphasized Samp2?.waysampl?.wav watermarked by Technology-?)
on testing the effectiveness of robust watermarks, which is® samp3?.waya different audio watermarked by Technology-?)
crucial in ensuring the proper functioning of the entire sys- where the substitution symbol “?” stands for one of the four
tem. challenges: “a”, “b”", “c”, or “f". All audio samples are

A team of researchers from Princeton University, Rice 2-minute long, sampled at 44.1 kHz with 16-bit precision.
University, and Xerox research laboratories participated this The audio contents are mostly popular music. Sample-1 for

- - ) all four technologies are identical, while sample-3 are all

This research is supported in part by a New Jersey State different
R&D Excellence Award, NSF grant MIP-9408462, and Intel Tech- T )
nology for Education 2000 Grant. The authors can be con- A participant of this challenge generates an attacked au-

tacted via{minwu, sacraver@ee.princeton.edu, felten@cs.princeton.edu,
liu@ee.princeton.edu . 1The success was confirmed by SDMI during the 3-week challenge.

This paper explains and analyzes the successful attack
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SDMI Attack Setup In this challenge, the watermark em-




Watermark cessful attacks on Watermatkas examples to demonstrate

Sample-1 (special sig.) Sample-2
(oriina } (rarhea our attack strategies, to describe the specific implementa-
@ —EE— tion, and to present analysis in detail. For co_mpleteness, the
Any attacks for the other three watermark technigée8, and
Marked Audio "Watermark F are also briefly explained.
® - m * Found”
omies T G JA',_’: 2.1. General Approaches to Attacks
1 e e — An attacker may take one of three general approaches to
i m—» NOT Found" | tackle the problem{Type-1) exploiting the design weak-
1 - 1
I 1

ness via blind attack(Type-2) exploring the embedding
mechanism from Sy, S> }, the known original-watermarked
pairs, or from the watermarked sigries } alone,(Type-3)
a combination of the two.

Type-1 attacks are said to bénd in the sense that they

dio file sample-4rom sample-3then uploads it to SDMI's do not rely on any unqlerstanding of embedding mechanism
oracle for testing. According to SDMI's emails, a “possibly or the spe_C|aI properties held by watermarked signals. This
successful” attack must render the detector unable to fing@PProach includes commonly used robustness tests, such as
the watermark, while retaining the auditory quality compa- COMPression, jittering, warping, pitch change, resampling at
rable to the original ones@émple-3. The detection response different rate, D/A-A/D conversion, andi noise addlt'lon [5_]'

is binary, i.e., either “possibly successful” or “unsuccess- The counter-attack strategy for such blind attacks is to find
ful”. In the unsuccessful case, there is no indication whether @ Many weaknesses as possible and to correct them. A
the detector can still find watermark or the detector can no 390d design, therefore, should at least have covered most of

longer find watermark but the auditory quality is considered the typical robustness tests and their combinations. One of
unsatisfactory. For convenience, we shall denote the fourCUr attacks for Watermark-C and our attack for Watermark-

pieces of audio aS;, S, S5, andS,. F are blind attacks. . _
. Type-2 attacks are designed using the knowledge about
Comments on Attack Setup The SDMI public challenge

¢ lated rival . i i ttack the embedding mechanism. Such knowledge, even if not
presents an emulated fvairy environment, providing attack= 4, ;5 e at the start, can be obtained by studying the input-
ers with a limited amount of information and restricted ac-

Kd X hort time f h output response of the embedding system. For example, if
cess_to watermay etectors in averys ort tlme_ rame. Th€ye find the difference betwees; and S, is a small sig-
task is more difficult than the one in real world in the fol-

lowi ts. First i | Id N K detect nal around certain frequency, we may design an attack to
owing aspects. Frst, in real world, a watermark aetector yiqiq Ss over the corresponding frequency range. Quite

encapsulated Ina compliant device will be ,avallable to an 5 few of our attacks belong to this category. This type of
attacker for unlimited uses, and the detector’s response time

il be instant ther than h S g f\ttack is analogous to th@aintext and ciphertext attacks
will be instantaneous rather than nours. Second, a user oy, cryptanalysi€ [6]. The difference is that signal process-
the real system will be able to distinguish whether or not

detector is able to find wat K dl fth ing techniques are used here, including the time-domain and
2. € eclg[r IS'I?h € ot ind wa ertmar s,IC:egarbless 0 it N Eu'frequency—domain differences, the frequency response, the
0 qualty. ese two aspects would enable an altackery ;i5_and cross-correlation, and the cepstrum analysis. We

polling g_detecttor\;wthho_hf:]ererlt Input an_g obtallmng the cor-t also note that the original and watermarked signals are less
responding output, which In turn provides a largé amoun likely to be available simultaneously to the public in some

of useful information for attacks. Furthermore, the SDMI - hiding applications, e.g., watermarked-based authenti-

business model allows a user to pass a piece of UNWatere - tion and DVD video watermark for copy control. Hence,

ng(&? mu5|c|'thrto tl;lgh :;:n SD'\fI adm;(s S|ontt)d ec;lcljcedtp n_]l_"’;]lfe Type-2 attacks may not be a major concern in those cases.
: -compliant thus has watermarks embedded in. NS g 4 iy gp| applications where an unwatermarked music

implies that a non-trivial number of original-watermarked may be “admitted” into SDMI domain by embedding a wa-

ag::llo pairs rathke ' t_han al smgilde Ka'r arebllkely to_ behavan— termark, any successful watermarking design has to take
able to an attacker in real world. As can be seen in the I"extType—Z attacks into consideration. One possible counter-

:r;]ectlon,tthesekp airs provtl)dzc\j/a:juablctia t'r? fo.rr?atlont.regardmbg measure is to intentionally wipe off the otherwise distinct
ow watermarks are embedded and the information can e‘signature” of a particular embedding observable from the

exploited in attacks. original-watermarked pairs. This process may reduce the

Fig. 1. lllustration of SDMI attack problem.

2. PROPOSED ATTACKS AND ANALYSIS 2 plaintext attackrefers to deducing the encryption key or decrypting

. . . . new ciphertexts encrypted with the same key, based on the ciphertext of
In this section, we first explain a general framework for seyeral messages and their corresponding plaintéghertext attackis

tackling the attack problem. We then take two different suc- based on ciphertext only.



robustness against blind attacks if the obscuring distorts theto identify small pitch changes if he/she has never heard the
embedded watermarks, showing a tradeoff among robust-original before. The standard pitch itself also changed sig-
ness against various attacks. nificantly in music history [9]. Our attack witB% pitch
Because itis not always possible to find clear clues aboutincrease (about a quarter tone) has passed SDMI’s quality
embedding from a limited number of original-watermarked testing performed by “golden ears” after the challenge.
pairs, especially when the obscuring is applied, attacks can  As described previously, we observed that the embed-
be designed by combining the above two. ding mechanism adds a narrow band signal to the audio at
around 1350Hz. Pitch change can be an effective attack be-

cause it stretches or squeezes the spectrum, causing mis-
We used two attacks on Watermark-&ltack-C1lexplores — jignment, which in turn reduces the detector response from

theiweakness of Watgrmark-q under pitch chan@mck_— . the popular matched-filter-type detection. One way to en-
C2isbased on obse_rvmg the difference between the originaly, 5 nce the robustness against Attack-C1 is to estimate and
and watermarked signdlSy, 52 }. Both attacks were con- 4 the stretching, which is likely to be computationally
firmed as successful by SDMI oracle. expensive. Another way is to embed and/or detect water-
Observations from Samples of Watermark-C By tak-  mark in a domain that is resilient to stretching/squeezing.
ing the difference of samplc.wav and samp2c.wav, bursts ofA
narrow-band signal are observed, as shown in Fig. 2. Thesq
bursts appear to be around 1350 Hz.

2.2. Attacks on Watermark-C

ttack-C2 Our second attack belongs to Type-2, attempt-
ng to jam the frequency band around 1350Hz where it was
observed that a narrow-band signal had been added by the
embedding mechanism. This narrow-band watermark sig-
nal has some randomness, making jamming difficult. Our
successful attack is to apply notch filtering to the audio sig-
nal at selected frequencies. The filtering introduces signifi-
cant changes in magnitude and phase around the notch [10],
effectively damaging the embedded watermark.  Specifi-
cally, we used th&ffects— Filters — Bandpass/stomenu
of the audio editorGoldWaveto perform notch filtering,
‘ ‘ ‘ ‘ ‘ with a stop band of 1250-1450Hz and steepness of 5 (10th
o O el order).
Attack-C2 has passed SDMI’s 2nd round quality testing

Fig. 2. Challenge-C: waveform of the difference between sample- performed by “golden ears”. For signals with sufficiently
1c and sample-2c. rich spectrum, the magnitude and phase changes caused by

notch filtering may not be detectable by a person because of

Attack-C1 Attack-C1 accelerates audio samples by a smallfréquency masking and other human auditory phenomena.
amount, which in turn changes the pitch. Blind attacks of In the next section, we will see that Fhe _embeddmg process
3% and 10% pitch increase have been applied to all four of Watermark—_B hasastgp of notch filtering, suggesting that
watermark proposals, and the SDMI detectors indicated thatVatermark-B is a potential attack on Watermark-C. It also
they are effective to Watermark C. suggests that the distortion on audio signal imposed by our
One implementation is to upsample the audio Attack-C2 is comparable with that by the embedding pro-
times followed by lowpass filtering and downsampling by €SS of Watermark-B.
N times, giving an overall resampling rate df /N. The
original sampling frequency df; is changed t(M//N - Fy. 2.3. Atiacks on Watermark A, B & F
The resampled audio is then played or stored with the sameWatermark A Our attack on Watermark-A, referred as
sampling rateF; as before. The entire process changes the copier attack is a Type-2 attack. By analyzing the short-
pitch by a fraction of V — M)/M. A precise spectrumin-  time FFT of the samples, we observed regular patterns of
terpretation can be obtained based on multi-rate signal pro-phase difference, some of which is shown in Fig. 3. The
cessing theory. Attack-C1 can also be implemented usingobservation leads to a time varying model describing the
commercial audio editing softwares. For example, Hfie phase difference between sample-1la and sample-2a. Based
fects— Pitch menu ofGoldWave v4.197] were used as an  on the model, our attack “copies” the phase change between
alternative way to perform pitch shift attacks. sample-1a and sample-2a to sample-3a, aiming at recov-
The ability to detect pitch change varies from individual ering the phase modification done by embedding process.
to individual and depends on whether a reference is avail-We also introduced some randomness in middle frequency
able. While most people can discriminate pitch difference bands during phase manipulation. A variation of this attack
as low as0.6% [8], it is nevertheless difficult for a person incorporating magnitude manipulation was also submitted.
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Both were confirmed by SDMI oracle as successful. 3. CONCLUSION

In this paper, we presented a general framework for ana-
lyzing the robustness and security of audio watermark sys-
. tems. The framework was demonstrated by our successful
Ll il attacks in the SDMI public challenge. We pointed out that
Mf ' (1) weaknesses in the watermarking design are very likely

x10° DFT magnitude and phase of audio waveform of Tech-a(ch-1)
T T T

14} ,phase difference:
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' to be explored by an adversary as effective attacks, prompt-
M _____ —— ing the need of thorough testing by watermark designers;
! ‘:‘w magnitude of sample-1 & sample-:

-n
— sample-1 (orig)
- sample-2 (marked)

DFT magnitude (or phase)

L o N -

¥
u-flm s « — asateons | (2) aIarge amoqnt ofinformr_;uion rega}rding the embedding
oLt - N mechanism, derived from pairs of original and watermarked
o o : P s 2 K signals, can be used to build powerful attacks, prompting
the need of obscuring distinct traces between original and
Fig. 3. Technology-A: FFT magnitude of original and water- watermarked signals. The second point, though not having
marked signals, and phase difference between the two signals foreceived much attention in the literature, is important for
a 1000-sample segment. SDMI applications.
Due to various limitations of the challenge including the
Watermark B Our attack on Watermark-B is also a Type- V€'Y short time frame, we adopted practical strategies to in-
2 attack. A spectrum notch is observed around 2800Hz Créase our chance in finding successful attack(s) and in un-
for some parts of the audio and around 3500Hz for somederstanding all four watermark challenges. ~ We focused
other parts (Fig. 4§. The phase difference between origi- ©N finding gttacks .thalt.render mls-deFectlon by awatermark
nal and watermarked audio signals also exhibit unique but-d&tector without significantly degrading perceptual quality.
terfly shape, indicating that notch filtering is involved in em- These are crucial start points from which many optimiza-
bedding. Our attack fills in those notches with random but tions, improvement, and fine-tuning can be made.
bo_unded cgef‘hmgnt V",’llues' We also submitted a varlatlon OfAcknowledgement The authors would like to express gratitude
this attack involving different parameters for notch descrip- o prof, p. Cook of Princeton Univ. for the discussion on percep-
tion. Both were confirmed by SDMI oracle as successful.  tual aspects of digital music, and to thank their colleagues for the
support in the SDMI challenge project: P. McGregor (Princeton
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X OFT magnude andphase ofaudo wavelom of Tec o 57ses 000 sampls) Univ.), A. Stubblefield, B. Swartzlander, Prof. D.S. Wallach (Rice
o : Univ.), and Dr. D. Dean (Xerox Research).
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