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ABSTRACT

The problemof controlling accessto multimediamulticastsre-
quiresthedistributionandmaintenanceof keying information.The
conventionalapproachto distributingkeysis to useachannelinde-
pendentof themultimediacontent.Weproposeasecondapproach
that involves the useof an data-dependentchannel,and can be
achievedfor multimediaby usingdataembeddingtechniques.Us-
ing dataembeddingto convey rekeying messagescanprovide an
additionallayerof securitywhencomparedwith thetraditionalap-
proach.We thenintroducemulticastkey distribution,andemploy
a recenttree-basedkey distribution schemeto exhibit the factors
involvedin transmittingkeys usingdataembedding.

1. INTRODUCTION

Well-developedmultimediastandardshave createdmany new ap-
plications, and are allowing usersto sharecontentand express
their creativity. Many futuremultimediatechnologieswill involve
group-basedscenarios,whereuserswork andplay together. The
mostrelevantenablingnetwork technologyfor groupcommunica-
tion is multicast.Multicastcommunicationsis efficient, reducing
demandson network andbandwidthresources.It will play a key
role in deliveringservicessharedby many users,suchaspay-per-
view broadcastsof sportingevents,aswell asallowing for interac-
tive multimediaapplicationssuchasinteractive television, video
conferencing,andcommunalgaming.

However, beforesuchcommercialventurescan be success-
fully deployed,theissueof controllingaccessto multimediacon-
tentmustbeaddressed.Serviceprovidersmustbeableto ensure
theavailability of multimediadatato privileged(paying)members
while preventingunauthorizeduseof this databy non-privileged
users.

The problemof accesscontrol is mademore difficult when
thecontentis beingdistributedto agroupof userssincethemem-
bershipwill mostlikely bedynamic,with usersjoining andleav-
ing theservice. In orderto securemulticastcommunications,all
themembersof thegroupshareacommonsessionencryptionkey
(SK). Whenchangesin thegroupmembershipoccur, theSK must
be changed. In order to updatethe SK, a party responsiblefor
distributing thekeys, calledthegroupcenter(GC),mustsecurely
communicatethenew key materialto thevalid users.This taskis
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achievedby transmittingrekeying messagesthatusekey encrypt-
ing keys (KEKs) to encryptanddistributenew keys. In addition,
any solution to accesscontrol shouldaddressissuesof resource
scalabilityfor scenariosconsistingof largeprivilegedgroups.

2. KEY DISTRIB UTION FOR MULTIMEDIA

Therearetwo typesof channelsavailablefor distributing thekey
informationneededto securemultimediamulticasts,whicharede-
pictedin Figure1. Thefirstapproachis to useamedia-independent
channel. By this we meanthat a separatechannelneedsto be
usedto convey thekeying material.As anexample,thespecifica-
tion of theMPEG-4bitstreamallows for thedistributionof keying
informationvia IntellectualPropertyManagementandProtection
Descriptors(IPMP-Ds)andIntellectualPropertyManagementand
ProtectionElementaryStreams(IPMP-ESs)[1].

We proposea media-dependentapproachto transmittingthe
rekeying information that is accomplishedusing steganographic
methods.In thesecases,therekeying informationmaybeembed-
dedin thecontentanddistributedto thosewhoreceive thedata.

Data embedding,or digital steganography, techniquesallow
for an informationsignalto behiddenin contentwithout dramat-
ically distortingthecontent.Effectivedataembeddingtechniques
arethosethatcaninvisibly embeddata,allow for easyextraction,
andachieveahighembeddingrate.Multimediadatatypes,suchas
speech,image,andvideoarewell suitedfor embeddinginforma-
tion sinceintroducinga smallamountof distortionin their wave-
formsdoesnotsignificantlyalterperceptualquality [2] [3] [4].

Associatedwith many embeddingschemesis an embedding
key thatgovernshow the informationis embeddedinto thecover
signal.For example,in [5], � bitsof informationcanbeembedded
per macroblock,and these � bits areembeddedby mappingthe
motion vector to oneof � regions. Thereare ���	�
��� different
ways to do this. We may thereforeassociatean embeddingkey��
����

with oneof these��� differentmethods.If auserhasthekey
associatedwith how thedatawasembedded,thenhemayextract
theinformationsignalin themultimediadata.

Therekeying messagesusedin eitherthemedia-independent
or media-dependentcasesarealmostidentical. Whenusing the
media-independentapproach,only the informationneededto up-
datethe SK andKEKs needsto be transmitted.However, when
usinga media-dependentapproach,theembeddingkey, alsomust
beupdated.By usingdataembeddingto convey therekeying mes-
sages,an additionallayer of securityis available to the system.
Whendataembeddingis used,anexternaladversarywill notonly
have to attackthe SK andKEKs, but he will alsohave to attack
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Fig. 1. Two approachesto distributingthekey informationin mul-
timediamulticasting.

thekey governingtheembeddingrule in orderto acquirerekeying
messages.It is thusimportantthat the key lengthof the embed-
ding key is sufficiently long to make it difficult for theadversary
to searchtheembeddingkey space.

3. MULTICAST KEY MAN AGEMENT

In this Sectionwe describea basickey managementschemethat
canbe usedto updateandmaintainkeys usedfor securingmul-
ticast. The schemeis usedto describethe operationsneededto
transmitrekeying messagesby dataembedding.Themulticastkey
messageform describedin this sectionis detailedin [6], whereit
is referredto astheResidue-basedmethod.We referthereaderto
thispaperfor moredetail.

Considerthesinglesendermultiple receiver multicastmodel,
whereagroupof � multimediauserswill shareamultimediamul-
ticast. In thesimplekey distributionschemefor � users,depicted
in Figure2, user ��� hastwo key encryptingkeys

� � and
���

, and
the sessionkey

���
. The sessionkey

���
is usedto encryptbulk

quantitiesof multimediacontent. The KEK
� �

is the root KEK
andis usedto encryptmessagesthat update

���
. The remaining

keys
������� ����!"!�!#�$��%

areKEKs thatareusedto protectupdates
of
� �

. BothKEKs andtheSK areassumedto be & bits in length.
Wefirst defineparametricone-way functions.

Definition 1 A parametricone-wayfunction(POWF) ' is a func-
tion from (
)+*-,/. such that given 0+�1'3254 �7698 and

6
it is

computationallydifficult to determine4 .
Parametricone-wayfunctionsarefamiliesof one-wayfunctions[7]
thatareparameterizedby theparameter

6
. Thediscretelogarithm

providesan exampleof a POWF [7]. Throughoutthis paperwe
shall assumethe existenceof parametricone-way functionsthat
mapsequencesof ��& bits into sequencesof & bits.

Thegroupcentermakesavailablea POWF ' thatmapsa se-
quenceof �:& bitsto & bits. Defineanew function ; thatprepends
a single < bit in front of the outputof '3254 ��6=8 , that is ;3254 �7698 �<?>@'3254 �$698 . The purposeof prependinga bit is to ensurethat the
modulooperationusedin equation(1) will yield

� � 2BA 8 .
Thereare threetypesof key updatescenarios:key refresh-

ing, memberjoins, andmemberdeparture.Thesescenariosarise
dueto the expiration of securitylifetime of keying material,and
theinvalidationof sharedkey materialdueto membershipdynam-
ics. We shallonly describetheprocedurefor updatingkeys using
dataembedding,which is depictedin Figure 3. The procedure
for updatingkeys usinga media-independentchannelis a straight
forwardmodificationof themedia-dependentprocedure.
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Fig. 2. The arrangementof keys usedin the basicform of the
residue-basedmethod.
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Fig. 3. Thestepsinvolvedin updatingthekey informationduring
memberchangesusingdataembedding.Step(a)Updatingtheroot
KEK, (b) Updatingthesessionkey, and(c) Changingtheembed-
ding rule.

Key Refresh: In orderto limit the risk of key compromise,it
is necessaryto refreshkeys prior to key expiration. The refresh-
ing operationswill take placeduring time interval ADCE< . In the
key refreshingstage,it is not necessaryto renew the KEKs, thus� � 2BA 8 � � � 2BA3CF< 8 . In orderto updatethesessionkey

� � 2BA3CG< 8
to a new sessionkey

� � 2BA 8 , thegroupcentergenerates
� � 2BA 8 and

encryptsit usingthe root KEK
��� 2BA 8 . This producesa rekeying

messageH � 2BA 8 �JILKNMPORQ5S=2 � � 2BA 878 , wherewe have usedthenota-
tion I K 25T 8 to denotetheencryptionof messageT with key

�
.

ThemessageH � 2BA 8 is embeddedin themultimediadatato produce
acompositesignal 4 � 2BA 8 , which is encryptedusingtheold session
key
��� 2BAUC+< 8 andis thenbroadcast.Knowledgeof

� 
���� 2BAVC+< 8 ,��� 2BAWCX< 8 and
��� 2BA 8 is neededto acquire

��� 2BA 8 .
MemberJoin: Supposethatduringtime interval ANCY� a new

usercontactsthe servicedesiringto becomea groupmember. If
therewere �ZCE< usersat time ADC[� then therewill be � users
at time A . During time interval A\C]< the rekeying information
mustbedistributedto the ��CF< currentmembers.Wemustrenew
both the SK andthe root KEK in order to prevent the new user
from accessingprevious communication.Thefirst stagerequires
updatingtheroot KEK from

��� 2BA^CY< 8 to
��� 2BA 8 . Sinceall of the

membersat time A_C`< share
� � 2BA_Ca< 8 , the group centermay

communicatethe new KEK
� � 2BA 8 securelyto thesemembersby

forming the messageH � 2BA 8 �
I K M ObQdc � S 2 ��� 2BA 878 . The messageH � 2BA 8 is embeddedin thecontent,thecompositedatais encrypted
and broadcastto all users. Next, the sessionkey is updatedto��� 2BA 8 . Sinceall of the currentmembershave

��� 2BA 8 , thesession
rekeying messageH � 2BA 8 �eI\KfM�ORQ5S=2 � � 2BA 878 is embeddedin the
content,thecompositesignalis encrypted,andbroadcast.

MemberDeparture: Suppose,without lossof generality, that
user � decidesto leave at time A	C[� , thenboth

� � 2BA_Cg< 8 and
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Fig. 4. Tree-basedkey distribution.

� � 2BA�C[< 8 mustbe updated.The root KEK is updatedfirst, and
thenusedto encryptthenew sessionkey. In orderto update

��� 2BA"C< 8 , theGC first broadcastsan & -bit randomseedhi2BA 8 usingany
availablechannel.Next, the GC forms

� � 2BA 8 andcalculatesthe
rekeying messageas

H � 2BA 8 � � � 2BA 8#j
% c �k
lnm � ;io

� l � hN2BA 8�pq� (1)

whichis embeddedin thecontent.Thecompositedatais encrypted
and transmitted. A legitimatemember� l may decodeH � 2BA 8 to
get
��� 2BA 8 by decryptingthe compositesignalusing

��� 2BA	Ca< 8 ,
extractingmessageusing the embeddingkey

��
r��� 2BA	C`< 8 , and
calculating H � 2BA 8 25s�t�uv;32 � l � hN2BA 878L8 . The sessionkey is then
updatedby embeddingH � 2BA 8 �wI K M ObQ5S 2 ��� 2BA 878 , encryptingthe
compositesignal,andbroadcasting.

In any of theseoperations,the GC may updatethe embed-
ding key by embeddingH 
���� 2BA 8 � � 
��x� 2BA 8 in the multimedia
streamby usingthepreviousembeddingrule. Thecompositesig-
nal 4 
���� 2BA 8 is encryptedusing

��� 2BAyCz< 8 andbroadcastto current
groupmembers.

4. SCALABILITY

Whenthemulticastgroupis very large,thepreviousmethodshave
severecomputationalandcommunicationoverheadassociatedwith
memberdeparturesbecausethesizeof H � increaseslinearly with
thenumberof users� . Onepopularapproachto improving scala-
bility is to distributethekeys accordingto a treestructure.

A binarytreeis shown in Figure4, thoughin thegeneralcase
the treecanbe an { -degreetree. Attachedto the treeabove the
root nodeis thesessionkey

� �
. Eachnodein thetreeis assigned

a KEK which is indexedby thepathleadingto itself. Thesymbol| is usedto denotethe root node. Eachuseris assignedto a leaf
andis giventheKEKs of thenodesfrom theleaf to theroot node
in additionto thesessionkey. For example,user � �7�7� is assigned
keys

���7�7�
,
���7�

,
���

,
���

, and
���

.
The residue-basedmethodcanbe modifiedto achieve desir-

able scalability propertiesduring memberchanges. We exhibit
this for the memberdeparturecase. Whena memberleavesthe
group,multiple keys becomeinvalidatedbecausethatusershares

thesekeys with otherusers. Thus, if user � �7�7� departsthe mul-
ticastgroup, the key encryptingkeys

���7�
,
���

, and
���

become
invalidated.Thesekeys mustbeupdated;otherkeys which aren’t
invalidatedarereusedfor thenext time frame.Additionally,

� �7�7�
doesnot needto be updatedsinceit not sharedwith any other
users.

Themostefficient approachto updatingthekeys is to update
themfrom the leaf nodeto the root node(bottom-up). The keys
areupdatedin theorder

���7�
,
���

, and
���

. After updatingthekey
encryptingkeys, the root KEK

��� 2BA 8 canbe usedto encryptthe
new sessionkey

� � 2BA 8 .
In order to updatethe keys from a bottom-upapproach,the

randomseedhN2BA 8 is broadcast,andthen
���7� 2BA}C~< 8 is updatedvia

H �7� 2BA 8 � ���7� 2BA 8Vj ;32 ���7��� 2BA^CY< 8P� hN2BA 878P� (2)

which is embeddedin thecontent.Thenext key thatis updatedis� � 2BA�C[< 8 . Sincetwo of the usersbeneath
� �

sharea common
key
����� 2BA 8 � ����� 2BAfCY< 8 that is not invalidatedby thedeparture

of member� �7�7� . For efficiency, we usethis key in updating
���

.
Theresultingmessage

H � 2BA 8 � ��� 2BA 8Vj
�k
� m � ;32

��� ��2BA 8P� hN2BA 878 (3)

is embeddedin the content. Since
����� 2BA	Cg< 8 is still valid, we

implicitly updated
����� 2BA 8 � ����� 2BA=C�< 8 . To update

��� 2BA9C�< 8 we
embedthemessage

H � 2BA 8 � ��� 2BA 8Vj
�k
� m � ;32

� ��2BA 8P� hN2BA 878P� (4)

Finally, thesessionkey is updatedby encryptingthenew session
key

��� 2BA 8 using the new root KEK
��� 2BA 8 , and embeddingthe

messageH � 2BA 8 ��I K M ORQ5S 2 ��� 2BA 878 in thecontent.Thetotalamount
of communicationneededto updatetheentiresystemof keyswhen
usingan { -arytreeis 2�& j < 8 25{x�btq���^�xC�< 8 whichis aconsiderable
savingscomparedto themethodsof Section3 as � becomeslarge.

5. SYSTEM FEASIBILITY STUDY

In this section,we studytheissuesrelatedto thefeasibility of us-
ing a key managementsystemfor multicastmultimedia. When
designinga costeffective system,onemustconsiderthe balance
betweencomputation,communication,andstorageresources.

A tree-basedkey distribution schemehasgoodcommunica-
tion scalability properties. The needfor using a tree-basedkey
distribution schemebecomesmorepronouncedasthe groupsize
increases.If thegroupsizeis small,for examplelessthan <�� users,
theremight not beany benefitfrom usinga tree-basedkey distri-
butionscheme,andonemightwantto considerthesimplekey dis-
tribution schemepresentedin Section3. However, the ��25�btq�i� 8
communicationneededby mosttree-basedschemesmakestheuse
of a tree-basedschemeessentialwhen the group size is several
thousandor moreusers.

Anotherissuethatshouldbeconsideredis theamountof stor-
ageneededby theGC andeachindividual user. If eachuserhas
extremelylimited storage,thenthesimpledistribution schemeof
Section3 might be appropriate.However, althougha tree-based
schememayrequiremorestoragefor eachuser, anda factormore



storagefor theGC,typically this is notasimportantof aconsider-
ationascommunicationresources.

As an example, in the schemepresentedin Section4, the
amountof multiplicationsneededto updatetheKEKsfor thebottom-
up approachwascalculatedto be � �d� �a{x�bt:���N�vCY< . Thecom-
municationneededis proportionalto the amountof computation
needed.Theamountof storageneededby theGC to keeptrackof
theKEKs is

� � {9���
� CX<

{�CX< (5)

keys. The amountof storageneededby eachuseris �btq���^� j �
keys.

Usingeithertypeof channel,thereis a channelratethatgov-
ernshow quickly thekeying informationmaybedistributed. For
example,supposewearetransmittingtherekeying informationfor
theschemeof Section4 viaanmedia-dependentchannel.If wede-
note � astheembeddablechannelrate(in bits/second),& K��VK to
bethekey lengthof aKEK, & � to bethekey lengthof thesession
key, &\� thebit lengthof therandomseedhN2BA 8 , and & 
r��� to bethe
key lengthgoverningthedataembeddingrule, thentheamountof
timeneededto updatetheentiresystemof keys is

� � �
��� & K��3K j & �Nj & 
��x� j &L�

�
�

(6)

Since
�

is relatedto thebit sizeof eachof thekeys, it is therefore
relatedto the securitylevels protectingthe service. The time

�
correspondsto theamountof timethedepartingmembermaystill
enjoy theservicebeforeno longerbeingableto decodethevideo
stream.If wedesireto increasethelevel of protectionof themul-
timedia,then & � mustbeincreased,which leadsto anincreasein
theamountof time neededto refreshtheentiresetof keys. Simi-
larly, if wedesireto increasethedifficulty anadversarywouldhave
in decodingrekeying messages,thenwe needto increase& K��3K ,
whichwouldalsoincrease

�
.

In designinga system,thesetradeoffs mustbe weighedand
consideredfrom arealisticpointof view. Althoughit mightbede-
sirableto have extremeprotectionof thecontent,thetime needed
to updatekeys is alsocritical.

Usinga genericdataembeddingschemein conjunctionwith
thememberdepartureschemeof Section4,wecalculatedtheamount
of time neededto refreshtheentirenetwork of keys for a treeof
degree{��[� , and �v�g� ��� or roughlyonemillion users.We took& K��3K ���:� bits, & � ���:� bits, & � ����� and & 
���� ���:� bits
asthe bit lengthsfor the variouskeys. Thesevaluesfor & K��3K ,& � and &L� werechosento correspondto the ��I � key size.The
timesneededto refreshthe keys arepresentedin Figure5. The
curves illustrate the inverserelationshipwith the amountof bits
embeddedper frame. Using thesecurves,onecandeterminethe
necessaryembeddingrateneededto refreshthekeysin time

�
. For

example,if we have a videoservicewith a framerateof ���J�:�
frames/second,anddesireto refreshthekeys duringdeparturesin� �[� seconds,then �q� bitsmustbeembeddedperframe.

6. CONCLUSIONS

The securedistribution of multimediamulticastsnecessitatesthe
distribution and managementof keying material. The rekeying
messagesmaybedistributedbymeansof eitheramedia-independent
channelor througha media-dependentchannelusingdataembed-
ding. Theproposeduseof dataembeddingfor transmittingkeying
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a memberdepartureusingthe bottom-upapproachwith different
framerates� , anddifferentamountsof bitsembeddedperframe.
Thegroupsizeis �v�[� ��� , or roughlyone-millionusers.

informationprovidesan additionallayer of security: adversaries
must successfullyattackthe key governing the dataembedding
ruleprior to beingableto accessandattacktherekeying messages.

A key distribution scheme,as well a scalableanalog,were
presentedandusedto illustrate the operationsneededto update
the keys whenusingdataembedding.The relationshipbetween
the amountof time neededto updatethe keying network andthe
bitsizeof thevariouskeys wasestablishedfor thekey distribution
schemespresented.Theembeddabilityrateplaysanimportantrole
in governingwhatsecuritylevelscanbeachievedsincelowerem-
beddabilityratesnecessarilymeansthat the key lengthsmustbe
shorterin orderto refreshthekey network in thesameamountof
time.
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