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ABSTRACT

The problemof controlling accessto multimediamulticastsre-
quiresthedistributionandmaintenancef keying information.The
corventionalapproacho distributingkeysis to useachanneinde-
pendentf themultimediacontent.We proposea secondapproach
that involves the use of an data-dependerthannel,and can be
achievedfor multimediaby usingdataembeddingechniquesUs-
ing dataembeddingo corvey rekeying messagesanprovide an
additionallayerof securitywhencomparedvith thetraditionalap-
proach.We thenintroducemulticastkey distribution,andemploy
arecenttree-basedkey distribution schemeo exhibit the factors
involvedin transmittingkeys usingdataembedding.

1. INTRODUCTION

Well-developedmultimediastandard$ave createdmary new ap-
plications, and are allowing usersto sharecontentand express
their creatvity. Many futuremultimediatechnologiewill involve
group-basedcenarioswhereuserswork andplay together The
mostrelevantenablingnetwork technologyfor groupcommunica-
tion is multicast. Multicastcommunicationss efficient, reducing
demand®n network andbandwidthresourceslt will play a key
rolein delivering servicesharedy mary users suchaspay-per
view broadcastsf sportingevents,aswell asallowing for interac-
tive multimediaapplicationssuchasinteractie television, video
conferencingandcommunalgaming.

However, beforesuchcommercialventurescan be success-
fully deployed,theissueof controllingaccesgo multimediacon-
tentmustbe addressedServiceprovidersmustbe ableto ensure
theavailability of multimediadatato privileged(paying)members
while preventing unauthorizeduseof this databy non-prvileged
users.

The problemof accesscontrol is mademore difficult when
thecontentis beingdistributedto a groupof userssincethe mem-
bershipwill mostlikely be dynamic,with usersjoining andleav-
ing the service. In orderto securemulticastcommunicationsall
themembersf the groupsharea commonsessiorencryptionkey
(SK). Whenchangesn thegroupmembershipccur the SK must
be changed. In orderto updatethe SK, a party responsiblefor
distributing the keys, calledthe groupcenter(GC), mustsecurely
communicatehe new key materialto the valid users.This taskis
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achieed by transmittingrekeying messagethatusekey encrypt-
ing keys (KEKSs) to encryptanddistribute new keys. In addition,
ary solutionto accesscontrol shouldaddressssuesof resource
scalabilityfor scenariogonsistingof large privilegedgroups.

2. KEY DISTRIBUTION FOR MULTIMEDIA

Therearetwo typesof channelsavailablefor distributing the key
informationneededo securenultimediamulticastswhicharede-
pictedin Figurel. Thefirstapproachs to useamedia-independent
channel By this we meanthat a separatechannelneedsto be
usedto corvey the keying material. As an example,the specifica-
tion of the MPEG-4bitstreamallows for thedistribution of keying
informationvia IntellectualPropertyManagemenandProtection
DescriptordIPMP-Ds)andintellectualPropertyManagemenand
ProtectiorElementaryStreamgIPMP-ESs)[].

We proposea media-dependergpproachto transmittingthe
rekeying informationthat is accomplishedising steganographic
methods.In thesecasestherekeying informationmaybe embed-
dedin thecontentanddistributedto thosewho receve thedata.

Data embedding.or digital steganographytechniquesallow
for aninformationsignalto be hiddenin contentwithout dramat-
ically distortingthe content.Effective dataembeddingechniques
arethosethat caninvisibly embeddata,allow for easyextraction,
andachieve ahighembeddingate. Multimediadatatypes,suchas
speechjmage,andvideo arewell suitedfor embeddingnforma-
tion sinceintroducinga smallamountof distortionin their wave-
formsdoesnotsignificantlyalterperceptuatjuality [2] [3] [4].

Associatedwith mary embeddingschemess an embedding
key thatgovernshow the informationis embeddednto the cover
signal.For example,in [5], 2 bits of informationcanbeembedded
per macroblock,andthese2 bits are embeddedy mappingthe
motion vectorto oneof 4 regions. Thereare4! = 24 different
waysto do this. We may thereforeassociatean embeddingkey
K. With oneof these24 differentmethods|f auserhasthekey
associatedvith how the datawasembeddedthenhe may extract
theinformationsignalin the multimediadata.

Therekeying messagessedin eitherthe media-independent
or media-dependertasesare almostidentical. Whenusingthe
media-independerapproachpnly the informationneededo up-
datethe SK and KEKs needsto be transmitted. However, when
usinga media-dependettpproachthe embeddindkey, alsomust
beupdatedBy usingdataembeddindo convey therekeying mes-
sages.an additionallayer of securityis available to the system.
Whendataembeddings usedanexternaladwersarywill notonly
have to attackthe SK andKEKSs, but he will alsohave to attack



}*Time Frame t-1 4{ }7 Time Frame t4{

Key Key P
Information Information

Key Ti ission via a Media-indey 1t Channel

ia + Key

ia + Key

Key Transmission via a Media-dependent Channel

Fig. 1. Two approachew distributing the key informationin mul-
timediamulticasting.

thekey governingtheembeddingule in orderto acquirerekeying
messagesilt is thusimportantthat the key length of the embed-
ding key is sufiiciently long to male it difficult for the adwersary
to searchtheembeddindey space.

3. MULTICAST KEY MANAGEMENT

In this Sectionwe describea basickey managemenéchemethat
canbe usedto updateand maintainkeys usedfor securingmul-
ticast. The schemes usedto describethe operationsneededo
transmitrekeying messageBy dataembeddingThemulticastkey
messagéorm describedn this sectionis detailedin [6], whereit
is referredto asthe Residue-baseahethod.We referthereaderto
this paperfor moredetail.

Considerthe singlesendemultiple recever multicastmodel,
whereagroupof n multimediauserswill shareamultimediamul-
ticast. In the simplekey distribution schemeor n usersdepicted
in Figure2, useru; hastwo key encryptingkeys K; and K., and
the sessiorkey K,. Thesessiorkey K, is usedto encryptbulk
quantitiesof multimediacontent. The KEK K. is the root KEK
andis usedto encryptmessagethatupdateX ;. Theremaining
keys K1, K>, - - - , K, areKEKs thatareusedto protectupdates
of K.. BothKEKs andthe SK areassumedo be B bitsin length.

We first defineparametrimne-wvay functions.

Definition 1 A parametricone-wayfunction(POWF) k is a func-
tion fromX x Y — Z sud thatgivenz = h(z,y) andy it is
computationallydifficult to determiner.

Parametrimne-way functionsarefamiliesof one-way functions[7
thatareparameterizely the parameteyy. Thediscreteogarithm
provides an exampleof a PONF [7]. Throughoutthis paperwe
shall assumehe existenceof parametricone-way functionsthat
mapsequencesf 2B bitsinto sequencesf B hits.

The groupcentermakesavailablea PONF h thatmapsa se-
quenceof 2B bitsto B bits. Defineanew function f thatprepends
asingle1 bit in front of the outputof h(x,y), thatis f(z,y) =
1||h(z, y). The purposeof prependinga bit is to ensurethatthe
modulooperatiorusedin equation(1) will yield K(t).

Thereare threetypesof key updatescenarios:key refresh-
ing, memberjoins, andmemberdeparture.Thesescenariosrise
dueto the expiration of securitylifetime of keying material,and
theinvalidationof sharedkey materialdueto membershiglynam-
ics. We shallonly describethe procedurdor updatingkeys using
dataembeddingwhich is depictedin Figure 3. The procedure
for updatingkeys usinga media-independerhannels a straight
forward modificationof the media-dependemtrocedure.

Fig. 2. The arrangemenbf keys usedin the basicform of the
residue-basehethod.
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Fig. 3. Thestepsnvolvedin updatingthe key informationduring
membeichangesisingdataembeddingStep(a) Updatingtheroot
KEK, (b) Updatingthe sessiorkey, and(c) Changingthe embed-
dingrule.

Key Refiesh: In orderto limit therisk of key compromiseijt
is necessaryo refreshkeys prior to key expiration. The refresh-
ing operationswill take placeduringtime intenval t — 1. In the
key refreshingstage,t is not necessaryo renav the KEKs, thus
K.(t) = K.(t — 1). In orderto updatethesessiorkey Ks(t — 1)
to anew sessiorkey K, (t), thegroupcentergenerates(, (¢) and
encryptsit usingthe root KEK K(t). This producesa rekeying
messagexs(t) = Ex, ) (Ks(t)), wherewe have usedthe nota-
tion Ex (m) to denotethe encryptionof messagen with key K.
Themessagex,(t) isembeddedh themultimediadatato produce
acompositesignalz, (t), whichis encryptedusingthe old session
key K, (t — 1) andis thenbroadcastKnowledgeof K¢y (t — 1),
K(t — 1) andK(t) is neededo acquireK(t).

MemberJoin: Supposeahatduringtime intenal ¢t — 2 anew
usercontactshe servicedesiringto becomea groupmember If
thereweren — 1 usersattime ¢ — 2 thentherewill be n users
at time ¢t. During time interval ¢ — 1 the rekeying information
mustbedistributedto then — 1 currentmembersWe mustrenev
both the SK andthe root KEK in orderto prevent the new user
from accessingrevious communication.The first stagerequires
updatingtheroot KEK from K. (t — 1) to K.(t). Sinceall of the
membersat time ¢ — 1 shareK.(t — 1), the group centermay
communicatehe new KEK K. (t) securelyto thesemembersby
forming the messagex.(t) = Ek, :—1) (Kc(t)). The message
a.(t) is embeddedh the contentthe compositedatais encrypted
and broadcasto all users. Next, the sessionkey is updatedto
K,(t). Sinceall of the currentmembershave K.(t), the session
rekeying messagex;(t) = Ex_(:) (Ks(t)) is embeddedn the
contentthe compositesignalis encryptedandbroadcast.

MemberDepartue: Supposewithoutlossof generality that
usern decidesto leave attime ¢ — 2, thenboth K. (¢t — 1) and
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Fig. 4. Tree-basedtey distribution.

K, (t — 1) mustbe updated.The root KEK is updatedfirst, and
thenusedo encryptthenew sessiorkey. In orderto updatek (t—
1), the GC first broadcast&n B-bit randomseedy(t) usingary
available channel. Next, the GC forms K (t) and calculateshe
rekeying messages

ac(t) =K +Hf

whichis embeddeth thecontent.Thecompositalatais encrypted
andtransmitted. A legitimate memberu; may decodea (t) to
get K. (t) by decryptingthe compositesignal using K (t — 1),
extracting messageusing the embeddingkey Ke.ms(t — 1), and
calculatinga (t) (mod f(Ki, u(t)) ). The sessiorkey is then
updatedby embeddingx;(t) = Ek ) (K(t)), encryptingthe
compositesignal,andbroadcasting.

In ary of theseoperationsithe GC may updatethe embed-
ding key by embeddingrems(t) = Kems(t) in the multimedia
streamby usingthe previousembeddingule. The compositesig-
nalze,s(t) is encryptedising K, (¢ — 1) andbroadcasto current
groupmembers.

Ki, p t) (1)

4. SCALABILITY

Whenthemulticastgroupis very large, the previousmethodshave
severecomputationahndcommunicatioroverheadassociatedith
memberdeparturedecausehe sizeof a. increasedinearly with
thenumberof usersn. Onepopularapproacho improving scala-
bility is to distributethe keys accordingto atreestructure.

A binarytreeis shavn in Figure4, thoughin thegenerakase
the tree canbe an a-degreetree. Attachedto the tree above the
rootnodeis thesessiorkey K. Eachnodein thetreeis assigned
aKEK whichis indexed by the pathleadingto itself. Thesymbol
€ is usedto denotethe root node. Eachuseris assignedo a leaf
andis giventhe KEKSs of the nodesfrom theleafto theroot node
in additionto the sessiorkey. For example,useru,1; is assigned
kQ/SKln, K11, K1, K, ansz.

The residue-basedhethodcan be modifiedto achieve desir
able scalability propertiesduring memberchanges. We exhibit
this for the memberdeparturecase. Whena memberleavesthe
group, multiple keys becomenvalidatedbecauseghatusershares

thesekeys with otherusers. Thus,if userui11 departsthe mul-
ticastgroup, the key encryptingkeys K11, K1, and K. become
invalidated. Thesekeys mustbe updatedptherkeys which arent

invalidatedarereusedor the next time frame. Additionally, K111

doesnot needto be updatedsinceit not sharedwith ary other
users.

The mostefficient approacho updatingthe keys is to update
themfrom the leaf nodeto the root node(bottom-up). The keys
areupdatedn theorderKy1, K1, andK.. After updatingthekey
encryptingkeys, theroot KEK K.(t) canbe usedto encryptthe
new sessiorkey K(t).

In orderto updatethe keys from a bottom-upapproachthe
randomseedu(t) is broadcastandthenk; (¢ — 1) is updatedria

a11(t) = K1 (t) + f(Kuo(t — 1), p(t)), )

which is embeddedh the content. The next key thatis updateds
K, (t — 1). Sincetwo of the usersbeneathK; sharea common
key K10(t) = Ki0(t — 1) thatis notinvalidatedby the departure
of memberu11. For efficiengy, we usethis key in updatingK; .
Theresultingmessage

ai(t) = K () + [ [ (K1 (8), u(t) ®)

j=0

is embeddedn the content. Since K1o(t — 1) is still valid, we
implicitly updatedi1o(t) = Kio(t —1). ToupdateK, (t — 1) we
embedhemessage

ac(t) = K(t) + [ [ £(&;(2), u(t)). @)
j=0

Finally, the sessiorkey is updatedby encryptingthe newv session
key K,(t) usingthe new root KEK K,(t), and embeddingthe
messager (t) = Ex_ ) (Ks(t)) in thecontent.Thetotalamount
of communicatiomeededo updatetheentiresystenof keyswhen
usingana-arytreeis (B+1)(alog, n—1) whichis aconsiderable
savingscomparedo the methodf Section3 asn becomedarge.

5. SYSTEM FEASIBILITY STUDY

In this sectionwe studytheissuegelatedto thefeasibility of us-
ing a key managemensystemfor multicastmultimedia. When
designinga costeffective system,one mustconsiderthe balance
betweercomputationcommunicationandstorageresources.

A tree-basedkey distribution schemehasgood communica-
tion scalability properties. The needfor using a tree-basedey
distribution schemebecomesmore pronouncedasthe groupsize
increaseslf thegroupsizeis small,for examplelessthan10 users,
theremight not be ary benefitfrom usinga tree-basedey distri-
bution schemeandonemightwantto consideithesimplekey dis-
tribution schemepresentedn Section3. However, the O(log n)
communicatiomeededy mosttree-basedchemesnakestheuse
of a tree-basedchemeessentialwhenthe group sizeis several
thousandr moreusers.

Anotherissuethatshouldbe considereds theamountof stor
ageneededy the GC andeachindividual user If eachuserhas
extremelylimited storagethenthe simpledistribution schemeof
Section3 might be appropriate.However, althougha tree-based
schemamayrequiremorestoragefor eachuser andafactormore



storageor the GC, typically thisis notasimportantof aconsider
ationascommunicatiorresources.

As an example, in the schemepresentedn Section4, the
amounbf multiplicationsneededo updateheKEKSs for thebottom-
up approaclwascalculatedo be Cy,, = alog, n — 1. Thecom-
municationneededs proportionalto the amountof computation
neededTheamountof storageeededy the GC to keeptrackof
theKEKsis

L+1
S = at -1 (5)
a—1
keys. The amountof storageneededvy eachuseris log, n + 2
keys.

Usingeithertype of channelthereis a channekatethatgov-
ernshow quickly the keying informationmay be distributed. For
example supposeave aretransmittingtherekeying informationfor
theschemef Sectiord viaanmedia-dependerchannel If wede-
note R astheembeddablehannerate(in bits/second)Bx gk to
bethekey lengthof aKEK, B; to bethekey lengthof the session
key, B,, thebit lengthof therandomseedu(t), and Be» to bethe
key lengthgoverningthe dataembeddingule, thentheamountof
time neededo updatethe entiresystemof keysis

T

CbuBKE‘K + Bs + Bemb + Bp
= = . ®)

SinceT is relatedto thebit sizeof eachof thekeys, it is therefore
relatedto the securitylevels protectingthe service. Thetime T
correspond$ theamountof time the departingnembemay still
enjoy the servicebeforeno longerbeingableto decodethevideo
stream.If we desireto increasehelevel of protectionof the mul-
timedia,then B, mustbeincreasedwhichleadsto anincreasen
the amountof time neededo refreshthe entiresetof keys. Simi-
larly, if wedesireto increasehedifficulty anadversarywouldhave
in decodingrekeying messageshenwe needto increaseBx gk,
whichwould alsoincreaser".

In designinga system,thesetradeofs mustbe weighedand
consideredrom arealisticpointof view. Althoughit mightbede-
sirableto have extremeprotectionof the contentthetime needed
to updatekeysis alsocritical.

Using a genericdataembeddingschemen conjunctionwith
themembedepartureschemef Sectiord, we calculatedheamount
of time neededo refreshthe entire network of keys for a tree of
degreea = 2, andn = 2%° or roughlyonemillion users Wetook
Bgrx = 56 bits, B, = 56 bits, B, = 56 andBemy = 20 bits
asthe bit lengthsfor the variouskeys. Thesevaluesfor Bk gk,
B, andB,, werechoserto correspondo the DES key size.The
timesneededo refreshthe keys are presentedn Figure5. The
cunesillustrate the inverserelationshipwith the amountof bits
embeddedger frame. Using thesecurves, onecandeterminethe
necessargmbeddingateneededo refreshthekeysin timeT'. For
example,if we have avideoservicewith aframerateof F = 20
frames/secondinddesireto refreshthe keys duringdeparturesn
T = 5 secondsthen25 bits mustbe embeddegherframe.

6. CONCLUSIONS

The securedistribution of multimediamulticastsnecessitatethe
distribution and managemenof keying material. The rekeying

Time to update keys during member departure
T T T T T

- F=10frls
B F=20 fils
—#— F=30 fr/s

Time to refresh all keys (seconds)

Fig. 5. Thetime neededo refreshthe entire setof keys during
a memberdepartureusingthe bottom-upapproachwith different
frameratesF', anddifferentamountsof bits embeddegberframe.
Thegroupsizeis n = 22°, or roughlyone-millionusers.

information provides an additionallayer of security: adversaries
must successfullyattack the key governing the dataembedding
rule prior to beingableto accessndattacktherekeying messages.

A key distribution scheme,aswell a scalableanalog,were
presentedand usedto illustrate the operationsneededto update
the keys whenusing dataembedding. The relationshipbetween
the amountof time neededo updatethe keying network andthe
bitsizeof the variouskeys wasestablishedor the key distribution
schemegresentedTheembeddabilityateplaysanimportantrole
in governingwhatsecuritylevels canbe achiezed sincelower em-
beddabilityratesnecessarilymeansthat the key lengthsmustbe
shorterin orderto refreshthe key network in the sameamountof
time.
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