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ABSTRACT [10], [11].
. . . In the proposed algorithm the watermark is embedded
This paper presents an algorithm for rotation and scale. . S . . .
. . . Lo S in DFT domain. The original image is not required in the
invariant watermarking of digital images. An invisible mark

is embedded in magnitude of the DFT domain. It is robust watermark detection procedure.
to compression, filtering, cropping, translation and rotation.

The watermark introduces image changes that are invisible 2. WATERMARK EMBEDDING
to the human eye. The detection algorithm does not require
the original image. Let I be a grayscal& x N original image. The Fourier
transform ofI is:
1. INTRODUCTION N1—1 Np—1
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Digital products can be easily copied and reproduced in ( ) n;o g::o ( )

a network enviroment. Therefore the watermarking of the 1)

multimedia products has been essential for copyright pro-Let M (kq, k2) = |I(k1, k2)| be the magnitude ané(k;, k»)

tection. A digital watermark is a digital signal carrying in- be the phase of the Fourier transfornfof_et alsol (k1 , k=)

formation about the copyright owner and it is expected to be the watermarkM'(kl, k2) the modified magnitude and

be permanently embedded into the digital products. In theI'(kl,kZ) the watermarked image.

following, we shall limit our presentation to digital image The watermark is embedded in the DFT domain and con-

protection. sists of a 2-D circularly cymmetric sequence taking values
The watermark should be robust to distortions (such as1 or -1. It has zero mean value.

image processing and lossy image compression) and statisThe watermark should affect neither the low frequencies of

tically undetectable. In order to be robust, it must be asso-the transform (in order to be invisible) nor the high frequen-

ciated to the most significant components of the image thatcies (in order to be robust against compression) [5]. By as-

do not change with image distortions. suming that the zero frequency teidif0, 0) is in the center
Watermark invisibility preserves image data quality. Fur- of the transform domain, the region in which the watermark

theremore, if the watermark is visible, then its illegal re- is embedded should be a ring covering the middle frequen-

moval could be very easy in the digital domain. The water- cies. Thus,

mark should also be statistically undetectable, otherwise the

watermark can be localized or destroyed. W (r,0) = { 0, ifr <R;andr> R, @
Robustness against image processing is also required. ’ 1, if R <r <Ry

Image processing does not modify only the image but also

may modify the watermark. A pirate may try through im- wherer = \/k? + k2, 6 = arctan(g—f)

age processing manipulations to render the watermark un-The ring is separated ifi sectors and in homocentric circles

detectable. of radiusr € R, R»] We assign the same value 1 or -1 in
Several watermarking methods have been proposed ineach watermark circlular sector.

the literature. In some of them the watermark is embeddedThen the coefficients of the watermarked magnititieare:

in the spatial domain [1] [2] [3] whereas in others it is em-

bedded in the DCT [4] [5] [6] [7][8] [9] or DFT domain M (k1, ko) = M(k1, ko) + aW (k1 ko) 3)



a is a factor which determines the strength of the watermark.
Such an embedding is shown in Figure 1 for i€ x 512
image LENNA. We used a large facteffor illustative pur-
poses. If the magnitude becomes negative, it is rounded
to 0. Watermark embedding can become image-dependent
by using an embedding functiarf (M (ky, k2), W (k1, k2))
instead of simple addition in (3).

The DFT of areal 2-D signal has certain conjugate sym-
metry properties. The addition of a watermark to the magni-
tude of the DFT of the image does not ensure that the inverse
DFT will produce a real image. To ensure that the IDFT is
real, the watermark must possess the following summetry
[10]:

Wiy =Wn_g,Nn-1, Yk, 1 €[1,N] (4)

The watermarked image is given by the inverse DFT:

Figure 1. Watermarked DFT magnitude of image LENNA
i'=IDFT(I'), I = (M ,P) (5) 512 x512

The watermark can also be casted in the spatial domain as
follows:

W' =IDFT(W,P),i =i+ W (6)

In order to increase watermark invisibility local image mask-
ing can be used.

3. WATERMARK DETECTION

LetI be the DFT of a possibly watermarked image and
M’ its magnitude. The correlationbetween the possibly
watermarked coefficientd/" and the watermark’ can be
used to detect the presence of the watermark:

N N ,
c= ZZW(/Q,]@)M (k1, k2) (7)

i=1 j=1
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Figure 2: Distribution

mean value ot is:

Ifthe imagel is watermarked withiV’;. W # W, then the
correlatione is given by:
N
c= N (W(ky, ko) M(ky, ko) +

i=1 j=1

m(R?—R¥)a W =W
fhe = 0 it W £ W
0 if no watermark is present
(10)
The value of the correlator can also be expressed as

W (ks k W (k k 8 ¢/ue. The sample mean value of the normalized correlator
aW (ks k)W (k1 k2)) ® ¢ should be 1 for every watermarked image.The empirical
pdf of ¢ that has been obtained by watermarkingih2 x

If the imagel  is watermarked withV the correlatior is: 512 "LENNA with 1000 different watermarks is shown in
Figure 2.
N N The detection could be of the form:

c=Y Y (W(ky, ko) M (ky, ko) + aW?(ki, ko)) (9)  Ho: I is watermarked byV' if ¢ > T
i=1 j=1 Hy: I' is not watermarked by’ if ¢ < T

Assuming thatV, M, are independent and identically dis-

Considering thafl" is the threshold, two probabilities

tributed random variables ari@i has zero mean value, the must be estimated. First, the false alarm probability which



is the probability to detect a watermark in an unmarked im- 06
age. False rejection probability is the probability of not de-
tecting the watermark in a marked image. Since the empir-
ical pdf of¢' can be approximated by a normal distribution
false alarm and false rejection can be computed using the
error functioner f (z):
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Our method is simpler than that reported in [11], because o1}
we do not employ Fourier-Melin transform.

PF =1- %erf( ) (11) 0.2

4. ROBUSTNESS TO GEOMETRICAL ‘ ‘ ‘ ‘ ‘ ‘ |
TRANSFORMATIONS ) 10 20 30 0 50 60 70 80

The proposed method is robust to translations, since theyFigure 3: Correlator for several frequencies sampling steps
do not affect the DFT magnitude. Rotation in the spatial do-
main causes rotation of the Fourier domain by the same an-
gle. [11]. Since the watermark consists®sectors having
identical values, this construction of the watermark allows
its detection even after a rotation in the rarjge, % ]of
the watermarked image. The maximum angle of rotation
depends on the size (or the number) of the sectors. If a
search of optimal rotation is performed that maximizes
the detection algorithm can be robust to any rotation angle.
Rotation, translation invariance is very useful because the
copies from printing, scanning or xeroxing maybe rotated
or translated in comparison with the initial image. From ge-
ometrical transformation point of view, rotation around an
arbitrary center is equivalent with rotation around the center
of the image and translation. Thus, out method is robust to
rotation around an arbitrary center.

Scaling in the spatial domain causes inverse scaling in -2 -1 0 01 02 03 04 05
the frequency domain (if (z1, z2) DET F(ky, ko) then
flazy,azy) P57 LR(kL k2))[11]. Thus, ifN x M is the
size of the initialimage anR; , R»] is the size of the water-
mark ring (in the frequency domain), the size of the scaled
image isaN x aM (a > 0) and the size of the watermark
of the scaled image in the frequency domain remains unal-frequency domain of whose size i$R; (inside radius)
tered. Thus, the mean value of the correlatiaf the wa- andbR» (outside radius) for every (0 < b < 1). The
termark and the ring of any scaled image whose dimensionsnormilized correlation:” is shown (in Figure 3) for sev-
areR; and R, is 7(R2 — R%)a. Furthermore, normalized eral frequencies sampling steps. We get a maximufor
correlation output does not dependan b = 50 = 29964 (whereR; = 64 in this experiment on

Cropping changes the frequency sampling step. If thethe512 x 512 LENNA) that manifests the existance of the
size of the initial image is known then the correlation can be watermark. The initial image was cropped fréi2 x 512
done between the cropped image (in the frequency domain}o 400 x 400 and scaled t612 x 512.
and the watermark, which should be changed to the sameThe proposed method is also robust to anisotropic cropping
frequency sampling step of the cropped image. If the sizeand scaling distortions. The pdf ofof 100 non-watermark
of the initial image is not known then the correlation should images (left) and 100 watermarked (right) is shown in Fig-
be done for many frequency sampling steps by searchingure 4. The size of the initial image 2 x 512. The detec-
the maximal detector output. Lét be an}M x N im- tion was performed after cropping @2 x 505 and scaling
age which is possible scaled and cropped. The detectiorto 512 x 512. If we use threshol@” = 0.18 the method is
algorithm is applied to the watermark and to a ring of the robust to such attacks.

Figure 4: Pdf of one dimension cropping and scaling
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